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1. Purpose 
 
The purpose of this deliverable is to describe means to address security in safety assurance. 
This deliverable complements the SafeCOP Safety Assurance Conceptual model - D2.2 [51]. 
The contribution of this deliverable is threefold; i) it provides, (based on [33]), a conceptual 
view of how the safety activities in risk analysis phases could be extended to include 
potential risks from security threats, ii) it outlines state of the art and related work in the field 
of safety and security, and iii) it describes some practical solutions that will applied in the 
SafeCOP project to mitigate security risks in the contexts of the safety work. 
 

2. Introduction 
 
Software intensive safety-critical systems have been around for a few decades and there are 
well-established approaches for ensuring their safety, essentially originating from safety 
practices within the aerospace industries. Safety practices in these and other domains are 
dictated by safety-standards that prescribe how systems should be developed, verified and 
maintained to minimize risks of accidents during the lifetime of a product. Safety and 
security have traditionally been distinct problems in engineering and computer science. 
For the sake of clarity, we recall the definitions below:  
 
Safety 
Safety can be defined as freedom from accidents or losses. Generally, it implies the 
mitigation of the effects of potential failures introduced by the electric/electronic and 
programmable systems. Safety is addressed by means of risk analysis on system failures 
and behaviors of the system that may lead to dangerous situations.   
 
Security 
Security refers to protecting systems in terms of the availability, confidentiality and integrity of 
assets. Cybersecurity is a synonym that is often used, as it focuses on information 
technology. Security is addressed by identifying threats, vulnerabilities and risks associated 
with IT assets, in order to protect them from possible attacks that could cause damage to the 
system. Even under redundancy applied to circumvent components failures, IT assets may 
be manipulated to cause unsafe behaviors. For this reason, security is addressed separately 
by means of specific procedures to protect IT assets from cyber-attacks.  
 
 
Traditionally, safety related systems have been closed stand-alone products, but recently 
they are becoming increasingly interconnected or provided with interfaces to the Internet to 
allow remote diagnostics or enhanced Infotainment as in the case of modern cars. Allowing 
external communication is an enabler for many useful and exciting functions and services, 
but is also potentially dangerous, as it opens up for a whole range of security threats. An 
example is the remote operation of a Jeep Cherokee1 via the infotainment interface, allowing 
remote control of braking and steering. A more classical example is the Stuxnet Worm2 that 
specifically targets PLCs, which are used in automation of e.g., machinery on factory 
assembly lines. Stuxnet is believed to be a jointly built American-Israeli cyber weapon, built 
to target Iranian centrifuges for separating nuclear material. Further examples include 
hacked insulin pumps and drug infusion pumps. Hacks of the latter have even prompted 
warnings from the US FDA3 resulting in guidance on how to address cyber-security to assure 
safety of medical devices. There are also examples of hacks causing damage to the 
environment, including a disgruntled former employee that hacked a water treatment facility 
in Queensland, Australia, deliberately spilling nearly a million liters of raw sewage into local 

																																																													
1	http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/	
2	https://en.wikipedia.org/wiki/Stuxnet	
3http://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm456832.htm	
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waterways and parks4. 
 
Cloud computing, based on grid and cluster computing paradigm, has emerged during the 
last years. Cloud systems can store safety related data and process large amounts sensitive 
information connected with other cloud systems (inter-clouds) which in turn makes this 
industrial business risky, not only for the end-users (e.g. email-client users and industrial 
case application developers) but also for the cloud providers, and investors. Although this 
approach has many beneficial features and advantages, organizations in diverse domains 
and end-users tend to hesitate to move their data and business processes into clouds and 
broad adaptation because of prospective security issues. These concerns are stated by NIST 
CSA (Cloud Security Alliance, an organization aiming at promoting the use of best practices 
in cloud security), the International Data Corporation (IDC) and Gartner (“Top predictions for 
IT Organizations and Users for 2012 and Beyond” report).   
 
A report published in 2013 by CSA stated nine most common and serious security threats in 
cloud computing. Data breaches take the lead as pinpointed in a study conducted by 
University of Wisconsin, security software firm RSA, and the University of North Carolina. 
This study indicates the evidence of the way how a virtual machine could use side-channel 
timing information to extract private cryptographic keys in use by other virtual machines on 
the same server. Over 100 million personal and credit cards information have been stolen 
because of a malicious and probably intrusive action. The second greatest threat is data loss 
due to a cyber-attacker that might delete or move the data. Account or service traffic 
hijacking is the third most important threat enabling attackers eavesdrop on a customer's 
activities and transactions, manipulate data, provide false and business-damaging responses 
to other customers, and redirect them to phishing or inappropriate sites. Insecure 
applications are also a threat where several latent vulnerabilities might be penetrated by the 
cyber attackers. Denial of service attacks are the fifth-greatest security threat in which the 
cloud users cannot reach their business services during attacks. This becomes a major issue 
when customers pay per their use for all the resources consumed during the attack. The 
sixth most important threat in cloud is a malicious insider who can be a hacker, an old or 
current employee, or a business partner that have permission to access to the system, or 
even data or an application to be installed for malicious purposes. Abuse of cloud server, the 
seventh important threat, indicates that an attacker utilizes cloud servers to populate 
malware applications over the cloud, even trying to capture the encryption key. As the eight 
threat, insufficient due diligence arises, when the cloud users do not have sufficient 
knowledge and understanding about the provider's environment and protection abilities 
which in turn means that their private data is at risk. The last important threat is Shared 
Technology where cloud deployment and delivery mechanisms can share common 
vulnerabilities that are exposed to attacks leading to exploit all system through a shared 
platform application. That being listed, all computing systems, hardware, network and 
running applications on the cloud should be enhanced with a defensive and in-depth strategy 
by means of security.  
 
Citizens, businesses and consumer product are nowadays dependent on the Internet and 
data networks. This gives lot of potential for new and exciting features but it also poses a 
great risk. It is important to identify and get prepared in advance for the security risks. 
Security issues have already affected consumer confidence. The European Union has the 
Digital Agenda and the Cyber Security Strategy to ensure trust and security of the Internet. 
The idea is to encourage economic growth so that people's confidence in using the Internet 
will increase. The main goal of the Strategy is to foster international cooperation in 
cyberspace issues. To preserve an open, free and secure cyberspace is an important global 
challenge, which the EU addresses together with relevant international partners and 
organizations, the private sector and civil society. The target of SafeCOP is also to boost the 

																																																													
4	http://csrc.nist.gov/groups/SMA/fisma/ics/documents/Maroochy-Water-Services-Case-Study_report.pdf	
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European level and global cooperation in cyber security issues by gathering people from 
different countries and domains in to the same project. See e.g., [30][31][32] for the 
advances concerning secure communication that has been developed in the SafeCOP 
project. 
 

3. Interdependencies between safety and security  
 
Security in safety standards 
 
When developing safety related electronic and programmable control systems, there are a 
number of sector specific standards that need to be considered, for example:  

• ISO 13849 [34] and IEC 62061[35] for machines with moving parts (e.g., Industrial 
robots), 

• ISO 26262 [38] for Automotive,  
• EN 50126, EN 50128, EN 50129 [19][20][21]	for Railway 
• IEC 60389 [37] for alarm and electronic security systems 
• IEC 61508 [36] for generic control systems 
• … 

 
These standards outline the requirements and recommendations for the safety work in the 
respective domain. Many of the sector specific standards that have been developed in recent 
years stem from the IEC 61508 standard. Some concepts from the IEC 61508 have been 
adapted as is, whereas other concepts have been reworked to fit the practices in the specific 
domains. 
 
Current safety standards do generally not prescribe that security threats shall be evaluated in 
terms of potential hazards, and consequently there are no requirements on mitigations of 
those threats. For instance, the railway standards EN 50126, EN 50128 and EN 50129 
describe security as an element that can be considered as a component of RAMS 
(Reliability, Availability, Maintainability, Safety). However, the consideration of security is 
generally outside the scope of these standards (with the exception of security in terms of 
protection against unauthorized access). In EN 50159 [22] security is addressed and being a 
requirement for open communication systems. The road vehicle standard ISO 26262 does 
not mention security, with the exception for communication (see Table D.1 in [38]). The IEC 
61508 standard recommends that reasonably foreseeable security threats originating from 
malevolent or unauthorized action should be analyzed. For guidance on vulnerability and risk 
analysis the standard refers to IEC 62443. The main reason why security is given less 
attention in the safety standards is the limit of scope that all functional safety standards 
prescribe. They are essentially restricted to protection against failures and a degree of 
foreseeable misuse of the systems, not against intentional abuse and misuse. Although 
some safety standards recommend addressing security, it is perfectly possible to get a 
product approved according to safety standards, while there are still remaining security 
dependencies that could impact safety and cause an accident. This does not imply that the 
safety or security works are flawed, on the contrary it implies that addressing of the 
interdependencies between them are not regulated or guided enough in normative safety 
standards. Companies tend to focus on getting an approval by safety-certification authorities, 
rather than ensuring safety under all conditions including security threats. If this practice is 
not amended, we are bound to see various incidents and accidents in the near future. In 
these perspectives, the long revision periods of safety standards are a real and serious 
problem. The committees working on these standards are for each new revision trying to 
catch up with the new developments in the industry in terms of new technologies, increased 
complexity, new application domains, etc. As such, the standards are often out-of-date, and 
have usually a 10-year turnaround time between the new versions. Thus, the rapid technical 
development is in itself a threat to safety. Updating and extending the scope of standards is 
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however not a simple task. Considering that it is not easy to understand the 
interdependencies and differences between modern safety critical and security critical 
systems, regulating processes and providing recommendations for activities and allocation of 
responsibilities in assuring risk reduction, becomes extremely difficult.  
 
Combining safety and security 
 
Although joint safety and security focuses have received some attention in the research 
community it is still an area that requires extensive research for the results to be applicable in 
the industrial contexts. Joint handling of safety and security for systems of systems is an 
even less explored area in the research community, mainly due to the novelty of the system 
type. In common practice, assuring safety and security are addressed as independent 
activities in development, although it is well known that they are interdependent and affect 
each other. This implies that safety and security must be addressed jointly in parallel during 
development. Recent research has shown approaches to combine the disciplines, although 
on individual equipment/vehicle level. In this deliverable, we aim at expanding the scope of 
safety and security assurance to cover a distribution of cooperating machines whose 
effectiveness depends on the correctness of the cooperation as a whole. Assuring safety and 
security for such systems introduce challenges in all phases of their life cycles. The practices 
used today to assure safety and security might not be extendable per se to cover 
cooperating systems, instead new approaches might be necessary. More specifically, we aim 
at extending the definitions required for reasoning about safety and security and propose a 
joint safety and security assurance processes, covering risk analysis and activities to provide 
a basis for risk reduction. In the SafeCOP context, safety can be regarded as being free from 
failures, considering a degree of foreseeable misuse. Security, on the other hand, can be 
seen as being free from intentional misuse considering vulnerabilities and threats. It is clear 
that security threats must be considered in the safety work, as system safety (beyond any 
reasonable doubt) cannot be established for modern open interconnected systems unless 
the safety work is extended to take aspects of security into account. 
 

4. Safety assurance versus security accreditation  
 
Functional safety is a part of the overall safety of a system. In general, functional safety 
concerns the safety impact of electric/electronic and programmable units in response to 
certain input. From a functional safety perspective, the risks are assumed to originate from 
the product itself, the environment or from the organisations developing the product. Safety 
measures are therefore defined to avoid and mitigate the effects of potential failures 
introduced by the electric/electronic and programmable systems. Accidental misuse of a 
product is addressed to certain levels. Reducing the risks imposed by intentional misuse or 
sabotage of a safety related product is however out of scope for current functional safety 
methodology, and existing functional safety standards.  
On the other hand, assuring the IT-security of assets includes addressing protection from 
unauthorised disclosure, modification, or loss of use. From a security perspective the risks 
are typically assumed to originate from human activities (malicious or otherwise) by 
employees, external personnel (subcontractors, hackers, criminals, competitors, litigants, 
press, governments, terrorists and political organisations etc.), and from non-human activities 
such as natural phenomenon’s, disasters and accidents. In performing risk reduction, threats 
and vulnerabilities should be identified and classified. Based on this, appropriate 
countermeasures should then be implemented to reduce the risks to acceptable levels. As 
with safety, the risk reduction for security measures should be balanced to the cost of the 
result and benefit 
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5. Extending safety activities in risk analysis phases to include security risks 
 
System models and system definitions 
 
The system models addressed in SafeCOP are referred to as Cooperative Open Cyber-
Physical Systems (CO-CPS), i.e., system of systems [45][53]. These systems are 
characterized by wireless communication, dynamic system definitions, unpredictable 
operating environments and multiple stakeholders having the responsibility of the CO-CPS. 
Moreover, the systems are 1) using inter-system communication to accomplish a common 
goal, 2) relying on communicated information from other systems and, 3) providing services 
that may compromise safety if communication fails. These systems typically rely on wireless 
communication to perform safety-relevant functions, thus there is a need to ensure security 
to assure the safety of these type of systems.  
 
The system definition is the foundation on which all succeeding functional safety work is 
based. It defines the scope and intended functionality of the product, its environment, as well 
as its interfaces. All risk analysis is based on the system definition. Specifically, the hazards 
identification process starts from the system definition in identifying all hazards that can lead 
to accidents, incidents, damage or significant financial losses. It is therefore important that 
the system definition is complete and correct to facilitate the identification of all potential 
sources of hazards and threats. With the increasing interconnectivity of modern control 
systems, the functional safety system definition must be extended to cover not only failures 
from within the product itself, but also intentional misuse and sabotage. In doing this, the 
traditional reasoning about sources of hazards (failures and foreseeable misuse) must be 
extended to also include intentional misuse. This implies that the failure model of the 
environment and interface parts of the system definition will have to be extended with actors 
and assets being part of, or interfacing, the system. With the complexity and interconnection 
of entities within modern systems, the establishment of a system definition is not trivial.  
 
To support the definition process, guidance on typical assets and actors that may affect 
operations is necessary. For instance, the following threats and interfaces are important to 
consider when extending a typical safety system definition (note that the list is not complete 
in any sense, it is purely for guidance)	

• People (internal and external personnel, design authorities, subcontractors, 
competitors, litigants, hackers, criminals, terrorist etc.)	

• Nature and accidents (e.g., fires, storms, floods, transportation accidents etc.)	
• Interfaces and assets (e.g. fieldbuses and I/O for system functionality, internal 

product buses and interfaces, sensors, actuators, configuration interfaces, control 
interfaces, monitoring interfaces and diagnostics interfaces, maintenance interfaces, 
testing interfaces and upgrading interfaces, infotainment interfaces, external product 
interfaces (e.g., authentication and authorization interfaces, session management 
interfaces, USB interfaces etc.), cellular interfaces and additional assets such as., 
mobile-enabled devices, printers, USB devices, control centers, cloud services, 
computers, etc.). 	

 
Considering the guidance list above as a reference, the problem is addressed by the 
identification of the points that allow tampering with wireless and wired communication links, 
USB ports, user interfaces, as well as tampering by personnel (both internal and external) 
during development, testing, maintenance, production, and operation. These assets and 
actors must all be included as extensions to the traditional system definition and thus the 
scope and boundary of a traditional system definition will have to be extended thereafter.		
	
Establishing a system definition has traditionally been the responsibility of the safety 
organization. It is clear that this work cannot be performed by the safety organization alone. 
We cannot expect them to have the overall knowledge of everything included in modern 
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interconnected systems. Instead, establishing a system definition should be a joint work that 
gathers the organizational teams that together can contribute with their knowledge in an 
effort to establish a complete and correct definition. In SafeCOP, key safety and security 
risks, and inherent countermeasures, are identified in the SafeCOP use cases.	
 
Risk analysis  
 
The safety and security risks in SafeCOP are related to creating links and communicating 
between different counterparts, stakeholders, service provider, vehicles and roadside units 
etc. In each of the link the same security risks remains; identification of counterpart, 
validating the runtime operation during communication and avoiding malfunctions due to 
interference. Other safety aspects are related to ensure complete data exchange procedures 
in local area vehicular networking, when for instance vehicles are passing each other or 
roadside unit with local area IEEE 802.11p networking. 
 
Risk assessment and risk management are the two main activities to analyze and control the 
risks imposed by systems on humans, the environment, or on operations. Risk assessment 
serves to identify, analyze and classify potential sources of harm and the possible effects 
they may have. Risk management serves to define measures to eliminate or reduce the 
identified risks to acceptable levels. In performing risk management, the measures to be 
implemented are balanced with the cost of reducing the risk. Note however that residual 
safety and security risks will always remain in the final system, even if cost was not an issue, 
simply because of the difficulty to identify all potential sources of harm under all situations 
and circumstances. 
 
Safety and security techniques bear many similarities in the sense that assurance and 
establishing confidence in the systems are based on assessment of the arguments and the 
evidence of risk reduction provided for the systems. Structured development methods to 
produce arguments and evidence are required in normative standards in an effort to provide 
means for product, process and environment assurance from a safety as well as from a 
security perspective. There might however occasionally be an unclear border between the 
responsibilities and the risks managed by safety measures and security measures. Both 
safety standards and security standards address effects on humans, environment and 
operations. 
 
Hazard and risk identification  
 
The purpose of a risk and hazard analysis is to identify, quantify, rank, and list hazards that 
can cause accidents or losses during the lifetime of the product. The hazard analysis can be 
performed with various techniques (see for example [18][46][68]), and at different stages of 
the lifecycle. A preliminary hazard analysis is usually performed in the concept phase before 
any development has been initiated. The hazard analysis is then refined when more details 
of the system design emerges and repeated when performing maintenance. A typical hazard 
analysis that focuses on safety is guided by experiences from similar projects and different 
analysis techniques such as fault tree analyses, failure mode and effects analyses, event 
tree analyses etc. The security domain has similar guidance from e.g., threat models, attack 
tree analyses etc. In our extension of the hazard analysis, we include security threats in the 
safety analysis, where we essentially assume that failures are not only stemming from the 
system itself but also from people with malicious intent. The extended scope of the system 
definition allows for previously unforeseen safety hazards, and additional ways in which a 
system might enter a hazardous state, to be identified. This results in a more security-aware 
safety management process. When including security threats as potential sources of 
hazards, additional and previously unforeseen hazards, or new intolerable risks, may be 
identified. One of the main reasons for this is the fact that the scope of reasoning is extended 
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and that intentional- and accidental misuse of the constituents of the system definition (i.e., 
the product, the interfaces etc.) must be accounted for. Thus, it is recommended that the 
hazards identification process, which may be a structured brainstorming meeting with 
representatives from various disciplines, apply the new system definition (as explained in the 
section above) and that the process either 1) assures that the safety personnel have the 
required level of knowledge of security, or 2) includes personnel with security knowledge. 
 
The possible risks in SafeCOP concern the technical aspects such as shortcomings in the 
specifications, unsatisfactory performance and functionality, incomplete implementation 
guidelines or problems to conform to the specific European context and regulations, but also 
business issues, in particular the conditions to enable the market acceptance. The partners 
are however confident to be able to overcome the risks. 
 
Risk classification 
 
Each risk and hazard that has been identified during the hazard analysis must be classified 
in terms of risk5 according to the schemes proposed in the safety standards. The new 
security related hazards that have been found using the extend hazard analysis have 
therefore to be classified according to the same scheme. Note that this does not imply that 
the risk classification proposed by the security standards should be ignored for security risks. 
The reason to classify the security related safety risks according to a safety scheme serves 
two main purposes: 1) to assure compliance with the safety standard being used and 2) to 
assure that all safety risks have been classified according to the same scheme. Note also 
that risk classification stemming from any reused sources of already identified hazards may 
have to be re-assessed6 since the scope of the system definition has changed. All hazards 
(new as well as old) must then be mitigated with safety measures that are on par with the risk 
classification of the hazard to be able to claim that the risk is tolerable. The functional safety 
standards mandate different levels of rigor for the development and maintenance process, 
including techniques and measures to be applied depending on the identified risk level (SIL, 
ASIL, PL, etc.). A consequence of our extended analysis is that proper mitigations may not 
be found in the safety standards, but they have to be taken from the security standards. Here 
it is necessary to translate the rigor required between the different domains and standards. 
 
Risk reduction, mitigations and countermeasures 
 
It is advisable that the safety management process distinguish between hazards discovered 
from a pure safety perspective, hazards discovered from a security perspective that have 
safety impact, and hazards discovered from an extended safety perspective that includes 
security threats. The main reason why the origins of the hazards should be categorized is the 
fact that this allows risk reduction measures to be more appropriately designed. Where the 
origins of the hazards are purely safety related (e.g., due to failures, foreseeable misuse etc.) 
the risk reduction measures, techniques and recommendations in safety standards may be 
followed. For the other cases the risk reduction process needs to consider if the risk can be 
reduced according to a safety standard or according to a security standard, or with a 
combination of both safety and security standards. Note however that to be able to certify the 
product, the development and maintenance process steps required in the safety standard 
must be followed in all cases when implementing mitigations even if the mitigation comes 
from a security standard. 
																																																													
5	For	example,	IEC	62061	mandates	a	classification	procedure	that	considers	the	consequence	of	each	hazard,	the	
severity	(S)	of	each	hazard,	the	anticipated	rate	(F)	of	occurrence,	the	anticipated	occurrence	probability	(P)	of	each	
hazard	and	measures	for	hazard	avoidance	(A)	
6	This	implies	that	reusing	experiences	and	sources	such	as	preliminary	hazard	lists	from	previous	projects	have	to	be	
subject	to	reassessment	and	re-classification	even	if	the	context	and	functionality	remains	the	same	as	for	previous	
analyses		
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6. Related work – State of the art 

 
Although there are well-established security engineering lifecycles there has been a lack of 
guidance on how to combine and exchange knowledge and results of the work in the safety 
and security disciplines. A recent initiative from SAE international, the J3061 guidebook [59], 
provides some guidance on how to address cybersecurity for safety critical cyber-physical 
vehicle systems. In addition, a number of projects have focused on combining safety analysis 
with security, see e.g.,[1][5][10][23][26][29][39][54][55][56][57][58][61]. The distinction 
between safety and security is however not always clear [4].  
 
Co-operative traffic systems and related services are not new. The first attempt to realize co-
operative systems was the PROMETHEUS [65] initiative in the 1980’s, which failed due to 
the unavailability of suitable communication technologies. Serious research efforts in this 
area were started in Europe at the beginning of this century. Projects such as PReVENT-
WILLWARN [45], Network on Wheels (NoW) [25] and SafeSpot [55] have produced research 
prototypes, which showed that communication-based safety and efficiency applications are 
not only technically viable but also may provide considerable benefits. To guide this work and 
to ensure that the projects follow the same technological direction, the COMeSafety [11] 
Support Action was initiated by the members of the Car-2Car Communication Consortium 
[5]. COMeSafety did not only harmonize the activities, but also pursued various projects 
dealing with C2X communication technology. Its most significant achievement was to provide 
a commonly agreed architectural description of a European co-operative driving system. 
 
In the past decade Europe has started to seriously invest in co-operative systems that 
provide “more-than-ADAS” horizon. Industry consortia, particularly C2C-CC, were created 
and both European and national projects were initiated. The major related research and 
development projects were completed in 2010 (SAFESPOT [55], CVIS [15], COOPERS [13], 
and PRE-DRIVE C2X [44]) with small-scale tests and demonstrations. Large-scale Field 
Operational Tests have therefore been needed in Europe to prove the benefits of co-
operative driving before starting deployment and commercialization. The only large scale 
FOT dealing with co-operative-like systems has been TeleFOT which has tested the use and 
impacts of aftermarket and nomadic devices in vehicles. The PRE-DRIVE C2X project took 
up challenge by taking the COMeSafety [11] architecture description, refining it and realizing 
a system prototype based on it but advancing beyond the status of a pure research system 
whilst still being robust enough to sustain a year-long field operational trial. In order to show 
the performance of this system, PRE-DRIVE C2X also analyzed various applications of 
vehicular communication technology developed in the numerous research projects 
concerning effectiveness and suitability for a Europe-wide roll out. Furthermore, a co-
operative systems prototype was realized during the project. DRIVE C2X project [17] then 
continued the work of PRE-DRIVE C2X. 
 
DRIVE C2X and parallel FOTsis projects have been European large-scale FOTs aiming to 
evaluate a function, or functions, under normal operating conditions in environments typically 
encountered by the host vehicle(s) using quasi experimental methods. DRIVE C2X 
represented the vehicles and vehicle industry perspective, while the FOTsis initiative 
represented the perspective of road operators. The road operators perspective was 
presented with the acquired experience of leading technological road maintenance/operation 
and service provision companies with the aim to integrate the current infrastructure 
management systems into the common European Communication Architecture (promoted by 
the COMeSafety, PreDRIVE C2X, CVIS and SAFESPOT projects) for service provision, 
therefore enhancing security, intelligence and sustainability in road design, operation and 
maintenance. 
 
Several national FOTs and programmes with vehicular communication technology have also 
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been running.  The most extensive one is the German SIM-TD (Sichere Intelligente Mobilität 
– Testfeld Deutschland) programme. SIM-TD was expected to increase knowledge of the 
operation of co-operative systems. However, the national activities have limited the scope to 
specific local needs such as SCOREF in France or Test Site Sweden in Southern Sweden. 
Three Celtic projects Carlink [6], WiSafeCar [66] and CoMoSeF [12] have also been active in 
developing traffic and weather related services, technology tests, proof of concept and 
various pilots. However, the security issues were not amongst the core issues in these 
projects. 
 
The above mentioned C2C-CC [5] has been working since 2001 on co-operative systems, 
including technical development, Intelligent Transport System (ITS) frequency allocation, 
implementation roadmaps, and others. Particularly important are the specifications 
developed in the C2C-CC working groups, which are provided to relevant standardization 
development organizations. The consortium plays an indispensable role in the promotion of 
co-operative driving and related technology. It facilitates and ensures interoperability among 
vehicles from different manufacturers and suppliers and also enables vehicles to 
communicate with road-side units. Technically the C2X Communication system developed by 
the C2C-CC and fed into the ITS standardization process at the European 
Telecommunications Standards Institute (ETSI) through the C2C-CC members, relies on 
three top level features; a) automatic and fast data transmission among vehicles and 
between vehicles and road side units, b) transmission of hazard warnings, traffic information 
and entertainment data and c) the support of ad-hoc communications without a pre-installed 
communication infrastructure as the basis. The C2C-CC electronically extends the driver's 
horizon and enables entirely new safety functions. Vehicular communication forms a well-
suited basis for decentralized active safety applications and therefore is expected to reduce 
accidents and their severity. Besides active safety functions, the C2C-CC communication 
system enables active traffic management applications and comfort applications. 
 
SESAMO (Security and Safety Modelling in embedded systems) was an ARTEMIS EU 
Project that begun in May 2012 and lasted three years. The SESAMO project [3][24][58] 
directly addressed the root causes of problems arising from the convergence of safety and 
security in embedded systems at architectural level, where subtle and poorly understood 
interactions between functional safety and security mechanisms impede system definition, 
development, certification, and accreditation procedures and standards. Intense market 
innovation is usually being held back by a specific root cause: the absence of a rigorous 
theoretical and practical understanding of safety and security features interaction.  
 
The goal of the SESAMO project was to define a unified design methodology that jointly 
addresses safety and security aspects and their interrelation for networked embedded 
systems in multiple domains, including transportation, and to develop a supporting tool chain 
to experiment with the proposed methodology and evaluate introduced advantages and 
disadvantages.  
 
The main results of the project were: 

• A comparative review of relevant standards in both the safety and security domains 
enabled the definition of a unified domain-independent process that takes care of 
safety and security aspects and their interrelation. Three standards in particular 
provided guidance and direction in this respect. The IEC 61508 generic standard for 
electrical and electronic systems provides a V-lifecycle (Figure 1) that forms the 
backbone of any safety-related development process and could be used as a point of 
departure for the definition of the SESAMO unified process. The avionics standards 
were closely examined for evidence of how safety and security are currently being 
approached in the lifecycle processes, and first evidence was identified of a parallel 
lifecycle approach with interaction points. This was confirmed by further examination 
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of the ISO26262 ongoing standardization activities and became a linchpin of the 
SESAMO approach to the structure of the unified process. 

• Mechanisms for the design and development of safety/security critical systems were 
identified, together with analysis and assessment techniques.  

• Key concepts and principles for risk management were identified, together with the 
integration of the building blocks and analysis methods, techniques and measures in 
a structured risk reduction framework.  

• An extension of assurance argumentation through security-informed safety cases 
was envisaged, thereby extending the overall methodology beyond the development 
lifecycle activities and into the full dependability assurance lifecycle. 

• The domain-independent general design methodology for the development of safety 
critical embedded systems was then experimented on industrial use cases in different 
domains ranging from automotive, to aerospace, energy, mobile medical, and 
metropolitan rail transport.  

• A tool chain to support the SESAMO methodology was made available, implementing 
different patterns of integration among heterogeneous tools exploited in different 
phases of the process. The SESAMO Methodology 

The integrated design and evaluation methodology, proposed by SESAMO, aims to combine 
best practice in safety and security engineering as a unified process. The overall process is 
based on the V-Model approach as depicted in Figure 1 and adopts ideas from IEC 61508 
and ISO 26262.  
 

	
Figure	1	SESAMO	Process	Definition	

 A number of roles were defined to take part in the lifecycle activities of the SESAMO generic 
process. These roles encompass safety-related activities, security-related activities, 
combined safety and security activities, and assurance / assessment activities, along with 
various traditional development activities. The SESAMO generic process includes a 
methodology for constructing structured assurance cases for communicating and building 
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confidence in the safety and security properties of a system. Security considerations have a 
significant impact on various aspects of safety justification. It is necessary to make claims 
about security properties as well as safety properties, demonstrate compliance to both 
security and safety standards, and consider a broader set of potential threats and 
vulnerabilities. Since the integration of safety and security related development processes is 
a controversial topic in the standards communities, the SESAMO approach is based on the 
idea of establishing points of contact between parallel safety and security lifecycle activities. 
Therefore, SESAMO aligns itself with the idea of well-defined interaction points as adopted 
by several standards communities to date. Figure 2 illustrates how SESAMO positions itself 
within this scheme. 

 
Figure	2	–	Safety	and	security	lifecycle	activities	

 
In this scheme, two types of SESAMO intervention can be identified: 
 

1. Trade-off (or “analyses at the interaction points”). These are particularly relevant for 
those lifecycle activities and mechanisms that tend to be purely safety or security 
related. For example, the use of cryptography for confidentiality is a security issue 
rather than a safety issue, although cryptography can also be used to achieve 
integrity and authenticity in the safety domain. The analysis methods developed in 
SESAMO can make it possible during communication at the interaction points to 
judge the effects of the activities in each parallel process on the other, and to provide 
appropriate decision support based on the results. Note that this tends to concern the 
building blocks that are architectural in nature. 

2. Joint lifecycle activities. This is a deeper intervention, where the lifecycle activities are 
actually combined, such as joint hazard and threat analysis, or joint FMEA and attack 
analysis. Note that this tends to concern the process building blocks rather than the 
architectural building blocks – but it is not always the case. For example, a 
“redundancy” building block (and its accompanying analysis methods) could be 
instrumental in a joint safe and secure architectural design activity. 

This approach of parallel processes with “weak” trade-off interactions and “strong” 
interactions for joint activities has the advantage of providing a smooth migration path for the 
standards communities, allowing them to start with the separate processes of today and 
gradually identify and implement architectural and process building blocks that promote an 
ever-closer integration of the processes 
 
For more information concerning the state of the art about combined safety/security 
approaches, see section 4.6 in [50]. 
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Appendix A 
 
Practical solutions to model, reduce and mitigate risks 
	
In this appendix, we outline some observations, practical and novel solutions to model, 
reduce and mitigate risks. These approaches will be applied in the SafeCOP project. 

 
a. Machine learning for hazard identification 

	
Safety in cyber-physical systems means preventing all the conditions that may lead to 
dangerous trajectories of the system. An accident means an undesirable or unplanned event 
that leads to a loss [41]; a hazard means a system state or set of conditions that combined 
with the worst-case environmental conditions will lead to an accident [40]. As safe conditions 
should characterize the largest part of the trajectories of a system, a hazard may be typically 
associated with some anomaly event that suddenly appears along regularity. The detection 
and characterization of anomalies is therefore essential to predict and avoid a hazard. 
Novelty detection is important for monitoring safety-critical systems (e.g., STREAM [62]), in 
which novel conditions rarely occur and knowledge about novelty is often limited or 
unavailable. It aims to identify behaviors in data that are not consistent with normal 
expectations [16]. An example is reported in Figure 3. A novelty is detected as soon as it 
appears far away (under some distance metric) from the other data. It could be a potential 
source of unsafe conditions [43] and should be investigated by a human operator [62][14]. 
Machine learning is of great help in this respect [42]. It identifies a set of tools, algorithms 
and techniques designed to automatically learn how to do better in the future, according to 
past experience. Unlike statistics-based techniques, machine learning does not require any a 
priori hypotheses concerning input data. 
 
Machine learning in cybersecurity has a long history [60]. The aim is the development of 
models that understand the presence of intruders on the basis of samples of traffic data. Two 
main families of approaches exist in this respect. The `supervised' approach [67] consists of 
developing models by exploiting some historical collection of the behavior of intruders. 
`Unsupervised' learning consists of building models without any a-priori characterization on 
them. The latter approach is preferred as it does not need any a-priory knowledge. It recently 
received attention in the literature [7][47][64]. 
 
The availability of intelligible models is another topical issue as it drives situational 
awareness for human operators [14]. Intelligibility means that the model is easily 
understandable, for example, when it is expressed by Boolean rules. Decision Trees (DTs) 
are typically used to this aim. The comprehension of neural network models and of the 
largest part of the other machine learning techniques reveals to be a hard task. Rule 
extraction for intrusion detection is therefore a hot topic of research. Interpretability of rules 
has been rarely investigated in the field of intrusion detection as well (see, e.g., section 4 of 
[27]). The Rulex approach outlined in the following allows to address the topic in SafeCOP. 
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Figure	3	An	example	of	novelty	detection	

 
Ideally, we would like to check how well our model, based on past data, is going to perform 
on future data. We may then mimic this situation by generating our model only taking into 
account the data in the training set and measuring how accurately it predicts the data in the 
test set Figure 4. For the sake of simplicity, we describe a typical evaluation procedure in a 
supervised scenario (i.e. assuming to have some available ground truth). Initially, data are 
divided into a training set and a test set. Typically, the training set comprises 60-70% input 
rows and the test set is constituted by the remaining 30-40% (Figure 5). A machine learning 
algorithm thus uses past data to build a model, which may be then applied to predict future 
ones (Figure 6). We can distinguish two main types of models: black-box models, clear-box 
models. A black-box model is a tool to generate an output, given a set of inputs. It provides a 
prediction, but without explaining it (Figure 7). In other words, if we relied on a black-box 
model we would be informed about a pattern being anomalous but not about the 
characteristics which make it anomalous. A clear-box model is a tool to generate an output, 
together with the reasons why it was generated. Relying on a clear-box model, such as the 
ones generated by Rulex, allows us to be informed about a pattern being anomalous, 
together with the characteristics which make him anomalous (Figure 8). 
 

	
Figure	4	Machine	learning	(typical	evaluation	procedure)	

	

	
Figure	5	Machine	learning:	typical	evaluation	procedure	
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Figure	6	Machine	learning:	prediction	model	

	
Figure	7	Black-box	model	

	
Figure	8	Clear-box	model	

 
Before entering in the details of machine learning literature for anomaly detection, we outline 
some preliminary definitions. An outlier is an observation which deviates so much from the 
other observations as to arouse suspicions that it was generated by a different mechanism 
[28]. In other words, outliers are a set of data values which “significantly deviates” from the 
other ones (Figure 9). An anomaly is an outlier which is not only detected but characterized. 
It is not only possible to tell that the data values deviate from the usual ones, but which 
settings deviate from usual ones and how (Figure 10). 
 

	
Figure	9	Outlier	
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Figure	10	Anomaly	

	
Machine learning approaches may be further characterized and addressed according to the 
nature of input data: labeled patterns, unlabeled patterns, without anomalies, unlabeled 
patterns with anomalies. In the first case (Figure 11), both patterns known to be regular and 
patterns known to be anomalies are available. In the second case (Figure 12), only patterns 
known to be regular are available. In the last case (Figure 13), a set of patterns among which 
some anomalies may or may not be included is available.  
 

	
Figure	11	Labeled	patterns	

	

	
Figure	12	Unlabeled	patterns,	without	anomalies	

	

	
Figure	13	Unlabeled	patterns,	with	anomalies	
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Figure	14	Traditional	solutions	overview	

	
The overall state of the art is summarized in Figure 14. The first family of machine learning 
algorithms belongs to the labeled patterns and classification case, also called ‘supervised 
learning’ (left side of Figure 14). The assumption is that both regular and error patterns are 
available. Anomaly detection is approached through a standard classification procedure, 
which distinguishes regular patterns from anomalies and finds a boundary between them 
(Figure 15). Logistic regression, neural networks, decision trees, Support Vector Machine 
(SVM) are typically used. The main drawback of supervised learning for anomaly detection 
relies on the fact that the problem is usually very unbalanced, namely, the regular class has 
a lot more elements than the anomalous one (red versus green points in Figure 15); this 
reduces accuracy in prediction. When no a-priori classification of data is available, machine 
learning reverts to the so-called ‘unsupervised learning’ family of algorithms. The following 
approaches deal with unsupervised learning for anomaly detection.	

	
Figure	15	Supervised	learning	

 
In the case of unlabeled patterns with no anomalies, a geometrical approach may be used. 
The assumption is that only regular patterns are available. Anomaly detection is approached 
in geometric terms. Each feature is associated to a point in a multidimensional space, 
according to the values of its attributes. Similar features are represented by nearby points, 
dissimilar ones by distant points. The whole set of regular patterns defines an admissible 
space for patterns; anomalies are points lying outside that space (i.e. features too different 
from regular ones). The family of algorithms is: descriptive statistics, contextual similarity,  
reverse nearest neighbor, one-class SVM [16][63]. Using the geometrical approach requires 
projecting source data into a multi-dimensional space and calculating the shape of the 
boundary between data in different classes. Accurately calculating n-dimensional boundaries 
is difficult, and wrong assumptions or dimensionality reduction (e.g., through Principal 
Component Analysis) can reduce the descriptive and predictive power of the model. Figure 
16 shows, for the one-class SVM case, the hypersphere in the multi-dimensional space and 
the mathematical formulation of the underlying optimization problem. The C quantity is the 
penalty weight that controls the trade-off between the fraction of rejected normal data and the 
volume of the hypersphere. An accurate setting of C may be requested, depending on the 
problem as well as of the window width in Gaussian kernel used to project original data. 
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In the case of unlabeled patterns with anomalies simulation (center of Figure 14), the solution 
to the problem is found by artificial simulated anomalies, added to the original dataset. 
Simulated anomalies may be generated as deviations with respect to the trends constituting 
the regular patterns (Figure 17).  After having introduced simulated anomalies, a standard 
classification procedure (such as the one described for the labeled patterns scenario) is 
applied. Simulating anomalies is not only computationally intensive but also, at least to some 
extent, an arbitrary operation. If simulated anomalous patterns are improper, the quality of 
the solution is significantly degraded. 
 

	
Figure	16	One-class	SVM	

	

	
Figure	17	Unlabeled	patterns,	no	anomalies,	anomalies	simulation	

 
The last case is unlabeled patterns with potential anomalies, solved by a geometrical 
approach (right side of Figure 14). The assumption is that a set of patterns among which 
some anomalies may or may not be included is available. The solution relies on anomaly 
detection in geometric terms as outlined before. Considering that anomalies may be present 
in the data, the admissible space is not constrained to include all the input patterns, but only 
a vast majority of them; the others are considered to be anomalies. Drawbacks are similar to 
the ones envisaged for the unlabeled patterns without anomalies case. The last case can be 
also addressed by anomalies simulations as well. When applying classification, the 
parameterization of the maximum allowed error in training introduces a further arbitrary 
element in the procedure (Figure 18). Differently from Figure 15, in which the boundary 
separates known regular (green) and anomalous (red) data, the boundary in Figure 18 
separates potential regular points (blue points within the two lines in Figure 18) between 
simulated anomalies (red dashed points) and potential anomalous points (blue point outside 
the right line). The error associated with the separation boundary becomes a parameter to be 
controlled in Figure 18, while it is a fixed value in Figure 15. 
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Figure	18	Unlabeled	patterns	with	potential	anomalies,	anomalies	simulation	and	classification	

 
Rulex 
In order to find clear-box model of anomalies, the Rulex platform [48] adopts two original 
solutions for both the supervised and unsupervised learning. The former is called ‘Logic 
Learning Machine’ (LLM). The latter is called ‘Uniclassifier’. The main focus of Rulex is 
intelligibility as the model is expressed by boolean rules. As an example, the case of a plant 
factory is considered in which safe and unsafe situations may take place. The available 
database of conditions is shown in Figure 19. 

	
Figure	19	Plant	factory	and	safe/unsafe	conditions	

	

	
Figure	20	Plant	factory	and	safe/unsafe	conditions	

 
In the first case, both regular and error patterns are available. For the sake of clarity, they are 
represented in the bi-dimensional space in Figure 20. After training on available data, the 
LLM provides the model presented in Figure 21; it contains boolean rules representing 
boundaries between the two classes of interest. If-then rules are automatically inferred from 
data to characterize safe and unsafe plant conditions. This is equivalent to identifying and 
synthesizing characteristics which are found in unsafe situations and not in safe ones. 
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Figure	21	LLM	supervised	learning	rules	

 
The second case deals with exploiting only safe data under an unsupervised paradigm, 
namely, when only the left table in Figure 19 is available. The model provided by the 
Uniclassifier after training is reported in Figure 22. Even if anomalous patterns are unknown, 
basing on regular pattern density for each of the attributes, Uniclassifier finds rules which 
characterize regular patterns describing a very similar state space with respect to the one 
detected (with more information) through LLM classification on labeled patterns. 

	
Figure	22	Uniclassifier	on	safe	data	

 
The last case is when unlabeled patterns are set in input to the Uniclassifier and when those 
patterns may be regular or anomalous (Figure 23). The resulting model is presented in 
Figure 24. Even if anomalous patterns may or may not be included in input ones, basing on 
pattern distribution for each of the attributes, Uniclassifier finds rules which correspond and 
complement in a good way with the ones found to describe anomalies through LLM 
classification. 
 

	
Figure	23	Database	for	unsupervised	learning	with	some	anomalies	in	the	dataset	
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Figure	24	Uniclassifier	model	with	some	anomalies	in	the	dataset	

 
b. Safety and security modeling and analysis techniques using the CHESS 

toolset 
 
Joint security and safety modelling presents several challenges to the model-based 
engineering community: 
 

• Safety and security are both non-functional properties. Traditional modelling 
approaches have been very good at capturing functional properties, but much less 
attention has been paid to non-functional properties – not just safety and security, but 
any non-functional properties such as performance and real-time characteristics 
(which also greatly affect safety and security). 

• Traditional modelling approaches have placed little emphasis on the reusability of 
parts of models – often the concept of a “component” does not even exist in a 
modelling approach. There is a single model for the entire system and nothing else. 
Safety and security system modeling needs the concept of a reusable modelling 
“component” that can be composed with others not only to form the overall system, 
but sometimes even the overall set of activities (e.g. different forms of trade-off 
analysis). 

• Safety and security system modeling involves different points of view, in which there 
is a separation of concerns between safety and security aspects. Traditional 
modelling approaches generally provide little or no support for modelling from 
different points of view.  

Those issues are addressed by the CHESS project (Composition with Guarantees for High-
integrity Embedded Software Components Assembly). It deals with the assembly of property-
preserving components and dependable embedded systems [8][9]. In particular, CHESS 
promotes the adoption of Component-based Development and Model Driven Engineering to 
support the development of High Integrity Systems.  
 
The methodology is based on four distinct pillars: 

(1) Separation of concerns by design views enacted directly in the user modelling space; 
(2) A cross-domain component model and a coherent component-based approach; 
(3) Correctness-by-construction, by adoption of a declarative approach to the 

specification, verification and implementation of non-functional concerns. 
(4) Strict separation between the platform-independent modelling performed by the user 

and the platform-specific modelling, which is derived by formally verified 
transformation engines as a correct-by-construction product. 

Unsafe plant condition: if-then rules

1. if Temperature > 57 then Anomaly = Yes
2. if Temperature <= 27 AND Status Î

{economy} then Anomaly = Yes
3. if Temperature > 35 AND Status Î

{normal} then Anomaly = Yes
4. if Temperature > 40 AND Status Î

{accurate} then Anomaly = Yes
5. if Temperature <= 10 AND Status Î

{accurate, normal} then Anomaly = Yes
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The separation of concerns concept is a long-known best practice for the development of 
complex systems – and, as noted above, it is needed to support the separate safety and 
security modelling activities. The methodological and technical means by which CHESS 
provides support for separation of concerns is the popular, well-accepted modelling concept 
of views, most prominently acknowledged in modern modelling languages such as UML. 
CHESS associates a distinct view with a distinct concern pertinent to system modelling, so 
that a particular concern (e.g. timing aspects, safety, security) is provided with a working 
environment devoted entirely to and specialized for that concern. In fact, the developer is 
only allowed to work on one concern at a time – with access to the modelling environments 
of other concerns limited to read-only permissions. 
The view-oriented development approach of CHESS has required advances in component 
representation. The CHESS component model extends traditional component models by 
explicitly separating functional from non-functional aspects. Components internals are 
modelled in a dedicated view, in which the designer describes only the functional aspects. A 
distinct design view permits to annotate the component description with the declaration of the 
intended non-functional attributes. The declarative specification of those attributes is used for 
the automated generation of a container, which can be considered as a component wrapper 
that is responsible for the realization of the non-functional attributes declared in the design 
model. As a consequence, pure components encompass functional concerns only; in 
particular, tasking or time-related constructs are a container concern. 
 
The binding between two components in a CHESS design model is used to generate a 
connector, which manages the communication between the components – which is actually a 
mediated communication between their containers. The use of connectors ensures that 
components and containers do not require any adaptation under different binding and 
deployment specifications.  
 
CHESS provides a good fit to support safety and security analysis: 
 

• It introduces the concept of components and reusability into the modelling process, 
providing a way to support the ideas of safety/security pre-defined solutions (building 
blocks) that are incorporated into architectures; 

• In order to support the idea that the building blocks have analyzable properties 
associated with safety and security, we take over the concept of non-functional 
property modelling within a container / connector concept in the CHESS modelling 
perspective; 

• Finally, in order to support the idea of modelling separate safety and security 
activities and then confronting results, we take over the CHESS support for 
separation of concerns. 

As an example, the SafeCer [49] and AMASS [1] projects make use of a contract based 
approach: system and components’ properties are specified into formal expressions 
structured in contracts, i.e. pairs of assumption and guarantee, where the assumption is a 
property that must be satisfied by the (system/component) environment, while the guarantee 
is a property that must be satisfied by the system/component (provided that the environment 
satisfies the assumption). (System/component) contracts are tightly coupled with the 
requirements allocated to the system/components. The contract properties are expressed 
with a formal language and can be related to different concerns, e.g. they can be used to 
express in a formal way safety, security or performance requirements. 
 
Within each conceptual level the model describes a step-wise refinement with the 
hierarchical decomposition of the system into components and of components into 
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subcomponents. Alongside with this architectural refinement, also the components’ contracts 
are refined into a collection of contracts over subcomponents.  
 
The ultimate goal of contract-based design is to allow for compositional reasoning, stepwise 
refinement, and reuse of components that are already pre-designed, or designed 
independently. Compositional certification can be exploited at its best if a library of standard 
qualified components with associated contracts is available. In the top-down modelling 
process, the library represents a bottom-up driver to ensure convergence to a feasible 
solution based on the reuse of possibly certified components. 
In this context, the behavioral model of a component provided through state machine 
diagrams is verified to satisfy the contract associated to that component. In order to be 
reused, the behavioral model must also be compatible with the environment of the 
component provided by the system design.  
 
The CHESS profile for dependability is used to enrich functional models of the system with 
information regarding its behavior with respect to faults and failures, thus allowing properties 
like reliability, availability, and safety to be documented and analyzed. The profile may be 
exploited to support also security analysis, as in in the AQUAS project [2] to model 
vulnerabilities, threads, possible attacks and their propagation for each sub-system and 
component. 
 
In addition to the aforementioned dependability profile and analysis, in CHESS the 
information about the components contracts can also be used to enable safety analysis (the 
so-called contract-based safety analysis, ongoing in the context of the AMASS project). This 
analysis is based upon the identification of the component failures. When the component is 
composite, its failure can be caused by the failure of one or more subcomponents. This leads 
to a fault tree, in which each intermediate event represents the failure of a component or its 
environment. The top-level event is the failure of the system component, while the basic 
events are the failures of the leaf components 

 
c. Security in wireless sensor networks 

 
A wireless sensor network (WSN), is usually a network made of a set of nodes (called sensor 
nodes) whose interconnections are made by mean of RF media (see Figure 25 and details 
on WSNs in [52]). The communication protocols exploited by WSNs are usually oriented to 
low-power and low data-rate features. The most relevant protocol with such features is the 
IEEE 802.15.4 which describes the physical (PHY) and the media access control (MAC) 
layers. WSNs are commonly used in scenarios that need a distributed pervasive, low-cost 
and dynamic sensing platform. 
 
 

 	
Figure	25	Typical	WSN	representation	
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WSNs overall features are intrinsically oriented to cooperation. Each node by itself cannot do 
much alone: all the WSNs capabilities are available when a high number of nodes work and 
exchange data together. When this happen, the WSN itself become a very effective 
cooperative CPS platform able to sense data from the environment, doing basic processing 
and aggregation before transmitting them to other more capable nodes and/or other 
networks. Such features make it possible to classify WSNs as part of the Internet-of-Things 
(IoT) scenario. Finally, WSN can also be used to perform some kind of actuation. This last 
feature makes these systems also fully classifiable as Cyber-Physical Systems (CPS). 
 
Wireless sensor networks - Hardware and software 
WSNs typically runs on low-power and resource-constrained sensor nodes. These nodes are 
usually made of a small (i.e. 8-16 bit) microcontroller chip, a RF-chip (sometime integrated 
with the microcontroller itself) with an antenna and some ports for reading data through wired 
channels. As a relevant example, Figure 26 shows a classical WSN mote: the Telosb 
platform from Aceinna (http://www.aceinna.com/, former Memsic), based on Texas 
Instruments (TI) chips. It has a TI MSP430 microcontroller, a TI CC2420 radio chip, 64 
Kilobytes of Flash Memory (for programs and static data), 8 Kilobytes of RAM, light and 
temperature sensors. Although WSN motes can be programmed like any other 
microcontroller platforms, usually they exploit an (embedded) OS abstraction layer to simplify 
the programming tasks. 
 

	
Figure	26	Telosb	sensor	node	

 
 
Wireless sensor networks and co-operating cyber physical systems - Safety and 
security issues 
In an environment that requires cooperation, the WSN technology has numerous advantages 
with respect of other types of networking platforms. Due to their ability to dynamically adapt 
to the environment and the fine granularity of the data they can retrieve, WSNs perfectly fit in 
numerous application scenarios. However, specific attention is needed when coping with 
safety and security issues. 
 
Since sensor nodes are typically resources constrained devices, instead of improving their 
HW architecture to provide fault detection/tolerance with ad-hoc HW components (so also 
avoiding increasing their cost by still relying on COTS products), the common adopted 
approach is to exploit spatial and information redundancy, i.e. increase the number of nodes 
in the network, a technique that is implicitly supported by WSNs. In fact, as highlighted in the 
SafeCOP use-case #5 (cooperation for traffic management), the adopted approach used to 
support safety is to use multiple sensor nodes to provide several copies of the same sensed 
data. Such copies will be then exploited to evaluate a SIL for the data itself. 
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In such a context, it is quite clear the relevance of being able to provide secure data 
transmissions. In fact, WSN security threats could easily impact the effectiveness of the 
redundancy-based approach, since they could give rise to both “consistently manipulated” 
data delivery or attacks like e.g. “denial-of-service” that could lead to system violations and 
potentially affects its integrity levels. 
 
As a result, to effectively support safety, there is the need to enforce WSNs by means of SW 
security mechanisms. Unfortunately, common network-domain counter-measures are not 
always applicable, due to limited power computing and power consumption issues. For this, 
the SafeCOP project will develop and/or enhance ad-hoc security-oriented lightweight SW 
mechanisms for WSNs in order to support data integrity, authentication techniques and 
secure transmissions. 
 
In particular, in SafeCOP will provide a topology-based lightweight cryptography support for 
WSNs and a WPM-based Intrusion Detection System. Moreover, such kind of mechanisms 
will be integrated in a Mobile-Agents based WSN Middleware (i.e. Agilla2, see [52]) to allow 
WSNs update, reconfiguration and, especially, reactions to possible identified attacks at run-
time and without losing continuity of services. It is worth noting that such a feature is very 
relevant for systems where safety checking cannot be suspended. 
 
However, all the SW mechanisms introduced into WSNs to guarantee the effectiveness of 
the redundancy-based safety approach imply an overhead from the point of view of the 
execution time that could have an impact of the efficiency of the WSN itself in performing the 
nominal functions. For the WSN technologies adopted in SafeCOP, such overheads are 
quantified. So, it is crucial to understand if such a reduced efficiency could lead to an 
unacceptable “quality of service” that, in some cases, could have also drawbacks with 
respect to different safety issues. Such kind of analysis is of course dependent on the 
specific features of the developed system and its operating environment and cannot be 
generalized. In SafeCOP, this kind of check will be performed in the context of use-case #5 
(cooperation for traffic management). 
 
To summarize, in the context of WSNs technologies, security is needed for redundancy-
based safety support, but the SW mechanisms used to support security could introduce an 
overhead that can be a hazard for other safety aspects. So, it is crucial a comprehensive 
analysis of all the possible drawbacks dependent on the features of the developed system. 
Probably, such kind of an analysis should be planned and integrated into classical safety 
assessment processes. Finally, if some critical situations are identified, a possible action is to 
consider the exploitation of HW mechanisms instead of SW ones to still support security 
while reducing execution time overhead in critical functions. However, as mentioned before, 
this implies the adoption of more expensive sensor nodes that could weaken the 
cost/effectiveness of the redundancy-based approach giving rise, in the very worst case, to 
the need to revise the whole system design. It is clear that a safety vs security analysis 
cannot be avoided in the design of safe cooperating cyber physical systems exploiting 
wireless sensor networks. 
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