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1 Introduction 

1.1 Context and background 

Modern embedded systems, coupled with advancements in digital communication technologies 
have been enabling a new generation of systems, tightly interacting with the physical environment 
via sensing and actuating actions - Cyber Physical Systems (CPS). These systems, characterized by 
an unprecedented level of pervasiveness and ubiquity, have been increasingly relying upon 
wireless communication technologies to provide seamless services, via flexible cooperation 
actions, enabling true systems of systems we refer to as Co-CPS. 

As these Co-CPS systems start reaching into safety-critical application domains such as 
automated vehicle platooning in the automotive and maritime domains, or even process control 
in hazardous industries, safety becomes a crucial topic that must be carefully analysed in such 
systems, considering failures and errors might lead to hazardous situations causing death, injury 
or severe environmental damage. All these systems that are required to perform a specific safety 
function or functions to ensure that the risk of failure of a system is at a minimum or at an accepted 
level, constitute a case of a safety-critical system.  

However, although we have been witnessing a tremendous interest in using such 
technologies in such application areas, attaining the desired Quality of Service (QoS) levels is still 
a challenge, especially in what concerns the safety and security interplay with traditional QoS 
system properties such as timeliness, scalability or energy-efficiency. 

For a system to properly function, computations and communications must be correct, 
produced before a given deadline and with the smallest energy consumption. To attain the desired 
pervasiveness, these systems are expected to be highly heterogeneous and cost-effective, 
maintainable and scalable. Therefore, achieving an effective and efficient balance of all these QoS 
properties is quite a complex issue in wireless communications, especially when some might be 
conflicting. For instance, improving timeliness might decrease energy-efficiency, or improving 
scalability, might impact timeliness due to the introduction of routing delays in the network. 
Regarding security and safety, increased security measures might impact energy-efficiency and 
timeliness, and implementing safety does not guarantee the performance of the system. 

Therefore, as highlighted in D3.1, QoS in Co-CPS must be considered from a holistic 
perspective, as a mix of different non-functional system quality properties that must be fulfilled 
to different levels, depending on the particularities of each application scenario.  

What makes the safety of these systems even more challenging is the fact that they heavily 
rely on wireless communication to exchange safety-critical messages. For example, in automotive 
applications like vehicular platooning, the IEEE 802.11p standard is used as a communication 
protocol between vehicles, in a closed-loop control system where exchanged messages between 
vehicles contributes to maintaining the safety distance between vehicles. In case of message loss 
or delay, the consequences might be dramatic as it may lead to serious crashes among the vehicles 
in the platoon. In this particular case, real-time and reliability are two important aspects for 
ensuring the safety of operation of the platoon. Mechanisms must be in place to guarantee an 
adequate network planning (at design time), and network adaptability (at run-time). 

Furthermore, security is also very important as any possible attack on the platoon, such as 
for example false data injection, spoofing or jamming, would lead to disastrous consequences.  

In this report, we address these issues regarding the design of wireless safe and secure Co-
CPS, by proposing relevant extensions and supporting tools per Use Case, covering the maritime, 
healthcare and automotive domains. 
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1.2 Overview of this Report 

The objectives of this report are two-fold: (1) to improve the QoS properties of the relevant 
wireless protocols by proposing add-ons, extensions and other mechanisms, addressing the 
shortcomings already identified in D3.1; and (2) to provide the UCs with tools and support 
mechanisms in regards to communications, that are relevant to ensure the correct behaviour of 
the demonstrators, enabling usage of these protocols in cooperative safe and secure application 
scenarios. 

In what follows, each UC in SafeCOP constitutes a Section of the document, followed by a short 
description of its Communication Architecture to provide context to the proposals. Then, a set of 
technical proposals are briefly presented, mostly focusing on the achieved results, and in 
perspective to the UC that provides the context for their development.  

Each contribution is this report is summarized by a Technology Description Table provided 
at the beginning of the contribution. The identified SafeCOP Technology Bricks can be re-purposed 
and applied into different scenarios. Every technology is listed in Section 8.1. 
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2 UC1 – Cooperative moving of hospital beds 

Use case 1 (UC1) is about the use of a couple of autonomous robots which cooperate to wheel an 
empty bed from one location to another (typically, the room where there are washing facilities) 
in hospitals. Such task is not trivial, as there is limited space availability, static and dynamic 
obstacles as well as people. Moreover, in case of internal or external emergency, the system must 
stop or pull into a side, in a safer place. While a single robot cannot do this job, a pair of them 
attached to the bed can do it cooperating and communicating through a wireless channel. 

The main elements of this system, as well as the communication between them are shown in 
Figure 1. 

 

Figure 1 – logical architecture of the cooperative system proposed in UC1 

As it is possible to see, there are the following elements: 

• Robots1 with a link controller in charge to communicate with all the elements in the 
scenario, including also the link controller of the other robots. 

• Sensors for external monitoring such as surveillance cameras or a combination of 
different cameras, such as RGB, depth, fisheye, etc. 

Communication links considered in this use case are the following: 

• Wireless connection between the link controllers of the two mobile robot systems 
attached to the same bed. Using this communication channel the two robots exchange 
information in real time to coordinate their movements. 

• Wireless connection between link controllers and external sensors. Currently it is a 
unidirectional communication2, from the external sensors, to the robots, to provide them 

 

1In the project planning it was proposed the use of MIR100 robots, adapting it to specific process use. But the partners in UC1 
changed such plan deciding to build their own robotic platform 

2That is certainly true now, even if UC1 partners are not entirely convinced it will remain the case being a matter of further 
investigation. The illustrations in Section 2.1.1 shows bidirectional communication to illustrate this point. 
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additional information, which are integrated with the information directly collected by 
the robot sensors in order to improve the knowledge of the surround environment. 

Starting from the logical architecture of the cooperative system proposed in the UC1, the next 
chapter describes the communication architecture defined to implement the system. The focus 
will be on the two wireless communication links (i.e. robot-to-robot communication and robot-
to-external sensor communication).    

2.1 Communication Architecture 

As previously said, the focus of this chapter is on the wireless communication between the two 
robots and between robots and external sensors. Even if different sensors are used, e.g. Picoflex, 
Realsense, Asus pointcloud cameras, etc. a common protocol will be integrated for the same 
wireless link to communicate with the robots. Consequently, they can be considered equal from a 
communication viewpoint, differing each other only in type and format of data transmitted. 

Two different implementations are proposed for both wireless channels; they can be 
considered as alternative with its pros and cons.  

2.1.1 Communication between the robots 
As previously said there are two different implementations of the communication between robots, 
namely centralized (shown in Figure 2) and dedicated (shown in Figure 3). 

 

Figure 2 – communication between robots, “centralized” implementation 

The initial roll out is the centralized version while the planned improvement, which is under 
development in this phase, is the dedicated one. The word centralized indicates that the Main 
Computer, which is central components of the robot, manages all the functions, including also the 
communication. In fact, robots are built around a central main computer, governing all 
communication with components such as sensors, motors, etc. The main computer is a Linux 
machine, running Robot Operating System (ROS). Any inter-robot communication has gone 
through the main computer. 

Different approaches relying on a wired Ethernet connection, WiFi and Websockets have 
been evaluated. It is worth noticing that the Ethernet connection has been used only in a very 
preliminary implementation of the cooperative system, in which the two robots are directly 
connected and not being attached to a bed. The purpose was to start with some tests on the 
movement coordination using the most simple and reliable connection. 
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Figure 3 - communication between robots, “dedicated” implementation 

The other implementation is called “dedicated” to highlight the main innovation introduced 
is a dedicated board which is in charge of handling all the communication aspects. Therefore, the 
evolution plan for the first roll out of the cooperative system was to modify the communication 
architecture to avoid passing all communication through the main computer. The main limitation 
of the centralized approach is that it is hard to provide any real-time guarantees and it is uncertain 
whether an acceptable coordination can be obtained for the movement of the robots, which is the 
most critical aspects. Consequently, to overcome this possible limitation, the dedicated 
architecture involves a specific Single Board Computer (SBC) to provide a direct interface for 
sensors and motors, as well as for the inter-robot communication. As it is possible to view in 
Figure 3, the new SBC and all the modifications with respect to the centralized approach are 
highlighted in blue. In this implementation, the networking technologies considered are ZigBee 
ZWave or similar. 

2.1.2 Communication between robots and external sensors 
Partners in UC1 propose two different architectures also for the communication between robot 
and external sensors. The first one is called “direct” (Figure 4) because of implies the use of direct 
communications between transmitters (the sensors) and receivers (the robot); the other one is 
called “in cloud” (Figure 5) because the communication is based on a cloud infrastructure to which 
all sensors and both robots as well are connected. As presented in the rest of this chapter, each 
solution has different pros and cons. 

Moreover, it is important to highlight that the Main computer manages the communication 
with sensors in both architectures proposed. This configuration allows reserving the SBC to 
handle only the real-time communication between the robots, which is the most important link 
that forward the cooperation messages between the robots. Further details about the two 
proposed architectures are reported below. 

• Integrating external sensors with dedicated communication in which the information 
exchange can only be done within a specified range of the sensor. The technology used in 
this configuration could be ZigBee, zWave or similar. The advantage, with respect to the 
other proposed solution, is that the cloud infrastructure is not needed; on the contrary, as 
already said the communication takes place only if robots are in a certain range from the 
sensor. Consequently, information could be available with a limited advance.  
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• Integrating external sensors in cloud-based manner where all sensors feed information 
into a cloud (possibly using dedicated Wi-Fi or Ethernet). Two robots will access the 
information in a similar cloud-based manner, using dedicated Wi-Fi. This solution 
increases the architectural complexity, as it requires implementing and maintaining a 
cloud infrastructure but at the same time, robots can access to all information at each time 
and independently from their positions. 

 

 

Figure 4 - communication between robot and external sensors, “direct” implementation 

 

Figure 5 - communication between robot and external sensors, “in cloud” implementation 
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2.2 Ensuring Safety in Wireless Communications  

This topic is among the top most important issues regarding Wireless Communications in Co-CPS. 
Ensuring safe communications is fundamental to build dependable systems of systems, and has 
been greatly neglected, to the point of becoming the Achilles heel of wireless-based technologies, 
creating a subconscious state divergence between wireless and dependability. In what follows we 
present the integration of the Wireless Safety Layer technical brick, being developed within 
SafeCOP, to UC1, demonstrating the concept that is described in detail in D3.3. 

Technology Description Table – TDT01 

Title: Wireless Safety Layer 

Property: Safety 

Type: Protocol: a communication protocol 

Description: Communication protocol based upon EN 50159 Safety Layer concept (described in D3.3). 

Provider: SINTEF but being integrated in UC1 by DTI 

Provided as SafeCOP Technology Brick: YES (TB012) 

Readiness: Complete 

Integration Status: It is being implemented in UC1 and UC2. 

Additional Details: Available in D3.3 

 

2.2.1 Wireless Safety Layer Architecture 
The proposed solution to address the communication requirements in terms of safety and security 
is based on the encapsulation method, introducing a Safety and Security layers. The purpose of 
this layer is to encapsulate the safety related messages before transmitting on the channel. In 
practice, the safety layer builds a Protocol Data Unit (PDU) adding header with control data to the 
packets sent by the applicative layers. 

In this way, it is possible to logically separate and abstract the normal communication 
functions from the safety and security ones. Therefore, the solution proposed is largely 
interoperable because it enables to consider lower layers as black box, assuring safe a secure 
communication independently from the networking technology selected. 

The Communication Manager, shown in Figure 6, is the new layer added for communication 
safety purpose. Its functions are described in the following part of this section. In particular, it 
receives data without any safety guarantee and implements the appropriate safety services by 
means of encapsulation. 

The standard EN 50159 provide an important definition of such safety services, applicable in 
this scenario. These services are i) Message authenticity, ii) Message integrity, iii) Message 
timeliness, iv) Message sequence. This standard is focused on safety in railway applications. Even 
if it is a quite different field with respect the one considered in this use case (i.e. autonomous 
hospital bed movement), these definitions can be used also here.  
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Figure 6 – communication architecture adopted to guarantee safety in the Use Case 1 

Figure 6 shows the communication architecture adopted in the Use Case 1 to guarantee a safe 
data exchange. In relation to the communication architecture already described in the previous 
chapter, the Main Computer forwards a red payload to the Communication Manager (the single-
board computer “SBC” shown in Figure 5), which wraps it in a green safety layer prior to 
forwarding it to the communication interface, which wraps it in a blue protocol layer (depending 
on the used protocol). A subsequent unwrapping and safety/security validation is conducted 
when receiving communication. 

Since the green safety layer adds overhead and complexity both when transmitting and 
receiving data, it is important to maintain a black and white distinction between safe and unsafe 
communication, and only add the safety layer to safety related communication. From this point of 
view, the Communication Manager may internally be interpreted as in Figure 7: 

 

Figure 7– logical structure of the Communication Manager 

Any message passed from the Main Computer is first analysed to determine if safety is 
required. This is envisioned to be on the basis of the message type and not message content. If no 
safety is required, the data is simply forwarded to the Communication Interface, and the green 
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layer in Figure 6 will not be present for this package. If safety is required, the safety layer is added 
by a Safety Wrapper before being forwarded to the Communication interface. Thus, in Figure 7, the 
red arrows indicate unsafe data, green is safe and blue may be either safe or unsafe. 

2.2.2 Operational Safety in UC1 
Recalling the standard EN 50159 again, it defines three different communication system 
categories here listed:  

• Category 1 – Closed systems: Systems under the control of the designer and fixed during 
their lifetime. 

• Category 2 – Open systems: Systems partially unknown or not fixed, but unauthorized 
access can be excluded. 

• Category 3 – Open systems: Systems which are not under the control of the designer, and 
unauthorized access has to be considered. 

It is worth noticing that Categories 1 and 2 do not require any security considerations while 
Category 3 does. Within the scope of Use Case 1 it is expected to focus entirely on safety 
(protection against external and internal events of random nature) rather than security 
(protection against intrusion with malicious intent). Therefore, Category 2 is considered, which 
means that the communication system is not fixed and fully under control but it is not shared with 
other users and with other services, excluding any possible unauthorized accesses.  

The proposed approach to operational safety divides events into two classes: 

• Stop or Shutdown safety events: 

o If one of the robots participating in moving the bed detects an obstacle or 
experiences internal failure, the entire train may need to stop. This could be 
realized as safety related communication within the framework of Figure 6 and 
Figure 7. 

o If the communication link is lost between the robots, the robots might not be able 
to coordinate their movement, and the entire train may need to stop. This may also 
be realized as safety communication within the framework of Figure 6 and Figure 
7, and could be implemented for instance as safety critical heart beats exchanged 
between robots, so that if the heartbeats ceases to arrive within a specified time, 
the train will stop. 

• Evasion safety events: 

o If high priority transport is reported by the infrastructure, it may be required for 
the train to get out of the way, for instance by moving to the side of the corridor, 
or by moving to a specified docking site. This could also be realized as safety 
critical communication within the framework of Figure 6 and Figure 7. 

Any other communications are considered not part of the operational safety at this moment. 
Therefore, such messages skip the Safety Wrapper and pass directly from Analyzer to 
Communication Interface. Finally, in the Communication Interface and also in the channel there 
are no differences between the two types of messages (i.e. between safety operational and normal 
messages) and they are treated in the same way.  

2.2.3 Discussion 
The Wireless Safety Layer concept was presented above, together with its instantiation in UC1. 
The integration is underway, however, so far, the envisaged architecture is drafted and promises 
to effectively support the safety standard expected by the UCs. 
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3 UC2 – Cooperative bathymetry with autonomous boat platoons 

UC2 relies on 2-3 autonomous boats with bathymetry measurement equipment. The boats are 
assigned to map an underwater region and will calculate an optimal path (considering fuel cost 
and time) to perform the measurements. One of the boats will assume the role of group leader and 
it will coordinate the task.  

During the bathymetry measurements operation, the boats communicate wirelessly to 
coordinate the status of the task (latest data collected, any fault states, overlap status, etc.), their 
own state (current position, power level, fuel level, estimated range etc.) and near-future tasks 
(planned movements). In case of safety related events, the boats need to coordinate and adapt 
their plan. In addition, this UC also involves UAVs, taking advantage of its bird’s eye view to detect 
obstacles earlier than the boats alone would be able to, and thus enable optimal route calculation 
reducing the need for immediate emergency actions and improve efficiency. Also, UAVs are to 
ensure communications even in the case of loss of one of the boats. 

In this UC, contributions are mostly focused on studying the performance limit of vessel 
communications in terms of timeliness, and in particular on security, both from a CPS perspective 
and also focusing in UAV communications. 

 

Figure 8 - UC2 Overview 

 

3.1 Communication Architecture 

In UC2, the autonomous boat platoon typically consists of one manned (master) boat and several 
unmanned surface vehicles (USVs). The USV receives instructions and commands from the 
manned boat to manoeuvre or stop. The Next Generation Ham Radio (NGHam) protocol supports 
both carrier sense multiple access (CSMA) and time division multiple access (TDMA) schemes and 
is used for communications between the vessels. In UC2, TDMA is implemented because it can 
guarantee the deterministic delay once the TDMA frame and time slot size are configured. On the 
other hand, appropriately configuring TDMA-related parameters can efficiently utilize the TDMA-
based channel and yield good network performance. However, accurate network planning is 
needed to guarantee that resources are correctly allocated. In the next section and with this 
objective, we overview the analysis, based upon Network Calculus, of the NGHam protocol. 
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3.2 Enabling time-critical communications for vessel control 

When safety-critical events occur, e.g., potential collisions, the master boat sends safety control 
commands to USVs, which have to respond within a certain time to avoid collisions. Therefore, the 
hard delay bounds have to be met for every individual packet carrying critical information (e.g., 
boat position, course and speed) and safety control commands. The hard delay bounds are to be 
specified during the system design and development phase. To properly set up this delay bound, 
appropriate delay analysis is required at packet level.  

Network calculus (NC) has been developed to enable worst-case performance analysis of 
networked systems. NC uses alternate algebras, i.e., min-plus and max-plus algebras, to bound the 
arrival traffic and service guaranteed by a network node, known as arrival curve and service curve, 
respectively. To conduct packet-level delay analysis, we adopt the max-plus-based NC which 
defines the arrival curve as the lower bound on the cumulative (packet) inter-arrival time and 
service curve as the upper bound on the cumulative service time. Based on the arrival and service 
curve, the upper bound on the delay can be derived.  

One of the main challenges in NC is to find tight bounds that can be explicitly computed. To address 
this challenge, modelling needs to appropriately describe the traffic characteristics and network 
service behaviour. We overview this methodology in what follows and achieve a model that allows 
us to compute the worst-case bound of the NGHam protocol, fundamental to carryout accurate 
network planning. 

3.2.1 Exploring NGHam TDMA Performance Limits 

 

In UC2, the regular traffic transmitted between the master boat and USVs are periodic traffic. E.g., 
both the master boat and the USV periodically update their current position, course and speed to 
each other. The periodic traffic is suitable for being modelled using the cumulative packet inter-
arrival time. For a single flow case, the existing max-plus NC arrival curve can be readily. However, 
one network node (i.e. an end device equipped on the boat) may generate multiple flows which 
are then aggregated into one flow before being transmitted through a network. The first challenge 
is to determine the arrival curve of the aggregate flow.  

To find the service curve provided by TDMA, we need to analyze the worst-case service time 
per packet.  

 Overview of the TDMA implementation in UC2 
In UC2, TDMA is implemented as follows (see Figure 9): 

i. Each node (the master boat or the USV) is assigned one time slot to transmit 
during one TDMA frame of length 𝑇𝐹 .  

ii. A guard period of length 𝑇𝐺  is used between time slots for synchronization.  
iii. A synchronization packet is sent for every M(≥1) TDMA frames, with a fixed 

packet size and transmission time 𝑒𝑠𝑦𝑛.  

iv. The packet transmission is non-preemptive. If the remaining time of the 

Technology Description Table – TDT02 

Title:  A max-plus based network calculus approach for end-to-end delay analysis 

Property: Performance - Timeliness 

Type:  Method: A method that describes how to apply a process 

Description:  This approach can be used to worst-case performance analysis for various systems. Particularly, 
the delay bound analysis can be used for verifying timelines requirements of safety-critical systems. 

Provider: DNVGL 

Provided as SafeCOP Technology Brick: YES (TB003)  

Readiness: Complete 

Integration Status: In progress 

Additional Details: N/A 
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current time slot is insufficient for complete transmission of the head-of-line 
(HOL) packet, then the HOL packet waits until the next available slot.  
 

 

Figure 9 - TDMA frame structure 

The overall delay is illustrated in equation (1), including i) the processing delay at the 
transmitting device, denoted by 𝑤𝑇

𝑝(𝑛) and representing all measurable processing times; ii) the 
queueing delay 𝑤𝑞(𝑛) in the buffer; iii) the channel access delay 𝑤𝑐(𝑛) since TDMA is non-work-
conserving; iv) the transmission time 𝑒(𝑛), incurred by the channel; and v) the processing time 
𝑤𝑅
𝑝(𝑛) at the receiving device. Summing them up gives the overall delay D(n):  

𝑫(𝒏) = 𝒘𝑻
𝒑(𝒏) + 𝒘𝒒(𝒏) + 𝒘𝒄(𝒏) + 𝒆(𝒏) + 𝒘𝑹

𝒑(𝒏)    (1) 

 

 

 

 

 

 

 

 

To derive the bound on the overall delay D(n), we start with the arrival curve of an aggregated 
flow constituted by multiple flows, followed by the service curve under the TDMA scheme, 
eventually, we derive the bound on the delay.  

 Arrival curve of the aggregated flow 
A network system is stable only if the average arrival rate is lower than the average service rate. 
Based on this principle, we assume that a packet flow is constrained by a maximum arrival rate. 
Correspondingly, there is a minimum packet inter-arrival time, denoted by T. According to 
Definition 1, the arrival curve for a single flow can be written as:  

𝒂(𝒏) − 𝒂(𝒌) ≥ 𝑻 ∙ (𝒏 − 𝒌)  (2) 

For periodic traffic flows, Equation (3) can take “=” if T is the fixed inter-arrival between two 
consecutive packets, i.e.,  

𝒂(𝒏) − 𝒂(𝒌) = 𝑻 ∙ (𝒏 − 𝒌)  (3) 

Now multiple flows are generated and then aggregated into a single flow in the FIFO manner 
when they are inserted into the buffer. The arrival curve of the aggregated flow depends on the 
correlation among packet inter-arrival times of constituent flows. Figure 11 exemplifies how two 
flows are aggregated.  

Figure 10 A simplified pipeline illustration of the overall packet delay 
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Figure 11  FIFO flow aggregation  

If both flows are periodic traffic flows with the fixed packet inter-arrival time, 𝑇1 and  𝑇2, then 
both flows have an arrival curve 𝛬𝑖 = 𝑇𝑖 ∙ 𝑛(𝑖 = 1,2). The 𝑛𝑡ℎ packet of the aggregated flow A is 
either the 𝑚𝑡ℎ packet of Flow 1 or the (𝑛 − 𝑚)𝑡ℎ packet of Flow 2.  We have derived a formula on 
the packet arrival times of the aggregated flow A:  

𝒂𝑨(𝒏) = 𝒎𝒊𝒏𝟎≤𝒎≤𝒏{𝒎𝒂𝒙[𝒂𝟏(𝒎), 𝒂𝟐(𝒏 −𝒎)]}                   (4) 

From Equation (4), we know that the arrival curve is the same as the actual packet arrival 
time. Therefore, the arrival curve of the aggregated flow is obtained by replacing 𝑎1(𝑚)  and 
𝑎2(𝑛 − 𝑚) with 𝛬1(𝑚) and 𝛬2(𝑛 − 𝑚) in Equation (5):  

𝜦𝑨(𝒏) = 𝒎𝒊𝒏𝟎≤𝒎≤𝒏{𝒎𝒂𝒙[𝜦𝟏(𝒎), 𝜦𝟐(𝒏 −𝒎)]}                   (5) 

Note that it is straightforward to generalize Equation (5) to the aggregation of multiple 
periodic traffic flows. Given the arrival curve 𝛬𝑖  of constituent flow 𝑖(𝑖 = 1,2,… , 𝐽), the arrival 
curve of a flow A aggregated by J constituent flows is: 

𝜦𝑨(𝒏) = 𝒎𝒊𝒏
∀∑ 𝒎𝒊=𝒏,

𝑱
𝒊=𝟏

(𝟎≤𝒎𝟏,𝒎𝟐,..𝒎𝑱≤𝒏)

{𝒎𝒂𝒙[𝜦𝟏(𝒎𝟏), …𝜦𝑱(𝒎𝑱)]}       (6) 

 Service curve of TDMA 
The service curve is an upper bound on the cumulative service time when packets spend in the 
system. As depicted in Figure 10, the service time includes the processing delay, queueing delay, 
access delay and transmission time. The processing delay is based on the feasible measurement. 
So, we mainly consider the other three parts when determining the service curve of TDMA.  

The queueing delay is determined by the backlog when the 𝑛𝑡ℎ packet of the aggregated flow, 
𝑝𝐴(𝑛) arrives at the buffer. Consider a busy period. In the beginning of this busy period, packet 
𝑝𝐴(1)  arrives and becomes the HOL packet. There are 𝑛 − 1  backlogged packets when 𝑝𝐴(𝑛) 
arrives at time 𝑎𝐴(𝑛). According to the TDMA implementation, the n packets (including 𝑝𝐴(𝑛)) are 
transmitted in L frames, i.e., 𝑛 = ∑ 𝑘𝑖

𝐿
𝑖=1 , where 𝑘𝑖 represents the number of packets transmitted 

within the 𝑖𝑡ℎ TDMA frame. The HOL packet 𝑝𝐴(1) does not experience queueing delay as it is the 
first packet entering into an empty buffer. The delay of 𝑝𝐴(1) contains two parts, access delay and 
transmission time. In the worst-case, 𝑝𝐴(1) arrives immediately after the start of a time slot. Then 
𝑝𝐴(1) has to wait the entire TDMA frame 𝑇𝐹 until the next available time slot. Even more, the next 
TDMA frame needs to send a synchronization packet. Given the worst-case scenario, the access 
delay is bounded by   

𝒘𝑨
𝒄 (𝟏) < 𝑻𝑭 + 𝒆𝒔𝒚𝒏                  (7) 

The departure time of 𝑝𝐴(1) is bounded by  

                                                             𝑑𝐴(1) < 𝑎𝐴(1) + [𝑇𝐹 + 𝑒𝑠𝑦𝑛]+𝑒𝐴(1)                                      

The departure time of subsequent packets is the summation of 𝑑𝐴(1) and service times of 
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packets backlogged before the packet under consideration. In the TDMA framework, the service 
time has to take into account the slot allocation and synchronization. For packet 𝑝𝐴(𝑚) 
transmitted during the 𝑖𝑡ℎ TDMA frame (1 ≤ 𝑖 ≤ 𝐿), its departure time is bounded by  

𝒅𝑨(𝒎) < 𝒂𝑨(𝟏) + 𝒊𝑻𝑭 + ⌈
𝒊

𝑴
⌉𝒆𝒔𝒚𝒏 +∑ 𝒆𝑨(𝒋)

𝒎
𝒋=𝑲𝒊−𝟏+𝟏

                       (8) 

where 𝐾𝑖−1 = ∑ 𝑘𝑗
𝑖−1
𝑗=1  is the number of packets transmitted in all previous TDMA frames 

since the beginning of the busy period, for packet 𝑝𝐴(𝑛), its departure time is bounded by 

𝑑𝐴(𝑛) < 𝑎𝐴(1) + [𝐿𝑇𝐹 + ⌈
𝐿

𝑀
⌉𝑒𝑠𝑦𝑛] + ∑ 𝑒𝐴(𝑗)

𝑛
𝑗=𝐾𝐿−1+1

. 

Then a service curve provided to the aggregated flow is derived as: 

𝜞𝑨(𝒏) = 𝑳𝑻𝑭 + ⌈
𝑳

𝑴
⌉𝒆𝒔𝒚𝒏 + ∑ 𝒆𝑨(𝒋)

𝒏
𝒋=𝑲𝑳−𝟏+𝟏

                         (9) 

Plugging Equation (9) and (12) into Theorem 1, and adding the two processing delays, we 
derive a delay bound of packet 𝑝𝐴(𝑛): 

𝑫𝑨(𝒏) ≤ 𝟎<𝒌≤𝒏{𝜞𝑨(𝒏 − 𝒌 + 𝟏) − 𝜦𝑨(𝒏 − 𝒌)} + 𝒘𝑻,𝑨
𝒑 (𝒏) + 𝒘𝑹,𝑨

𝒑 (𝒏)                   (10) 

 Experiment results 
To verify the tightness of the derived delay bounds in Equation (13), we run a set of experiments. 
Two end devices simulate the communication over the NGHam channel. The channel capacity is 
set at 19.2kbps. The experiment parameter setting is given below.  

TDMA parameters: 

• TDMA frame length 𝑇𝐹 = 800𝑚𝑠 
• Guard period between two slots 𝑇𝐺 = 20𝑚𝑠 
• The fixed time slot size 𝜏 = 380𝑚𝑠 
• Synchronization packet transmission time 𝑒𝑠𝑦𝑛 = 20𝑚𝑠 

• The number of TDMA frames for sending a synchronization packet 𝑀 = 8 
Processing times: 

• Encoding time: 15 ms  
• Decoding time: 15 ms 
• Fixed packet transmission time between the source (or destination) and the transceiver: 

50 ms 
Traffic parameters of the source node: 

• Three traffic flows are generated by the source node 
• Fixed packet inter-arrival time for flow 1: 690 ms 
• Fixed packet inter-arrival time for flow 2: 860 ms 
• Fixed packet inter-arrival time for flow 3: 980 ms 
From the traffic parameters of the source node, we calculate the arrival curve of three flows: 

𝛬1(𝑛) = 690 ∙ 𝑛, 𝛬2(𝑛) = 860 ∙ 𝑛, 𝛬3(𝑛) = 980 ∙ 𝑛 (11) 

Using Equation (9), we have the arrival curve of the aggregated flow:  

𝛬𝐴 = 𝑚𝑖𝑛∀𝑚1+𝑚2+𝑚3=𝑛,
(0≤𝑚1,𝑚2,𝑚3≤𝑛)

{𝑚𝑎𝑥[690 ∙ 𝑚1, 860 ∙ 𝑚2, 980 ∙ 𝑚3]} (12) 

The measurable processing delays cover the Reed Solomon encoding time, Reed Solomon 
decoding time and the packet transmission time between the source (or destination) and 
transceiver. To be more specific, 𝑤𝑇,𝐴

𝑝 (𝑛) = 15 + 50 = 65𝑚𝑠, and 𝑤𝑅,𝐴
𝑝 (𝑛) = 20 + 50 = 70𝑚𝑠. In 

our experiments, the processing delays are identical for all packets because of the fixed packet 
size. The data packet transmission time is fixed, i.e. 𝑒𝐴(𝑛) = 115𝑚𝑠. One slot of 380ms is sufficient 
to transmit 3 data packets and 1 synchronization packet. Applying 𝑇𝐹 , 𝑒𝑠𝑦𝑛,𝑒𝐴(𝑛) into Equation 
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(12) generates a service curve: 

𝛤𝐴(𝑛) = ⌈
𝑛

3
⌉ ∙ 800 + 20 + 115 ∙ (𝑛 − ⌊

𝑛

4
⌋ ∙ 3) (13) 

Based on Equation (13), the overall delay bound per packet is derived as follows: 

 

 In Figure 12, we compare 50 samples of the actual packet delay (blue line) with their 
corresponding delay bounds (red line) which tightly bound the actual delays for single packets. 
This delay bounds are subject to individual packets and not an average. This is especially 
important in the safety-critical cyber-physical systems (CPS), where some packets are more 
critical or urgent than others. Then it is valuable to distinguish the delay bounds of packets with 
different critical levels.  

From Equation (12) and (13), we can see that the TDMA frame length 𝑇𝐹 and slot size 𝜏 affect 
the service curve and delay bound. Additional experiments are run by varying 𝑇𝐹  and 𝜏  while 
keeping all the other parameters unchanged. The experiment results are summarized in Table 1 
with three sets of TDMA parameters.  The network system is stable and there is no packet loss in 
all experiments. A trend is observed that with an increase of 𝑇𝐹 and 𝜏 (e.g. 𝑇𝐹=1000 ms and 𝜏 =
480𝑚𝑠), more packets experience delay bound violation. Conversely, reducing 𝑇𝐹  and 𝜏  (e.g. 
𝑇𝐹=600 ms and 𝜏 = 280𝑚𝑠) decreases the violation probability to 0.05%. The reason is that a 
longer delay bound, which naturally reduces the delay violation ratio. Apparently, there is a trade-
off between tightness and violation. Tighter bounds normally lead to higher violation probability.  

 

Figure 12 Comparison of the actual packet delay with the calculated delay bound 
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Table 1 Experiment results (varying TDMA parameters): total number of packets generated is 30,000 

TDMA parameters Packet loss (%) Delay violation (%) 

Frame (ms) Slot (ms) 

1000 480 0 2.96 

800 380 0 2.03 

600 280 0 0.05 

 

 Discussion 
The results provided in this section can provide instructive guidance to configure the TDMA 
implementation over NGHam. For instance, it was observed that smaller TDMA frame size and slot 
size can achieve tighter delay bounds but may increase the delay violation probability if no 
synchronization exists between the end devices and radios. On the contrary, greater TDMA frame 
size and slot size result in relatively loose yet acceptable delay bounds with lower delay violation 
ratio. 

Optimized TDMA configuration should be based on the practical CPS requirements and 
expectations, with consideration of the traffic arrival process. The correct configuration of the 
TDMA schedule is fundamental to achieve predictable and safe communications in UC2, and the 
contribution hereby presented, provided the building blocks to achieve this. 
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3.3 Analysis of routing protocols for UAV integration in UC2 

In UC2, and as described in Section 3.1, are expected to integrate the UC by extending the 
communications coverage support. The contributions presented in this section address this issue 
by overviewing the performance of common routing protocols. 

Technology Description Table – TDT03 

Title: Analysis of MANET and FANET Routing Protocols for UAV Communication 

Property: Performance – Scalability 

Type: Performance Analysis 

Description: Analysis of MANET and FANET Routing Protocols for supporting UAV Communication in UC2 

Provider: TEKEVER 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: In progress 

Additional Details: Available upon request 

 

Aerial robot team studies concentrate mostly on the collaborative coordination of multi-UAV 
systems, not on the network architectures, algorithms or protocols. Studies on UAV 
communications can be found under different names: multi-UAV comms; UAV-to-UAV comms, 
Unmanned Aeronautical Ad-hoc Networks (UAANETs), or finally Flying Ad Hoc Network (FANET), 
which will be used in this document. This section discusses ad-hoc networking between UAVs. 
Authors would like to note that FANET design challenges are slightly different than for traditional 
Mobile Ad Hoc Networks (MANET) or Vehicular Ad Hoc Networks (VANET), which have been well 
summarized in [1]: 

• Mobility degree of FANET nodes is much higher than the mobility degree of MANET 
or VANET nodes; 

• The network topology changes more frequently than the network topology of a 
typical MANET or even VANET; 

• FANET needs peer-to-peer connections for coordination and collaboration of robots. 
It also collects data from the environment and relays to the Ground Control Station 
(GCS) / control centre, as in Wireless Sensor Networks (WSN). Consequently, FANET 
must support peer-to-peer communication and converge cast traffic at the same time.   

• Typical distances between FANET nodes are longer than in the MANET or VANET 
(and communication range must be longer). 

More complete comparison of the MANET, VANET and FANET characteristics is presented in 
Table 2.  

Table 2 - The comparison of MANET, VANET and FANET (adapted from [1]) 

 MANET VANET FANET 

Node mobility Low High Very high 

Mobility model Random Regular Regular for predetermined paths, 
but special mobility models for 
autonomous multi-UAV systems 

Node density Low High Very low 

Topology change Slow Fast Fast 

Radio propagation model Close to ground, LoS is not 
available for all cases 

Close to ground, LoS is not 
available for all cases 

High above the ground, LoS is 
available for most of the cases 

Power consumption and 
network lifetime 

Energy efficient protocols Not needed Energy efficiency for miniUAVs, 
but not needed for small UAVs 

Computational power Limited High High 



 D3.2 JU GA# 692529  

 

© The SafeCOP Consortium 23 

Localization GPS GPS, AGPS, DGPS GPS, AGPS, DGPS, IMU 

 

FANET is a new form of MANET, where the nodes are UAVs. Many routing protocols exist for 
wireless ad hoc networks, such as dynamic source routing, on demand routing and others. Authors 
initially analysed selected MANET protocols.   

3.3.1 Analysis of MANET Routing Protocols 

 Pro-active protocols versus reactive protocols used in MANET 
In proactive protocols network each node keeps one or more tables representing the entire 
topology of the network. Nodes update the tables periodically to keep information consistent and 
up-to-date. Furthermore, they maintain multiple routes that might never be needed, adding 
unnecessary routing overheads. Maintaining the topology information update is “expensive” in a 
network with a lot of mobility, but as routing information is constantly updated, routes to every 
destination are always available and up-to-date, and hence end-to-end delay can be minimized 
(low latency).  Examples: Optimized Link State Routing (OLSR), Destination –Sequenced Distance 
Vector (DSDV), among others. 

Reactive (on-demand) protocols collect the routing information (path) only when it is 
required. When a source wants to send to a destination, it invokes the route discovery 
mechanisms to find the path to the destination, therefore causing high end-to-end delay. The route 
remains valid till the destination is reachable or until the route is no longer needed. No regular 
routing table(-s) updates are performed, thus no unnecessary control packets are exchanged 
minimizing control overhead and energy consumption. Examples: Ad hoc On demand Distance 
Vector (AODV), Dynamic Source Routing (DSR), Temporally-Ordered Routing Algorithm (TORA), 
Dynamic MANET On-demand (DYMO) among others. 

 Quantitative metrics for performance evaluation of routing protocols in MANET 
IETF Mobile Ad Hoc Working Group has proposed several metric to quantify and compare the 

performance of routing protocols. These and several others used in the literature are shown in 
Table 3. 

Table 3 - Performance evaluation metrics for routing protocols in MANET 

Metrics Unit Description 

Packet Delivery Ratio 
(PDR) 

[%] A ratio between the number of packets sent from the source to the number of 
packets received at the destination PDR = (received/sent)*100% 

Packet Loss Ratio (PLR) [%] A ratio between the sent and received packets to the number of packets 
originated at the source. Lower value indicates better performance in a routing 
protocol. PLR = (sent-received/sent)*100% 

Throughput [bit/s] Total number of delivered data packets divided by the total duration of 
simulation time. Number of messages delivered per one second is evaluated. 
T=(total_delivered/simulation_time) 

Goodput [bit/s] The number of useful information bits delivered by the network to a certain 
destination per unit of time (gross bit rate). The amount of data considered 
excluded protocol overhead as well as retransmitted data packets.  

Control Overhead [unitary] Number of routing packets transmitted. It evaluates the efficiency and 
scalability of the routing protocol. The goodput is always lower than the 
throughput (the gross bit rate that is transferred physically), which generally 
is lower than network access connection speed (the channel capacity or 
bandwidth). 

Average End-to-End 
delay 

[s] A total time needed to deliver a complete message to the destination counted 
from the moment, when the first bit is sent out from the source. It is average 
of latency for route discovery, interface queues, propagation delay and 
retransmission delay.  
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Mean Jitter [s] It is a variation in delay by different data packets that reached the destination, 
i.e. time difference in packet inter-arrival time. Lower value indicates better 
performance of routing protocol.  

Energy Consumption [J] Energy overhead estimation per each device of the whole network. 

 

 Simulation results in literature  
presents a list of experiments analysed with parameters set and Table 5 provides an overview 

on studies considered. The team identified a number of approaches used in the literature:  

 Time analysis – protocol performance comparison versus simulation time; 
 Network load - protocol performance comparison versus number of nodes in the network; 
 Mobility Analysis - protocol performance comparison versus varying pause time 

(frequency of node attempts to communicate); 
 Network Size - protocol performance comparison versus the geographical area of the 

network.  
 

 Simulation parameters 
Routing protocols have been widely investigated and tested in the literature for MANET, 

hence the team started research with these ones. The team identified an important issue already 
at the beginning of analysis. FANET networks, especially based on fixed wing UAV, pose certain 
requirements on mobility pattern. Specifically, they do not comply with default Random Waypoint 
Model. UAV applications usually focus on imagery and target tracking, for instance vessel tracking 
in maritime scenario. In this kind of missions the platform usually does not do sharp turns. It 
typically keeps the angles of turns small for several reasons:  

 The maritime missions are usually performed by fixed wing platforms, which pose several 
mobility constraints; 

 Maritime targets being tracked such are large manned vessels, typically are not capable of 
swift sharp manoeuvres. 

 

Hence it is important to notice, that the mobility model used in simulations should take into 
account the capacities of communications nodes (here UAVs).  

Other important parameters in simulation are the number of nodes participating in the 
experiment and the geographical area covered by the network. The ratio between these two 
should be kept approximate to real conditions. 
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 Simulation results in literature 

Time analysis - comparison against simulation time 
Studies from authors of [15], [14] and [13] compared the performance of namely AODV, DSR 

and OLSR protocols. These studies were performed for different numbers of nodes in the network 
(20-120). Authors used the following metrics: E2E delay, Throughput and PDR. OLSR protocol 
showed smallest delay and highest throughput. AODV showed best performance in terms of PDR, 
but this metric was not provided for OLSR protocol.  

Network load analysis – comparison against the number of nodes in the network 
Studies from authors of [12], [11], [10], [9], [Kamar2015], [18] and [15] compared the 
performance of namely AODV, DYMO, DSR, DSDV and OLSR protocols against the number of nodes 
in the network. The following metrics were used: E2E, throughput, PDR and control overhead.  

In general results show that delay increases with the number of nodes in the network. AODV 
and OLSR protocols achieved smallest E2E delays in analysed studies. Furthermore, authors of 
[12] demonstrated that the mobility model set in simulations has a major impact on results in 
terms of packet delay. Only several authors measured throughput during their experiments. 
Regarding the metric of throughput, only[11] and [10] considered DYMO protocol in their studies. 
The study of [11] demonstrated highest throughput for DYMO protocol, however the study of [10] 
varied number of node connections instead of the number of nodes (they kept it constant n=100). 
In this case, OLSR clearly outperformed other protocols (by a factor of 100). Other studies 
confirmed the good performance OLSR protocol. In terms of packets delivered to the destination, 
AODV outperformed other protocols. Studies of [12] have shown the sensitivity of this factor to 
the number of nodes in the network – tendency to loose packets with increasing number of nodes 
in the network. Only authors of [10] provided control overhead metrics. Both AODV and OLSR 
showed large control overhead, which was increasing with the number of nodes within the 
network.  

AODV and OLSR showed best performance in measured criterions, however both showed also 
high control overhead. DYMO protocol, which is expected to reduce control overhead, participated 
only in two studies from seven (7) analysed.  

Mobility analysis – comparison against pause time 
Only studies from [Shankar2016] and [10] provided performance comparison against varying 
pause time in the simulation and each of these studies presented different metric.  

Authors of [10] demonstrated highest control overhead for OLSR, that was not changing with 
increasing pause time. The control overhead of AODV initially did not differ much from the OLSR’s, 
but finally it shown a decrease with increasing pause time. Authors of [18] provided data in terms 
of delay and PDR. OLSR delivered packets faster than AODV (~ 60ms vs 300ms of delay 
respectively). OLSR delivered largest number of packets in denser networks, while AODV 
achieved better performance in smaller ones (up to 20 nodes). 

It is difficult to identify most promising protocol based on results from papers analysed in 
this section due to insufficient data provided by authors. It is however important to underline the 
improvement of AODV protocol when increasing the pause time in terms of control overhead.  

Mobility analysis – comparison against nodes velocity 
Authors of [20] and [19] provided an interesting characteristic presenting protocol performance 
comparison against the nodes’ velocity. The following protocol were tested in these studies: 
AODV, DSR and DYMO. Only authors of [19] included OLSR in their work.  

All protocols showed influence of nodes’ speed on PDR. OLSR delivered largest number of 
packets (~ 90%), however AODV showed a good performance as well. All achieved similar results 
in terms of delay (between 100-350ms) – DSR showed lowest performance. Authors of [19] 
achieved best throughput with OLSR and concluded that it performs well in highly mobile 
networks.   
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 Discussion 
OLSR and AODV protocols have shown best performance in analysed studies, however due to 
UAV-specific issues, such as rapid changes in link quality, or incompatibility of UAV real 
applications with the mobility model used in simulations in analysed studies, the team concludes 
that these protocols might not be directly applicable for FANET networks. The team must identify 
studies that address these specific issues and/or propose improvements of identified protocols 
for UAV applications. 
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Table 4 - Simulation parameters 

 

[20] [19] [18] [17] [16] [15] [14] [13] [12] [11] [10] [9] [21] 

Routing 
protocols 

AODV, 
DSR, and 

DYMO, 

AODV, 
DSR, OLSR, 

DYMO 

AODV, 
DSR, 

DSDV, 
OLSR 

AODV, 
DSR, 

DSDV, 
OLSR 

AODV, 
DSR, 

DYMO, 
TORA 

AODV, 
DSR, 
OLSR 

AODV, 
DSR, 
LAR1 

AODV, 
DSR, 

OLSR, 
GRP 

AODV, 
DSR, 

DSDV, 
OLSR 

DYMO,  
OLSR, 
ZRP 

AODV, 
DYMO, 
OLSR, , 

DSR 
DSDV, 

+others 

AODV, 
DYMO, 

DSR, 
DSDV, 
OLSR 

AODV, 
OLSR, 
DSDV 

Simulation tool 
QualNet 

5.0.1 
NS2.34 NS3.25 NS2  OPNET  OPNET NS2 NS2 NS2  NS3 

Mobile nodes 15 40 
20, 60, 

100 

10, 20, 
30, 40, 

50 
 50 120 20, 80 

25, 50, 
75, 100 

90-150 
20,50,10
0,150,20

0 
0-100 5,10,15 

Simulation area 
[m2] 

1500x 
1500 

500x500 500x200 
200-
1000 

 
10000x 
10000 

900x900 
1000x 
1000 

700x700 
2000x 
2000 

1000x 
1000 

1000x 
1000 

 

Mobility model RWP RWP RWP RWP  RWP RWP RWP 
RWP+ 
other 

RWP    

MAC protocol  
IEEE 

802.11 
IEEE 

802.11 
  

IEEE 
802.11 

   802.14.4    

Velocity (m/s) 10-40 0-40 20    Max 30  20±3   Max 10  

Traffic Generator  CBR CBR CBR     CBR CBR CBR CBR  

Transm. rate 
[packet/sec] 

  4    5   100    

Packet size 
(bytes) 

512 512 64 500     512 72 256   

Pause time [s] 10 2-195 0-100 0-150 0-50  10  15±3   0-100  

Sim. Time [s] 300 200 200 150  3600 60-300 3600 300 100  600  

Nr of sim 5   10          
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Table 5 - Simulation data analysis 

 

[20] [19] [18] [17] [16] [15] [14] [13] [12] [11] [10] [9] [21] 

Routing protocols 
AODV, 
DSR, 

DYMO, 

AODV, 
DSR, OLSR, 

DYMO 

AODV, 
DSR, 

DSDV, 
OLSR 

AODV, 
DSR, 

DSDV, 
OLSR 

AODV, 
DSR, 

DYMO, 
TORA 

AODV, 
DSR, 
OLSR 

AODV, 
DSR, 
LAR1 

AODV, 
DSR, 

OLSR, 
GRP 

AODV, 
DSR, 

DSDV, 
OLSR 

DYMO,  
OLSR, 
ZRP 

AODV, 
DYMO, 
OLSR, 
DSR, 

DSDV, 
+others 

AODV, 
DYMO, 

DSR, 
DSDV 
and 

OLSR 

AODV, 
OLSR, 
DSDV 

Metrics 

Throughput x x x x x x x x x x x - x 

E2E delay x x  x x x x x x x x x x 

PDR x x x x x - x - x - x x x 

Control overhead - - - x - - - - - - x - - 

Routing load - - - - - -  - x  - - - 

Jitter x x - - - - x - - x - - x 

Studies 

Network load 
(param vs nr of 

nodes) 
- - x x - - - - x x x x x 

Mobility (param 
vs pause time) 

- - x x x - - - - - - - - 

Network Size 
(param. Vs geog 

area) 
- - - x - - - - - - - - - 

Other 
Vs 

nodes’ve
locity 

Vs nodes’ 
velocity 

- - - 
Vs sim. 

time 
Vs sim. 

time 
Vs sim. 

time 
- - - - - 
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3.3.2 FANET-specific routing protocols 
Authors of [22] recognize the following differences between conventional MANET and FANET: 
relatively small number of nodes (UAVs), high mobility and frequently changing topology. As most 
of the existing MANET routing strategies are not ideal for FANET, FANET-specific solutions were 
developed in recent years. Authors of [1] prepared a comprehensive survey on FANET protocols. 
In this section, several protocols are going to be discussed. The team identified a number of papers 
describing FANET-specific communication protocols, see Table 6. 

 

Table 6 - Routing protocols for FANET. 

 [2] [3] [4] [5] [6] 

Protocol OLSR DOLSR P-OLSR Time-
slotted On 
Demand 

RGR 

Simulator NS-2 OPNET Real trial NS-2 OPNET 

Mobility model RWM, 
MGM, 
RPGM, 
PRS 

RWM Real trial SMM RWM, 
Modified 
RWM 

Area [·1000 m2] 240 4 000 1,2 ni 25 000 

 

Due to FANET relevancy for UC2, and given the particularities of this domain, these protocols 
are presented bellow with a respective consideration regarding their performance. 

 Optimized Link State Routing (OLSR) in FANET emulated with different mobility models 
Authors of [2] noticed that the specific requirements of FANET require a different mobility model 
in testing through simulations. Mobility play important role in simulations because they 
determine how node’s position, velocity and acceleration changes in time. It is desirable to use the 
mobility model expressing the nodes behaviour reflecting the real conditions in real application 
and scenario.  

Random Waypoint Mobility (RWM) Model 
RWM model uses a parameter called pause time. A node stays in one location for a determined 
amount of time (pause time) and once this time ends, the mobile node chooses a random 
destination in the simulation area. The node travels to the new destination with speed between 
min-speed and max-speed.  

Manhattan Grid Mobility (MGM) Model 
The MGM model uses a grid road topology. It was mainly proposed for the movement in urban 
area. It provides the flexibility for the nodes to change the direction, but it imposes geographic 
restrictions on the node mobility. Some of the model characteristics: 

 The node is allowed to move only along the grid of horizontal and vertical paths on the 
map; 

 At the intersection, the node can go left, right or go straight (with certain probability); 

Reference Point Group Mobility (RPGM) Model 
The RPGM organizes mobile nodes into groups according to their logical relationships. Each node 
is assigned a reference point which follows the group movement. A node is randomly placed in 
the neighbourhood of its group leader that determines the group’s motion behaviour. At each 
instant, every node has a speed and direction that is derived by randomly deviating from that of 
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the group leader.  

 

Pursue (PRS) mobility model 
The pursue mobility model aims to represent mobility nodes tracking a particular target. The 
target (node being pursued) moves freely according to the RWP model. The pursuer nodes try to 
intercept the target node by changing the velocity towards the position of the target. This model 
consists of a single update equation for the new position of each mobile node, see Equation bellow. 

𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛𝑛𝑒𝑤 = 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛𝑜𝑙𝑑 + 𝑎𝑐𝑐𝑒𝑙𝑒𝑟𝑎𝑡𝑖𝑜𝑛(𝑡𝑎𝑟𝑔𝑒𝑡 − 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛𝑜𝑙𝑑) + 𝑣𝑒𝑐𝑡𝑜𝑟𝑟𝑎𝑛𝑑𝑜𝑚 
 

Random vector is a random offset for each mobile node and acceleration. This value is 
obtained from the entity mobility model. The degree of randomness is limited in order to maintain 
effective tracking of the target. Authors performed series of simulations with same type of traffic, 
number of nodes (20) and simulation area 400 x 600 m2 for different mobility models. Results are 
presented in Figure 13, Figure 14 and Figure 15. OLSR performed achieved best results using 
Pursue mobility model, i.e. achieved best PDR (close to 100%), highest throughput, and lowest 
E2E delay. The performance of the protocol does not change much with the increase of velocity.    

 

   

Figure 13 - PDR vs speed Figure 14 - Throughput vs speed Figure 15 - E2E vs speed 

 

 Time-slotted On Demand Routing 
When nodes move in the network with high speed such as in FANET and are aware of their 
neighbours, the inter-node communications increases networks congestion. The ultimate result 
is an increase in data packet losses. Authors of [5] introduced a timing mechanism that is capable 
of decreasing the network congestion and maintenance of network topology and in result 
achieving a reliable performance.  

A hybrid protocol is based on AODV protocol. The method assigns to each node a 
communication time-slot and restricts node communication during that time-slot period. This 
mechanism acts to throttle the network usage and decrease network congestion. Time-slots allow 
neighbouring nodes to transmit data in collision-free manner and minimize the number of 
dropped message packets, which could be a significant problem in multi-hop route discovery and 
data transmission. Authors developed this mechanism for data transfer within cluster-
architecture network. They proposed the following approaches: 

 Head node transmitting in even time-slots, and other nodes in odd numbered time-slots; 
 Time-slots divided between all nodes in the cluster. 

 
Authors of [5] demonstrated a significant reduction of % of packets dropped during the data 

transfer when compared to classical AODV protocol, but did not provide any other metrics, which 
could be used in precise protocol evaluation for UAV communications.     
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 Directional Optimized Link State Routing (DOLSR) 
OLSR is known to perform well in dense networks, but at the cost of good performance it produces 
a significant control overhead. Authors of [3] put emphasis on reduction of the overhead in FANET 
and proposed Directional Optimized Link State Routing (DOLSR) protocol.  Smaller the set of 
MPR(N) is, the more optimal the protocol is. The mechanism proposed by researchers leads to 
reduction of MPR numbers, which in consequence reduces the number of control packets 
exchanged. The protocol crosses multiple layers of OSI model – it employs omni-directional 
antennas typically used in MANET and directional ones. 

The route discovery procedure (exchange of HELLO messages) is performed like in OLSR 
protocol. Through this procedure nodes recognize their neighbours in the proximity of max two 
hops. During this process omni-directional antenna is used.  

In DOLSR, the protocol tests the distance to the destination for each packet to be sent and 
depending on this value, OLSR or DOLSR protocol is applied (as shown below). 

 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒 = {
𝑑 ≤ 

𝐷𝑀𝐴𝑋

2
𝑂𝐿𝑆𝑅𝑝𝑟𝑜𝑡𝑜𝑐𝑜𝑙(𝑓𝑜𝑟𝑜𝑚𝑛𝑖 − 𝑑𝑖𝑟𝑒𝑐𝑡𝑖𝑜𝑛𝑎𝑙𝑎𝑛𝑡𝑒𝑛𝑛𝑎)

𝑑 > 
𝐷𝑀𝐴𝑋

2
𝐷𝑂𝐿𝑆𝑅𝑝𝑟𝑜𝑡𝑜𝑐𝑜𝑙

 

This approach allows OSI layers to adapt their parameters to network conditions. This design 
is based on sharing the following information between three first layers: Bit Error Rate (BER), 
aircraft attitude, aircraft locations, retry counter, MPR locations and antenna type in use. BER is 
recorded as a result of Clear-To-Send (CTS) reception in MAC layer. If BER gets worse, the MAC 
layer will switch from omni-directional antenna to the directional one. In addition, it will keep 
transmission on the omni-directional mode as the nodes are getting close to each other. Authors 
run an experiment in OPNET simulator comparing their cross-layer approach with OLSR protocol 
supported by standard 802.11 MAC. They achieved smaller number of packets forwarded, 
registered smaller numbers of MPR chosen and smaller E2E delay times. Researchers confirmed 
that the cross-layer approach might be promising in FANET. 

 Reactive-Greedy-Reactive (RGR) Routing 
Authors of [6] proposed RGR routing protocol, which is a combination of reactive and 

geographic routing protocols. It was developed with the objective to improve the packet delivery 
ratio and decrease end-to-end delay. The reactive part of RGR is based on AODV protocol. The 
other part of RGR is Greedy Geographic Forwarding (GGF), where the selection of a node to 
forward a packet is based on its distance to the destination node. The geographic routing alone 
does not perform successfully in sparse scenarios. Types and functions of control messages in RGR 
are similar to the ones employed in AODV protocol: route requests (RREQs), route replies 
(RREPs), route errors (RERRs), and hello messages. Except the fact that RREQs, RREPs, and hello 
messages carry location information.  

 

Note on Geographic Routing 

Geographic Routing is the technique, in which routing decision is based on evaluation of distance to 
the destination, i.e. messages are routed towards a destination location. Each node selects the next 
hop neighbour that is closer to the destination location. Authors [6] classify the channels of 
distribution of location-information in three major groups:  

 flooding-based,  
o proactive – a node disseminates its location periodically; 
o reactive – when a node does not have a location information of the destination, a 

search message is flooded through the network; 
 quorum-based – there are two subsets in the network, which intersection is never empty. 

These are update quorum and search quorum. At the rendezvous points, quorums can 
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provide the location information to the querying nodes.  
 home-based – every node has a home-region that is known to others, and location updates 

are proactively sent to the nodes that are in or closest to that region. Other nodes send search 
messages towards the home region of the destination.   

 

In the route discovery phase, the source obtains not only the reactive route set up but also 
the geographic location of the destination. The data packets use at first the reactive route to 
forward data. In case a route breaks, a switch to GGF occurs. With knowledge of the neighbours’ 
location, each node can select the next hop neighbour that is closer to the destination, and thus 
advance towards the destination in each step. When no closer node can be found, then a fallback 
mechanism such as face routing needs to be employed.  

 

Switching to GGF may take place in intermediate nodes, when the reactive route to a 
destination breaks, see Figure 16. 

 

 

Figure 16 – Simplified diagram describing packet arrival in RGR Routing Protocol 

 

When a data packet arrives, the node checks its routing table for the existing path to the 
destination. If the route is already broken (due to neighbour movements), RGR tries to 
geographically forward the packet to the destination. The location information of the destination 
and neighbour nodes are extracted from the routing table and the neighbour table, respectively. 

Authors of [6] checked in simulation the performance of RGR protocol against AODV and pure 
GGF mechanism. The results are presented in Figure 17. Researchers expected the delay 
improvement in RGR in relation to the AODV protocol based on the fact that the imposed delay 
(queuing and processing) in the intermediate nodes for the GGF part of RGR is smaller than the 
RREQ/RREP process available in the AODV with local repair.  

 

Note: In AODV with local repair, when a link is broken, a node detecting a link-break asks the 
neighbour nodes who can be a substitute for a node causing the link-break. If there is such a node, 
then recovery is quickly and locally completed. This method does not increase overhead to find 
the substitute comparing to the conventional AODV protocol (with global repair).   

Authors observed that the delay of GGF is much lower than all other protocols. It has been 
shown in the literature that this value is accompanied with much lower PDR when compared to 
others. The reason for that is the sparse nature of FANET, which does not always have a greedy 
path available. Therefore, many packets are dropped in the intermediate nodes. Other protocols 
deliver a substantially higher number of packets after a link-break at the cost of time. The RGR 
protocol deploys the GGF mechanism to salvage packets, while building a new global route.  
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Figure 17 (a) to (c) show that the delay increases with speed, but the performance of RGR (in 
terms of delay) improves when compared to other protocols. The reason is that 10 UAVs cover 
the area of 25 km2 and in the low-speed scenario many unsuccessful switches to GGF occur. With 
the increase of speed, the network topology becomes more dynamic and the performance of RGR 
improves. In another simulation with 20 UAVs covering the same area, authors showed that RGR 
outperformed other protocols.  

Figure 17 (d) to (f) show the delay in tracking mission, where FANET is denser due to the fact 
that all nodes are following one object and stay in each other vicinity most of the time. The 
experiment showed that AODV with local repair is not a promising solution for this scenario. The 
performance of conventional AODV and RGR was similar (with difference in delay around ~0.02 
sec). The experiment showed that the delay in total in tracking scenario is substantially lower than 
in search mission.  

 Predictive Optimized Link State Routing (P-OLSR) 
Authors of [24] developed an extension to OLSR named Predictive-OLSR (P-OLSR).  The key 

idea of this extension is to use the GPS information available on-board and to weigh the expected 
transmission count (ETX) metric by a factor that takes into account the direction and the relative 
speed between UAVs. ETX is a measure of quality of path between two nodes in a wireless 
network. It is a number of expected transmissions of a packet necessary for it to be received 
without error at its destination. It varies from 1 (the best) to infinity (non-functional link). The 
original OLSR protocol does not consider the quality of wireless link. P-OLSR selects the route to 
the destination that has the smallest number ETC, which is not necessarily the one with the least 
number of hops. If all the hops are errorless (ETX=1), then ETX is equal to the number of hops.  

In FANET nodes move quickly (for instance the cruise speed of AR3 is over 30 m/s) so the 
network topology changes rapidly and a wireless link can break suddenly. Authors modified the 
ETX metric to take into account the position and direction of the UAV, with respect to its 
neighbours. If the nodes move closer to each other, the relative speed is negative, thus the ETX 
will be smaller. Otherwise, if nodes move apart from each other, the final result will be greater.  

Every node in the network knows the position of its neighbours, because authors modified 
the HELLO messages and added a dedicated field of 8 bytes. For medium and large networks, the 
additional 8 bytes constitute a negligible overload when compared to the total size of the frame. 
Authors note that the direction is a good indicator for predicting its position for future, when 
considering fixed-wing UAVs. Two sets of results were presented: emulated and experimental 
(tests on real UAVs). 

The network emulations and field experiments confirmed authors’ expectations. With P-
OLSR, the routing follows the topology changes without interruptions, which was not the case 
with OLSR. On Figure 18 authors quantized the distance between transmitter and receiver with a 
bin width of 20 meters. The evolution of Datagram Loss Rate (DLR) during 10 experimental runs 
was for each protocol was computed and presented on Figure 19. For OLSR, some peaks of the 
DLR are notable. They correspond to the moments when the routing algorithm switches from a 
direct link to a two-hop. This happens, because OLSR takes several seconds to detect that a 
wireless direct-link is broken and this translates into the interruption of the service. P-OLSR 
however reacts promptly to topology changes. P-OLSR is able to predict a change in the topology 
and reacts before the previous link breaks.  

 

In emulations, the following parameters had significant role:  

 α – link-quality aging 
 β and γ – P-OLSR specific parameters 
 HI – HELLO interval 
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(a) Low speed (b) Medium speed (c) High speed 

 

(d) Low speed (e) Medium speed (f) High speed 

Figure 17 - Average delay for 10 UAV on (a) - (c) search and (d) - (f) tracking mission.  

 

 

 

 

 

Figure 18 - Trajectories of the UAVs during the network field experiments (from [24]). 
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Figure 19 - Evolution of average DLR. Dash lines report the results of MAC-layer emulations, solid lines 
report the results of field experiments (from [24]). 

In Figure 20 authors compared OLSR with P-OLSR for different durations of the HI, while 
keeping the aging parameter α equal to 0.2 and β = 0.2. P-OLSR protocol cut down the outage time 
by at least 85%.  

 

 

Figure 20 - outage time for OLSR and P-OLSR with α = 0.2, β = 0.2, and different HI values (from [24]). 

Authors provided in Figure 21 the average goodput over the emulation duration. They 
repeated the emulation 10 times for each configuration and reported average results. Once again, 
P-OLSR outperformed OLSR. The gap is smaller when the HELLO message rate is high.  
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Figure 21 - Average goodput for OLSR and P-OLSR with different HI values and α (from [24]). 

 

Results of this research are used in SMAVNET project, which is developing a self-organizing 
UAV network [25].  

 

 Discussion 
Based on the performed literature review, authors conclude that the detail of information is 
insufficient to determine, which protocol suits best FANET application. Only one of presented 
protocols, P-OLSR was tested in real environment. Other protocols were tested in network 
simulators. The node density in the tested area differs significantly. Authors of [4] distributed 20 
nodes in the area of 1200m2. That gives the coverage of 60 m2 to each UAV used in the experiment. 
To illustrate the distribution, each UAV got a square with a side approximately 7,7m long. In [2] 
that value is equal to ~100m in [3] 400m, while in [6] it reaches ~1581m. The number of nodes 
(UAVs) participating in the experiment should be adequate to platforms’ communication 
capabilities (commons range), size and type (multi-rotor, fixed wing). 

Mobility model used in simulations plays important role in the experiment. It should illustrate 
the mobility pattern of platforms involved with a certain compliance with reality.  Authors of [2] 
presented the problem, while authors of [7] and [8] proposed certain mobility models to 
particular UAV applications.  

Given the particular requirements of fixed-wing UAVs, such as manoeuvring capacities, the 
team finds it necessary to perform another set of simulations with mobility model corresponding 
to the UAV type, size and therefore platform capacities.  

Based on results analysed, the team identified candidates for future research. Presented 
OLSR-based protocols (P-OLSR and DOLSR) appear to be really interesting for UAV applications. 
DYMO protocol did not catch much attention yet from research community to FANET applications. 
As the team aims to keep the control overhead low, DYMO protocol should be investigated and 
compared with above. 

Several routing protocols were analysed in the previous sections, providing a thorough 
comparative analysis of the solutions, and followed with in-depth discussions on their 
performance. UC2 is currently analysing results and planning for the integration of the UAVs. 
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3.4 Securing Communications 

In this Section, we aim at analysing the security implications in UC2, reviewing known threats and 
attacks targeting the CPS communication infrastructure, mitigation plans and best response 
practices. Despite being introduced and focused in UC2, many of the following proposals 
regarding security can be applied to other UCs.  Also, we delve into the security issues regarding 
UAV communications, focusing on the effect of spoofing and eavesdropping, and on how these can 
be mitigated. 

3.4.1 Security Analysis of Cyber-Physical Systems 
Technology Description Table – TDT04 

Title: Security Analysis for Cyber-Physical Systems 

Property: Security 

Type: Literature Review  

Description: Security Review of CPS 

Provider: TEKEVER 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: N/A 

Additional Details: N/A 

 

A lot of well established companies in the IoT and similar market sectors have recently been at 
fault with their customers for the lack of security their products present as a substantial part of 
them include close to no security features, despite the growing number of practiced and publicised 
cyber-attacks. With an increase in demand for such systems, and the visible growth of the 
corresponding markets, the situation is severely aggravated, and it becomes imperative that past 
mistakes are avoided, and any security issues are timely prevented. 

The focus of this contribution will be on cyber-physical systems (CPS), i.e., systems that o 
er an integration of computation, networking and physical accesses [146]. These include drones, 
some wireless sensor networks (WSN), autonomous vehicles, smart grids and robotics systems. 
The aim of the document is to provide a compiled piece of evidence that CPS are prone to security 
problems if not thought through carefully, and to give advice on how to prevent, eliminate or 
mitigate known threats by reviewing recent works in the area. As a result, we believe that a system 
that implements the appropriate suggestions presented below will far exceed the current state of 
the art systems in terms of cyber security. 

We begin by reviewing known threats and attacks targeting the communication capabilities of 
CPS. Then, we go over automated mitigation plans in the event of a break in, followed by a review 
of the latest technology in software development by the use of formally verifiable programs. 
Finally, we review security response best practices, should an attack still be successful. 

 Communication Weaknesses in CPS 
Every communication protocol used in CPS is based on over-the-air communications and, as such, 
is exposed to a hazardous environment with multiple threats e.g., jamming, man-in-the-middle 
attacks, DoS. Moreover, recent studies have proved that the communication protocols used in 
these kinds of communications have severe flaws, as they frequently rely on systems that are 
known to be broken. These vulnerabilities can be found in several layers of the networking stack, 
as shown below. We will go over the three most common, and sometimes overlapping, forms of 
communication present in typical CPS, and analyse potential threats and mitigations in each of 
them. Next Section will be dedicated to attacks on Wi-Fi systems, we will deal also with radio-
based systems, and then we will cover GPS communication weaknesses. Finally, we will go over 
attacks performed against higher level layers. 
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Wi-Fi Controlled Systems 
Perhaps one of the most worrying attacks against Wi-Fi networks is the (in)famous de-auth attack, 
identified in the early 2000's [129], [166], and still very much in use today, with various widely 
available tools designed to automate the process (aircrack-ng, aireplay-ng, . . . ). A de-auth attack 
is a very effective and dangerous attack that exploits the unsafe way de-authentication is 
processed in wireless networks. This process typically leverages the use of unencrypted 
management packets. By abusing the lack of encryption, an attacker can send de-authentication 
packets from an outside network, spoofing his MAC address so as to trick the router into believing 
the victim is trying to disconnect from the network. If the management packets are sent in the 
clear, which is the default setting of most modern systems, the router will accept this de-
authentication request and disassociate the unsuspecting victim. If done against a CPS, the target 
will be left without a controller. Depending on the network architecture, an attacker may be able 
to further exploit the system by leveraging the fact that most systems are designed to attempt 
reconnections in the event of a signal loss. By doing so, the CPS may end up reconnecting to a 
rogue access point (AP) controlled by the attacker, instead of the AP it was connected to prior to 
the attack. If so happens, the CPS will now be under the control of a malicious actor. 

The fact that management frames are sent in the clear is one of the reasons behind the release of 
the IEEE 802.11w standard. By encrypting these fundamental packets, this standard stops 
external attacks based on unprotected management frames. It does not, however, stop an internal 
client from attacking another client from within the network. This threat is mitigated by allowing 
only trusted users into the network, by enforcing, for instance, a strong password policy: the Wi-
Fi network password must have high entropy and be 16 character or longer. This type of simple 
practice is often shunned away, even in critical systems. 

It is also important to note that the password-related protocols have also been the target of 
attacks. Of particular importance are WEP and WPA2 attacks. In [163], WEP-104 keys are shown 
to be recovered in less than a minute. This is particularly worrying taking into account a significant 
8% of wireless networks in the wild still use WEP (stats obtained from WiGLE), even against all 
recommendations and against its deprecation in 2004 by the emergence of the 802.11i standard. 
This massive adherence to a deprecated protocol shows a generalised lack of security concerns 
during the development of Wi-Fi based solutions that cannot be ignored in critical systems.  

In 2017, a key reinstallation attack, dubbed KRACK, was performed against the, until then thought 
to be secure, WPA2 protocol [164]. The protocol also has a number of formal security proofs (see 
[141], [143]. The mitigation is a software and firmware update. This shows that not only is 
security a living process, but also that future systems, especially distributed systems, should be 
built with strong and robust update processes in mind. Their use will eventually become an 
inevitability, no matter how strong a given protocol is thought to be. 

Note that this observation extends to provably or physically secure systems, as security holes may 
stem from apparently innocuous implementation choices (see [130] for an attack that exploits the 
seemingly irrelevant fact that a buffer is processed from left to right instead of right to left).  

 

Radio Controlled Systems 
In radio, controlled systems e.g. UAV remote control, frequency jamming becomes a very viable 
attack vector. Frequency jamming is the disruption of radio signals through the use of an 
overpowered signal in the same frequency range. The device used to perform this is called a signal 
or frequency jammer and is similar to the one in the figure below, and can be bought online, for 
instance in Jammer Store - a company specializing in frequency jammers, or built, quickly and 
inexpensively, from scratch. Instructions to do so are publicly available, which makes the threat 
all the more worrying.  
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Figure 22 - The PRO45 signal jammer, able to disable GSM, 3G, CDMA, 4G, GPS, Lojack, Wi-Fi, GPS and other 
frequencies at a distance of up to 150 meters. It sells for about $2000. 

Jamming the frequency of a CPS induces the system into a “panic” mode, that normally results 
in one of three scenarios: 

1. The drone hovers in place until control is regained. 

2. The drone lands. 

3. The drone returns to a hardcoded destination. 

In either of the first two cases, an attacker can suddenly easily gain physical access to the 
device, and attempt to analyse, tamper or steal the equipment. In order to mitigate jamming 
attacks, both in radio and Wi-Fi networks, one can consider utilizing frequency hopping, or more 
explicitly, Frequency-Hopping Spread Spectrum. This simple and well known method consists of 
transmitting radio signals while rapidly switching the carrier among many frequency channels, 
using a pseudorandom sequence known to both the transmitter and the receiver. This prevents a 
random attacker from reading or intercepting the message unless he knows the exact frequencies 
the message is being transmitted in. These signals are very difficult to intercept in real time due 
to the pseudorandom sequence which determines how the hopping is done not being known to 
the attacker (c.f. [156]). 

 

Communication Disruption 
Many other forms of communication interference exist, out of which two have become particularly 
noteworthy as of late due to the ease of exploiting and the increase in the number of tools and 
products that facilitate them even more. 

The first of these is the GPS spoofing. This line of attack takes advantage of the fact that civil-use 
GPS waveforms are unencrypted, unauthorized and their specification is public. Several CPSs, 
particularly drones and UAVs, use GPS as an irreplaceable navigation tool. Unfortunately, this tool 
has widely been used in a careless way. In [145], the authors show how to gain control of a target 
drone by confusing it about its location using GPS spoofing alone. They were able to arbitrarily 
control the drone's movements with precise accuracy. The work also shows that standard 
mitigations, such as GPS-denied modes, are not enough to thwart the effects of this attack, as these 
modes do not take into account the effects of the attacker. These lingering artefacts can easily 
cause loss of the equipment, if not theft.  

A second famous frequent example is attacks done against communication software. The Parrot 
AR Drone 2.0, for instance, was shown to be easily hacked by abusing the lack of authentication in 
the running Telnet service. In a live demo at DEFCON 23, Ryan Satterfield took down an unaltered 
Parrot drone in a matter of seconds with a couple of simple commands from a standard Linux 
terminal. Even though the manufacturers have since updated the drone's firmware and fixed this 
vulnerability, this example shows the all too common pattern of improperly secured systems. This 
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is due to a lack of appropriate security practices during development and a lack of legal obligations 
regarding information security. It is thus imperative that organizations become proactive in terms 
of security and implement quality controls to ensure that running code is kept to a minimum, 
admin panels are properly protected, and so on.  

Higher level attacks 
The previous attacks were directed mostly at the physical layer of the networking stack. However, 
other severe attacks occur in higher level layers. Among the top contenders are the HELLO flood, 
Sinkhole, Sybil and Wormhole attacks (see [159] for these attacks performed specifically against 
MANETs). The HELLO flood attack consists of flooding part of the network with a node discovery, 
or HELLO, message, sent from a malicious system, in order to trick victim nodes into believing 
there is a new legitimate node in the network. More often than not, victims are tricked into 
believing the new node has excellent signalling and routing capabilities, even though the malicious 
system may be well out of the node's range. The network is then left confused, with some packets 
being sent to the void, and never reaching their legitimate final destination (c.f. [139]).  

Typical mitigations require heavy use of cryptography (c.f. [144]), a solution which presents a 
steep obstacle to climb for systems with limited resources. In [161], a lightweight mitigation 
against this attack is presented that relies on a mix between signal strength verification and the 
novel notion of “client puzzles”, challenges that see their difficulty increase for a given node with 
the number of HELLO messages sent from that node. Another lightweight strategy is given, more 
recently, in [149], aiming to reduce communication overhead. 

The similar Sinkhole attack lures victims into sending all packets through a malicious node. This 
time, the malicious actor is indeed within each victim's range, and receives the packets. It may 
modify them or discard them at will (c.f. [144]). The work of Sundararajan, in [162], attempts to 
mitigate this attack on the LEACH protocol in wireless sensor networks. 

The Sybil attack again focuses on routing protocols, and leads victims into believing a malicious 
node is in fact multiple legitimate nodes. As a result, fault-tolerant schemes based on multipath 
routing or distributed storage may easily fail (c.f. [144]). 

Finally, the Wormhole attack is done by setting up two malicious nodes in two different parts of 
the original network, and connecting them through a very low latency channel (the “wormhole”). 
Once more, victims will be tricked into believing the malicious agent is a legitimate node with 
outstanding connection capabilities, and may, depending on the routing protocol, discard actual 
legitimate nodes (c.f. [144]). 

A solid solution is to utilize new protocols, designed with security in mind from the start. An 
example of such a protocol is LEAP, defined in [168]. LEAP's design considers 4 different types of 
keys for each node: 

• Individual key: key shared with the base-station. 
• Pairwise key: key shared with a single neighbour node. 
• Cluster key: key shared among several neighbour nodes. 
• Group key: key shared among all nodes of the network, including the base station. 

 
The individual key is generated and loaded into every node prior to deployment, and is used for 
communications between every node and the base station. The pairwise key is used in one-hop 
communications. It is shared only between nodes and their immediate neighbours, so that each 
node must have n pairwise keys if he has n one-hop neighbours to communicate with. The cluster 
key is used to broadcast messages to all neighbour nodes. Usually, the use of this key is for routing 
control information, where nodes try to find which node is the next hop. In turn, the next hop 
responds with one of the previously mentioned HELLO messages to inform they are it. This could 
be a security fault if a fake node would advertise itself as being the next hop, but he would have to 
hold a recognized cluster key for its HELLO to be listened to by any neighbourhood node, thus 
severely mitigating HELLO flood attacks. Finally, the group key is a globally shared key that is used 
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by the base station for encrypting messages that are broadcasted to the whole group of nodes. 

The protocol used to establish and update these keys is communication and energy efficient. It 
also minimizes the involvement of the base station because the pairwise and cluster keys are not 
known at any point by the base station, since the nodes are independent enough to establish these 
keys themselves.  

This security protocol was proven to be resilient against HELLO flood, Sybil and Wormhole 
attacks, since to do it an attacker would have to compromise a node and use its key, otherwise 
messages would simply be ignored by the network. This prevents fake nodes in the network trying 
to fuzz with the normal nodes like in all previously mentioned attacks. On the other hand, LEAP 
does not provide any measures against compromised nodes. Instead, LEAP localizes the intrusion 
by the use of its 4 different keys. If an attacker happens to get one key, he can only damage a 
restricted part of the system: the one he can communicate with. Furthermore, if a node is found 
to be compromised by any other means, LEAP's group rekeying scheme can revoke this node from 
the group, forcing neighbours of the compromised node to delete their respective pairwise keys 
and update their cluster keys. 

Previous works include the celebrated SPINS protocol, by Perrig, et al., in [154], based on SNEP 
and uTESLA, and designed specifically for WSN. The SPINS protocol allows for message integrity 
checking and authenticated broadcasting, but relies heavily on the base station. 

 Intrusion Detection Systems in CPS 
IDS (Intrusion Detection System), such as the celebrated open-source options Snort and Suricata, 
can be installed on a CPS operating system to protect the device from malicious network data. The 
IDS should be installed behind the firewall, if there is any-meaning an incoming packet first goes 
through the firewall before moving onto the IDS, and serves as an extra layer of defense against 
attacks. It is important to note that this solution may heavily increase resource consumption, 
which may become a problem in devices with limited resources, but it still presents a viable 
solution in other cases. 

Signature-based IDS 
The most common and simple IDSs follow the strategy used by many security systems such as 
conventional anti-virus programs, i.e., they detect malicious behaviour based on certain patterns 
or signatures stemming directly from, in this case, the network packet. This approach has been 
widely used in both the literature and real life scenarios, such as in [153], [152] and [157]. 

Signature-based IDSs rely on rule sets to determine, in pattern-matching style, whether or not a 
packet is malicious. Naturally, these rules have to be frequently updated to encompass new 
attacks in order to have efficient detection, which makes signature-based IDS quite difficult to 
maintain. This drawback, however, does not come without its advantages, as signature-based IDS 
solutions still rank top among IDSs with lowest false positive rates. Efficient implementations also 
allow these solutions to be very resource-friendly, which may be a necessity under certain 
circumstances. 

Works such as [128], [147] and [165] show that, despite the shortcomings of signature-based 
IDSs, the field is still active, with research now focusing on automatic ways to generate signatures. 
Snort repeatedly shows up as the go-to tool in both IDS research and IDS implementations. Other 
tools include Suricata, Bro and OSSEC.  

Notwithstanding, there has been a decline, as of late, of this kind of approach, as other methods 
become more and more competitive. Namely, in the realm of CPSs, signature-based IDSs are a 
relatively poor choice, and should be used as a last resort only, despite their energy-saving 
benefits. Indeed, if not done updated on a daily basis, signature-based IDSs are rather simple to 
bypass for a knowledgeable attacker. On the other hand, a daily update is often impossible in CPSs.  

Anomaly-based and AI powered IDS Anomaly-based IDSs are an attempt to mitigate some of the 
aforementioned weaknesses while maintaining a competitive classification of malicious packets. 
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There are here a multitude of strategies that can be employed. Perhaps one of the most common 
strategies nowadays is implementing machine learning algorithms to help in classification. In 
[160], a performance analysis is done to show that systems able to run the Snort rule-based IDS 
can be improved with a machine learning module so as to perform “smart” classification of 
malicious packets. It utilizes a hybrid approach based on SVM (Support Vector Machines) with the 
firefly algorithm (c.f. [167]). The following table, taken from that paper, summarizes the 
benchmark tests. 

Other hybrid approaches can be found in that same paper and, for instance, in [134].  

 

As the table above shows, the performance hit, albeit existent, is negligible, especially taking 
into account the rather good FPR (False Positive Rate) and FNR (False Negative Rate) of 8.6% and 
2.2%, respectively. Aside from being the largest, AI is definitely not the only player in this category 
of IDSs. In [169], for instance, the authors propose a time-based solution, specifically designed for 
CPSs, that uses the notion of security checkpoint to perform its duty. A security checkpoint is 
essentially a query to the system clock that validates whether the elapsed execution time of a 
certain routine falls within acceptable timing limits.  Three variants are proposed: the T-Rex, the 
T-ProT and the T-AxT, each one with its strengths and weaknesses. The T-Rex variant detects 
buffer overflows, the T-ProT is designed to detect illegal control flow, such as jumps to unexpected 
locations at design time, and T-AxT mitigates application-level deficiencies of the former two by 
coexisting with unmodified code. It is designed to detect the spawning of unexpected programs 

Cooperative IDS 
A final kind of security solution is a cooperative or distributed IDS, that distributes the load of 
detecting a malicious agent among several nodes, and diminishes error rates through 
decentralization. This solution applies a kind of “quorum consensus”, as proposed in [138], one of 
the few works on cooperative IDSs for resource-constrained systems (specifically, Wireless 
Sensor Networks, although the work is extendable to CPSs). The idea, however, is not new, and 
can be found in prior works such as [158]. In the former, a new protocol, called Watchdogs, works 
as follows: an IDS module is used in every node. For each node, the closest neighbour nodes serve 
as watchdogs, examining the node currently handling the packet. As a packet travels through the 
network, the watchdogs determine, at each hop, whether the packet-handling node is legitimate 
or has been compromised. In the case of a compromise, the packet is discarded, and the node is 
put in a blacklist. The network topology must then be rebuilt to exclude the blacklisted nodes. To 
decide between legitimacy and compromise, the watchdogs implement some version of an 
anomaly-based IDS. 

The Watchdogs algorithm thus satisfies the following properties:  

1. If a legitimate node indicates possible malicious behaviour of another node, it will join 
the group of alerted nodes, and a potentially malicious node will be characterized as 
the attack source. 

2. If a malicious activity occurs, after a finite time interval all legitimate nodes from the 
group of alerted nodes will indicate possible malicious behaviour of the observed 
node.  

 

Even though UDP is assumed to be used as the transport layer protocol, and RPL as the 
routing protocol, the core concept appears to be extendable to other situations. As for the IDS 
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module, it is assumed to run at the application level. Compromising a system implementing a 
cooperative ID is difficult, for it requires the compromise of several nodes. This is in contrast to 
the “every man for himself” approach of the previous two sections. Naturally, such impartial 
analysis of security has a price, and in the cooperative IDS case it translates to increased resource 
costs. Benchmarks in [138] show, however, that the increased cost is not substantial. 

Final remarks 
Even though IDSs designed specifically for CPSs or similar are few and far apart (c.f. [127] 

and [151]), there is nowadays enough research in the area to serve as the foundation for a robust, 
lightweight and efficient solution. Indeed, current benchmarks are quite promising, and hybrid 
solutions are able to find the right balance between efficiency and resource consumption. We 
believe it is a matter of time before a powerful AI-based CPS specific IDS shows up in the market.  

 

 Formal Verification 
Formal verification is the act of proving or disproving the correctness of algorithms underlying a 
system with respect to certain specifications or properties of the system through the use of 
mathematically formal methods: often a custom-made logic used to reason about a specific 
system. If a program is correct according to formal methods, then it is said to be formally verified. 

Although formal verification provides a supposedly hacker proof code, it is a very lengthy and 
computationally demanding work that must be done with the help of specialized software such as 
a proof assistant or a model checker.  

Two of the most used proof assistants are Coq and Isabelle, and these served as the basis for 
some of the most impressive feats to date in the realm of formally verified programs, namely, the 
construction of the software controlling the Boeing Unmanned Little Bird quadcopter, an initiative 
that appears as part of the HACMS (High-Assurance Cyber Military Systems) program [136]. 

As described in [140], the team behind the security of Little Bird modified the initially 
centralized quadcopter design and transformed it into a distributed system with tons of security 
checks in-between partitions to prevent a complete takeover of the aircraft in case one part of the 
system should ever become compromised. This distributed design was then formally verified to 
be secure. A final penetration test was done, by giving a team of expert hackers access to one of 
the components, and challenging them to gain access to any other component. The team tried to 
surpass the challenge for 2 weeks, but ultimately failed to do so, as predicted by the formal proofs. 

The field of formal verification has recently been gaining more and more momentum among 
top companies and institutions. Microsoft Research, for instance, in collaboration with Carnegie 
Mellon, INRIA and MIT, has begun to formally verify implementations of the HTTPS protocol, in a 
project called the “Everest Project”. This effort comes after critical bugs caused massive hazard in 
the past few years through exploits such as FREAK [131], LogJam [137] or Heartbleed [170]. The 
project aims at creating HTTPS drop-in replacements that are mathematically proven to be 
unbreakable.  

Formal analysis can also be done through the use of model checkers or model checking 
techniques. In [133], statistical model checking is used to verify a State w-Simulink model of a CPS 
control system, and is shown to be able to handle the large state spaces typically found in CPS. A 
more recent approach is given in [155], where the authors propose a reduction of finding unsafe 
states in the state space to an optimization problem that can be solved, according to the authors, 
in a more efficient fashion through the use of a genetic algorithm. No concrete performance tests 
or convergence guarantees are given, however. 

Ivory 
Extending the idea of formal verification to the programming scene, the programming language 
Ivory has been developed to allow secure programming by design, reducing the needs for formal 
verification after the code has been written, although it should still be checked. More specifically, 



 D3.2 JU GA# 692529  

 

© The SafeCOP Consortium 44 

the Ivory white paper [135] presents Ivory as a language that enforces memory safety and avoids 
most undefined behaviours (through the use of safe-C and Haskell) while still allowing low-level 
control and memory manipulation, just as standard C/C++. This language is intended to replace 
the inherently dangerous and harder to analyse C/C++ in the future as the language of choice for 
embedded system development.  

Ivory aims at providing a method to secure a given implementation by model checking, 
theorem proving and property-based testing. It removes the limitations inherent to empirical 
testing alone, and drastically enhances current security practices at the development stage. 
Naturally, this comes at a cost. As an example, type-checking in Ivory takes as long as the build 
process. Concretely, the SMACCMPilot project, a platform to develop quadcopter controllers in 
Ivory, takes 12 minutes of CPU time in a multi-threaded build system, an abnormally high value 
when compared to the standard compilation and linking procedures that span less than 2 minutes. 
This disadvantage has been, half-jokingly, referred to as an advantage: “the debug cycle [. . .] 
motivates us to make fewer bugs and to discover them early” [142].  

The Ivory development team is currently looking at implementing the Boeing Little Bird 
controller in Ivory to prove the language can create secure code at full scale. A similar language, 
aptly named Tower, is now also under development. Tower is a concurrency framework for Ivory. 
It is considered both an embedded domain specific language, and a code generator used for 
composing Ivory programs into real-time systems.  A Tower program has to specify 
communication channels, tasks, and signal handlers, ending up on the generation of Ivory code 
that implements scheduling and communication for real-time operating systems.  

“Tower is an extension to the Ivory language that is designed to deal with the specific 
concerns of multithreaded software architectures. Tower still allows the programmer to use all 
the low-level power of Ivory for general programming, but uses a separate language for describing 
tasks and the connections between them. It took about 4 engineer-months and 3k lines of Haskell 
code to build Tower. This is one of the great productivity features of working with EDSLs: if we 
discover the language we built is difficult, tricky, or unsafe for solving a particular problem, we 
can extend that language with a library without modifying the compiler" [142]. 

Unfortunately, Tower is still in early development stages, with near inexistent 
documentation, and is thus not yet suitable for production environments. 

 Security Standards 
Security standards present an important set of techniques with the goal of securing a user, 
organization and their assets, for to secure an asset, it is important that its holder is itself secure 
too. 

Organizational Standards 
Perhaps the most celebrated organizational standards are the ISO 27000 series [171]. More 
specifically, ISO/IEC 27001:2013 has been prepared to provide requirements for establishing, 
implementing, maintaining and continually improving an information security management 
system (ISMS). Other relevant related standards in the same family are ISO/IEC 27002, ISO/IEC 
27003, ISO/IEC 27004, ISO/IEC 27005. 

The model that the ISO 27001:2013 adopts is called the PDCA model, which stands for Plan-
Do-Check-Act, and is applied in order to structure all ISMS processes. This model can be 
synthesized in the following four steps: 

1. Plan: establish the ISMS. 
2. Do: implement and operate the ISMS. 
3. Check: monitor and review the ISMS. 
4. Act: maintain and improve the ISMS. 

 

ISO 27001 also emphasizes the importance of organizational security awareness and the 
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importance of having a security team capable of and ready to respond to a threat in real time, in 
order to minimize the impact of the attack. After the threat is gone, the ISMS should then be 
improved and maintained in order to mitigate the former attack vector on the system, as the PDCA 
model suggests.  

This International Standard can be used to assess conformance by interested internal and 
external parties. This means that an ISO 27001 certified organization will be therefore more prone 
to have their customers’ confidence as it is proven to comply with the International Standards, 
widely used and accepted among organizations all around the globe. Furthermore, this standard 
also defines a wider set of policies and controls that should be followed in the organizations 
context. These can be found in “Annex A” of [171].  

Another important standard in this same series is the ISO/IEC 27002 standard [172], a code 
of practice - a generic, advisory document. It recommends information security controls 
addressing information security control objectives arising from risks to the confidentiality, 
integrity and availability of information. 

CPS Security Standards 
Some other standards of relevance, specifically designed for CPSs, are: 

• IEEE P1363, a standard for public-key cryptography; 
• IEEE P1619, a standard for data encryption on storage devices. 
• IEEE 802.1AE/802.1X, a pair of standards that address media access control security. 
• IEEE P2413, a standard for an architectural framework for the Internet of Things (IoT). 

 

The IEEE 1363 sets the standards for every public-key cryptography that should be used. The 
IEEE P1619 is based on the AES-XTS encryption algorithm using a 128-bit key in order to protect 
the local data stored on a device. The IEEE 802.1AE provides connectionless user data 
confidentiality, frame data integrity and data origin authenticity by media access independent 
protocols and entities that operate transparently to MAC Clients, as specified in former protocols. 
These protocols facilitate secure communication over publicly accessible LAN/MAN media for 
which security has not already been defined, and still allow the use of IEEE 802.1X, a widespread 
security standard supported by multiple IoT companies. 

Finally, the IEEE P2413 is a standard for an architectural framework that will promote cross-
domain interaction, aid system interoperability and functional compatibility. It is still under 
development, yet already promises to be a secure cross-device communication framework.  

 Discussion 
We reviewed several major attack vectors, threats and vulnerabilities plaguing current CPSs and 
other similar systems. We also presented possible mitigations for each of the identified threats, 
and showed that there is currently no reason not to include them in production builds, even taking 
resource constraints into account. Any system that implements any of the solutions presented in 
this paper is likely to surpass any other similar system currently deployed in terms of security, 
thus greatly mitigating risk (due to both the actual defences and the higher probability of 
dissuasion). Future work should be geared towards developing a complete and robust solution.  

This overview helps us to better suit UC2 to identify and respond to security vulnerabilities, 
with current available tools. In the next sections, we will focus on UAV communications, in 
particular on spoofing and eavesdropping attacks.  
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3.4.2 Spoofing Analysis in UAV communications 
Technology Description Table – TDT05 

Title: Spoofing Analysis in UAV communications 

Property: Security 

Type: Simulation Analysis 

Description: Simulation analysis of spoofing of UAV communications 

Provider: TEKEVER 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: N/A 

Additional Details: N/A 

 

The specific features of FANET present great challenges to security solutions. Due to the 
distributed nature of network organization and administration and that no infrastructure is 
required makes the FANET even more inclined to attacks of hackers. The limited physical security 
and nodes’ mobility combined with misbehaving and even malicious nodes inside the network 
increase the network’s vulnerability. The problem has been studied in the literature already (in 
terms of general ad-hoc networks [[27], [28], [29]] and specifically for FANET [[26], [23]).  

Most of the architectures proposed for FANET focus mainly of performance enhancements 
rather than security. In cyber security, the aim is always to ensure five security services: 
authentication, integrity, confidentiality, availability and non-repudiation. Authentication 
prevents an attacker from unauthorized access to the resources and secret information and from 
overtaking the control over the network. Without integrity, an adversary could manipulate critical 
data by insertion, deletion or modification. Confidentiality ensures that information content is 
never revealed to entities that ate not authorized to receive it. The non-repudiation service refers 
to a property that entities in the network cannot deny sending or receiving a message. Availability 
guarantees that all of the services provided by the system are always available. Authors of [23] 
note that at the time of publishing their paper there was no secure protocol for FANET, despite 
the fact that several have been proposed.  

Most of the attacks on some well-known and widely used security protocols have been 
conversing, along with the possible countermeasures for these attacks. The malice of the attacker 
can be in any direction including node imprison, physical tampering, spoofing, sniffing, and denial 
of service attacks. Given the importance of navigation capabilities of UAVs in air, their dependence 
on GPS and finally the risk of UAV hijacking, is important to focus on the problem of spoofing. 
Spoofing is a malicious practice, in which a vicious node deceives other nodes within the network. 
It fakes its identity to become a part of UAV communication network (for instance unauthorized 
Ground Control Station); or to trick the platform and cause its GPS receiver to estimate its position 
to be somewhere other than it actually is.  

Briefly, the security is a general concern for any network system, but security in wireless 
system network is of great importance to ensure its application success. From the security 
standpoint, it is very essential to provide secure localization, data authentication, data freshness, 
data confidentiality, data integrity, data availability and time synchronization.  That is, the 
important area has to consider a more defence mechanisms prevent philosophy in terms of 
detection and prevention spoofing attack. 

  



 D3.2 JU GA# 692529  

 

© The SafeCOP Consortium 47 

 Vulnerabilities  
Every system has some concerns and vulnerabilities to be identified and corrected. For 

instance, in the case of MANET, it is farther vulnerable than wired network system in terms of 
being attacked in security levels. Likewise, the FANET are also vulnerable to attacks due to their 
design considerations and characteristics. Some of the vulnerabilities are shown in the table as 
below: 

Table 7 - A resume of the FANET vulnerabilities (adapted from [27], [31]]) 

Problem Description 

Lack of centralized 
management 

Traffic monitoring in highly dynamic and large networks 
and detection of attacks are not trivial tasks in not-
centralized networks. Lack of centralized management in 
FANET will impede trust management for nodes. 

Resource availability 

Severe resource restrictions in FANET are major issues 
in FANET. Resources include both bandwidth and power 
supply. Critical resource in UAVs is power supply, which 
is a scarce resource. Popular threat taking advantage 
from this vulnerability is denial-of-service attack. Since 
the adversary knows that the target node is battery 
restricted, it can either continuously send additional 
packets to the target (for instance asking for routing) or 
it can induce the target to be trapped in some kind of time 
consuming operations, hence exhausting power 
resources. 

Scalability 
Due to mobility of nodes, scale of the network changes all 
the time. Security mechanism should be capable of 
handling a large network as well as small ones. 

Cooperativeness 

Routing algorithms usually assume that nodes are 
cooperative and non-malicious. As a result, a malicious 
attacker can easily become an important routing agent 
and disrupt network operation by disobeying the 
protocol specifications. 

Dynamic topology 

Nodes can be connected dynamically in arbitrary 
manner. The links are based on the proximity from one to 
another and vary from time to time.  

Dynamic topology and rapid changes in network 
membership may disturb the trust relationship among 
nodes. This dynamic behaviour could be better protected 
with distributed and adaptive security mechanisms. 

 

 Overview of potential attacks 
Securing wireless ad hoc networks is a highly challenging issue. Understanding possible form of 
attacks is always the first step towards developing good security solutions. Security of 
communication in FANET is important for secure transmission of information.  In a form of 
scheme is resumed the main section/sectors in which the FANET might suffer some type of attack. 
Afterwards, the subsections have a short explanation [[32], [33]]. 
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Figure 17 – Scheme of the main sectors in FANET that might suffer potential attacks. 

Sensors and navigation: Absence of a human pilot from the airframe of UAVs puts the 
burden of observing the environment on the set of sensors on-board the aircraft. However, 
malicious exploitation of sensors in critical cyber-physical systems is widely neglected in 
vulnerability assessment of such systems. For navigational measurements, such as GPS, are highly 
susceptible to spoofing attacks [33]. Detection of attacks on the navigation subsystem is the basis 
of reactive countermeasures, such as triggering of hovering or return-to-base mechanisms. 
However, as the following section demonstrates, fault-handling mechanisms are also potential 
subjects to malicious manipulation.  

Fault handling mechanisms: Even with the stringent reliability requirements of UAVs, 
mechanical and electronic subsystems of UAVs remain prone to faults due to physical damage and 
unpredicted state transitions. Therefore, critical UAV systems must consider the possibility of 
faults and implement Fault Handling mechanisms to reduce the impact of such events on the 
system [34]. A more severe case is when sensory manipulation allows the induction of capture 
conditions on a tactical UAV, thereby triggering its auto destruction mechanism. 

Air traffic Control and collision avoidance: One major consideration in the safety of all 
airborne operations (manned and unmanned) is situation awareness and collision avoidance. 
With the growing interest in large-scale deployment of UAVs, implementation of similar TCAS 
technologies in UAS is crucial. Lack of authentication and the unencrypted broadcast nature of this 
protocol make room for relatively simple attacks, ranging from eavesdropping to manipulation of 
air traffic data by jamming or injection of false data [32].  

Physical Layer: Typical UAVs require multiple radio interfaces to retain continuous 
connectivity with essential links to satellite relays, ground control stations and other UAVs. This 
degree of complexity, along with the physical and mechanical characteristics of UAVs, widens the 
scope of potential vulnerabilities and enables multiple attacks [34]. Such attacks on the physical 
layer of UAV nodes can be predicted in terms of adaptive radios; antennas or even the orientation 
of the UAV. 

Link layer and formation: The topology of a UAS network is determined based on the 
location of UAVs relative to each other: UAVs closer than a threshold can directly communicate 
with each other, while those that are farther must utilize relay nodes to reach their destination. 
Knowledge of the topology of a network allows adversaries to optimize attacks by analysing the 
structure of their target and determine the most vulnerable regions by identifying nodes whose 
disconnection incur the maximum loss of connectivity in the network [32].  

Network layer: The impact of high mobility in UAS networks is greatly accentuated in the 
network layer. Speed and frequency of changes in the topology of a UAS network give rise to many 
challenges that are still active subjects of research. The highly dynamic nature of UAS networks, 
as well as stringent requirements on latency; necessitate novel routing mechanisms capable of 
calculating paths in rapidly changing topologies. Similar to the link layer, the routing layer of UAS 
networks is also vulnerable to traffic analysis attacks, aiming to infer individual flows, as well as 
source-destination pairs of end-to end connections [32].  
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Table 8 illustrates most known attacks to main sectors of UAVs and countermeasures been 
utilized or suggested nowadays to prevent or solve the problems caused by the previous attacks. 

Table 8 - Typical layer-based attacks in wireless Sensor Networks (adapted from [35]) 

Layer Attack Countermeasures 

Physical 
 Jamming 
 Device Tampering 
 Eavesdropping 

 Access restriction 
 Encryption 

Data Link  Traffic Manipulation 
 Identity Spoofing 

 Misbehaviour detection 
 Identity protection 

Network 

 Packet Replication 
 Spoofed routine information 
 Selective forwarding 
 Sinkhole 
 Sybil attack 
 Wormhole 
 Hello flood 
 Acknowledgment spoofing 
 Black hole 
 False routine 

 Routing access restriction 
 False routing information 

detection 
 Wormhole detection 

Transport  Flooding 
 De-synchronization 

 SSL 
 TLS 
 PCT 

Application 

 Malicious code attacks 
 Repudiation attacks 
 Clock skewing 
 Selective message forwarding 
 Data aggregation distortion 

 Data integrity protection 
 Data confidentiality protection 

 

 Passive or Active attacks 
Attacks that affect FANET can be classified into two types: Passive or Active attacks [[36], [37], 
[27]]. This section presents a short resume of each group and provides examples of some of the 
most known. 

Passive attacks are the attacks that do not disrupt proper operation of network. Attackers 
snoop data exchanged in network without altering it. Requirement of confidentiality can be 
violated if an attacker is also able to interpret data gathered through snooping [38]. Detection of 
these attacks is difficult since the operation of network itself does not get affected. 

Active attacks are performed by the malicious nodes that bear some energy cost in order to 
perform the attacks and involve some modification of data stream or creation of false stream to 
disrupt the proper function of the network. This type of attacks can be divided in two big groups 
which are external or internal attacks. External attack consists in which unauthenticated attackers 
can replay old routing information or inject false routing information to partition the network or 
increase the network load [[36], [37]]. The internal attack consists in which comes from the 
compromised nodes inside the network. Since compromised nodes can be authenticated, internal 
attacks are usually much harder to detect and can create severe damage. 
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Table 9 - The most known active and passive attacks. 

Security Attacks 

Active Attacks Passive attacks 

Black hole 

Wormhole 

Byzantine 

Rushing 

Replay 

Location 
disclosure 

Flooding 

Sinkhole 

Spoofing 

RERR generation 

Jamming 

Sybil 

Sinkhole 

Desynchronization 

Overwhelm 

Blackmail 

Denial of service 

Gray-hole 

Selfish 

Man-in-the-middle 

Fabrication 

Impersonation 

Traffic Monitoring 

Eavesdropping 

Traffic analysis 

Syn flooding 

 

Spoofing is the object of investigation in this study. Next sections will describe the problem 
in detail and present possible countermeasures.  

 Spoofing attack  
During a spoofing attack the malicious party impersonates another device or a network user 

in order to launch attacks against other nodes, steal data, spread malware or bypass access 
controls. It is an identity-based attack through which an attacker can spoof the MAC address of a 
node to create an illegitimate identity. This attack is more elegant than jamming, because it is more 
surreptitious. Spoofing attacks in FANET may further enable a variety of other attacks such as 
Man-in-the-middle or denial of service, see Figure 23. 

 

 

 

 

Figure 23 - Man-in-the-loop attack in UAV mission. 

Many protocols do not provide mechanism for authenticating the source or destination of a 
message. They are thus vulnerable to spoofing attacks when extra precautions are not taken by 
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applications to verify the identity of the sending or receiving node. It may be mitigated with the 
use of firewalls capable of deep packet inspection or by taking measures to verify the identity of 
the sender or recipient of a message. 

So, the main problem in terms of spoofing attack is the capability of the system to detect and 
localize the spoofing attack. The problem is being studied intensively in present days. From the 
review of literature, some of identified spoofing attack issues are given under here: 

1) Detect the presence of spoofing attacks, 
2) Determine the number of attackers, 
3) Localize multiple adversaries and eliminate them. 
 

The team identified several spoofing scenarios, in which the result of maritime UAV mission 
would be compromised.  

Mission objectives and associated threats 
Boats participating in UC2 organize themselves on the water surface using COTS equipment. 
Boats’ localization data that reach the operator are in risk of being flawed. This risk comes from 
the efficacy of actuators, quality of GNSS receiver, environmental factors that may have decisive 
weight in certain situations (e.g. waves) and a delay in communication between the boats and the 
operator. That leads to the first objective of an UAV involved in the mission.  

 
O1  Provide enhanced operational awareness to the operator of the swarm of boats.  
 

UAV equipped with a camera has solid monitoring capabilities and is able to provide the 
operator localization of boats beneath him. Normally UAVs are equipped with GNSS receiver, 
hence the operator would be able to extract the coordinates of boats localized. In order to do so, 
the operator needs a reliable source of UAV positioning, velocity and timing (PVT) information. 
An attacker may try a technique called sensor spoofing. For example, he could spoof the GNSS 
signal, that would result in disruption of the operation of all agents involved in the exercise.  

  

O2  Broaden the measurement capabilities of the team, i.e. UAV providing additional points of 
interest.  

 

An UAV has a larger operational area than a boat, especially when the flight is performed by 
a fixed-wing platform. The UAV equipped with adequate sensors (for instance cameras) may 
expand the area monitored by the swarm of boats. An attacker may try to spoof communications 
between the platform and its control station. He may impersonate the UAV and propagate false 
data in the network or to do the other way around i.e. impersonate the control station and take 
control over UAV C2 link.    

 

Scenario 1 – GNSS spoofing 
An attacker tries GNSS spoofing to disrupt the operation of the swarm. He is using multiple 
transmitters’ antennas to make his actions more difficult to detect. Boats are deployed in relatively 
small distances from each other. Most of the aquatic platforms and UAV(-s) are affected. Mission 
results are corrupted.  

Vehicles using spoofed GPS would not provide reliable positioning information to the 
operator, causing the wrong association of data coming from on-board sensors with respective 
place on the map, and most of all creating danger of collisions with other space users. In case of 
fixed-wing UAV(-s), the problem has even greater impact due to the high flight range of the 
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platform.  

Authors of [39] performed a set of experiments to find several requirements for successful 
GPS spoofing attack and described the results in this paper. In case if the attack was performed 
using only one GPS transmitter antenna, the operator almost immediately would detect an 
abnormal system behaviour. In this case, any possible placement of the antenna will lead to 
victims to computing their location to the same coordinates with small time synchronization 
error. The problem becomes more complex when the attacker uses multiple antennas, hence 
preserving victims mutual time offsets. Authors of [40] provide more moderate description of the 
GNSS spoofing attacks. They surveyed also spoofing defence techniques and presented several 
strategies for the detection part of the problem, see Figure 24.  

 

 

Figure 24 - Spoofing defense techniques (compiled from [40]) 

 

Scenario 2 – Spoofing in the communication chain 
An attacker takes advantage of wireless medium used for communication between boats, 
operator(-s) and UAV(-s). He monitors the traffic within the network trying to capture 
unencrypted data. The encryption of communications was weak. The attacker succeeded and 
sniffs packets transferred with the network. Upon careful packet analysis, he identified the frame 
structure used in the protocol and managed to obtain the MAC addresses of several nodes in the 
network, inter alia, UAV’s and its control station and command variables. He impersonates the 
control station and takes the control over UAV.  

Various defence techniques were investigated in the literature. Authors of [41] identified 
several threats to UAS. They highlight the importance of data encryption in the Command and 
Control (C2) link. The industry standard for data encryption is Advanced Encryption Standard 
(AES) – 128. The immunity of this standard is discussed in [43].   

Apart of data encryption, there is a number of other counter-measures discussed in the 
literature, usually applied in the Physical or Data Link Layer in the communication protocol stack. 
Authors of [44] performed a rich survey on spoofing detection methods in wireless sensor 
networks. Application of these methods to UAVs is more challenging due to high mobility of the 
platforms’, but certainly some of proposed techniques might bring additional protection measures 
to UC2 application.  

 

Spoofing detection techniques proposed in [44]: 
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• Signal Measurement (PHY layer) 
o Radio Frequency Fingerprinting (RFF),  
o RRF and machine learning of typical histograms of each chipset,  
o Statistical and pattern matching techniques,  
o Channel Variation-based Identification,  
o Received Signal Strength (RSS) profiling and spatial correlation (to determine the 

number of attackers),  
o Differential RSS,  
o RSS and IDOL model,  
o Alignment prediction and RSS readings,  
o PHY-authentication 

• Access to the Medium (MAC protocol) 
o Distributed correction schemes,  
o Sequence number-based detection 

• Others 
 

Additional protection measures against malicious intent are Forward Error Correction (FEC) 
coding or similar (to detect errors and increase the decryption complexity) and transmit 
frequency hopping [45].  

 

 Discussion 
A number of solutions have been presented in the literature on spoofing of GNSS signal or identity 
within wireless networks. All these issues are significant in UAV applications as presented in 
Scenarios 1 and 2. Given the criteria of limited payload of UAVs and complexity of implementation, 
the team identified signal-processing-based methods and drift monitoring as potential interest of 
GNSS spoofing detection for UC2 application. Regarding the MAC identity spoofing, the team 
agreed that good encryption of data is crucial. The team did not identify a good candidate for 
secondary protection method. All options analysed in this work have associated threats. Signal 
measurement techniques are very interesting, but the team needs to investigate further the 
influence of robots’ mobility on results.  

The team learned that the existing proposals are typically attack-oriented in that they first 
identify several security threats and then enhance the protection techniques or propose a new 
one to fight such threats. Because the solutions are designed explicitly with certain attack models 
in mind, they work well in the presence of designated attacks but may collapse under 
unanticipated attacks.  

Therefore, a more ambitious goal for ad hoc network security is to develop a multi-fence 
security solution that is embedded into possibly every component in the network, resulting in 
depth protection that offer multiple line of defence against many both known (see Table 8 and 
Table 9) and unknown security threats and with a effectively less cost. With that in mind, the team 
considers also attack-prevention approach, then dealing with consequences one.  
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3.4.3 Power Efficient Legitimate Eavesdropping via Jamming in UAV Communications 
Technology Description Table – TDT06 

Title: PELE – Power Efficient Legitimate eavesdropping via Jamming in UAV Communications 

Property: Security 

Type: Method: A method that describes how to apply a process 

Description: Application of the legitimate eavesdropping paradigm that the legitimate UAV improves the 
eavesdropping performance via jamming the suspicious communication 

Provider: ISEP 

Provided as SafeCOP Technology Brick: NO  

Readiness: Complete 

Integration Status: Not implemented in UC2 

Additional Details: [126] 

 

We consider a wireless information surveillance in UAV network, where a legitimate unmanned 
aerial vehicle (UAV) proactively eavesdrops communication between two suspicious UAVs. 
However, challenges arise due to loosely airborne channels and limited power of the UAV.  

We study an emerging legitimate eavesdropping paradigm that the legitimate UAV improves 
the eavesdropping performance via jamming the suspicious communication. Moreover, a power 
efficient legitimate eavesdropping scheme, PELE, is proposed to maximize the number of 
eavesdropped packets from the legitimate UAV while maintaining a target signal to interference 
plus noise ratio at the suspicious link. Numerical results are shown to validate the performance of 
PELE. Additionally, four typical fading channel models are applied to the network so as to 
investigate their impact on PELE. 

Thanks to recent technological advances, many types of Unmanned Aerial Vehicles (UAVs), more 
popularly known as drones, are being widely used in complex real world environments [113], 
[114]. The recent availability of cost-effective UAVs has considerably promoted its use in wireless 
surveillance for homeland defence [115],[116]. These existing works related to security and 
attack modelling arise from a broader national security perspective and mostly, addresses 
eavesdropping as illegitimate attacks. However, with the rapid popularity of UAVs in the 
consumer market, criminals or terrorists can potentially use them to establish wireless 
communication for committing crimes and terrorism [117], [118]. Therefore, there is a growing 
need for government agencies to legitimately monitor and eavesdrop wireless communications of 
suspicious UAVs [119]. In particular, we consider a surveillance scenario as shown in Figure 25. 

 

 

Figure 25 - Legitimate eavesdropping via jamming scenario 

A surveying UAV, i.e., UAV L, aims to eavesdrop a point-to-point wireless communication from 
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a suspicious transmitter UAV (UAVST) to a suspicious receiver (UAVSR ). UAVST controls its 
communication rate over the channel to maintain a target outage probability at UAV SR . UAV L can 
successfully eavesdrop suspicious link only when its achievable data rate is no smaller than 
suspicious communication rate. UAV L is assumed to fly at a predetermined trajectory toward two 
suspicious UAVs, establishing a wireless eavesdropping link (between UAV ST and UAV L ) and a 
jamming link (between UAV L and UAV SR ). Moreover, UAV ST and UAV SR are assumed to fly 
following a collision-free formation flight, where they keep a prescribed relative distance and 
angle.  

The problem of reliably eavesdropping suspicious transmission is not trivial. Several critical 
challenges arise in such a surveillance scenario. First, the quality of eavesdropping and jamming 
links fluctuate over time due to the motion of UAV L relative to the suspicious UAVs. It is therefore 
critical to control the jamming power of UAV L according to the varying fading channel to 
eavesdrop efficiently. Second, jamming the suspicious transmission decreases the achievable data 
rate at the suspicious link, which in turn improves the eavesdropping rate at UAV L. However, 
sending jamming signals without an efficient power allocation results in draining energy of U AV 
L due to limited battery capacity of the UAV. Third, the achievable data rate at UAV L is required 
to be no smaller than that at UAV ST so that the packets generated by UAV ST can be eavesdropped 
successfully. 

In this work, we aim to maximise the eavesdropping rate at UAV L via optimising its jamming 
power. Specifically, given the constraint of suspicious data rate, we formulate an optimisation 
problem for finding the optimal jamming power at UAV L to maximise the eavesdropping rate, 
which is polynomial solvable. Moreover, a power-efficient legitimate eavesdropping (PELE) 
scheme is proposed to facilitate the simultaneous eavesdropping and jamming for UAV L on the 
flight, which also derives the optimal jamming power by using linear programming. 

In particular, PELE cognitively controls the jamming power over the loose channel under the 
limited jamming power constraint. Furthermore, we apply four fading models, i.e., Rayleigh, 
Ricean, Weibull, and Nakagami, to the wireless links in order to validate the impact of fading states 
on the performance of PELE.  

Without loss of generality, we consider that the suspicious transmitter (UAV ST) and the 
receiver (UAV SR ) work in an autonomous formation flight, where the two UAVs fly at a constant 
speed, and the distance between them is maintained as D meters. The legitimate eavesdropper 
(UAV L) patrols in a predetermined circular trajectory between UAV ST and UAV SR with a diameter 
D. Particularly, the wireless link dynamics that are affected by the distance between UAV L and the 
suspicious UAVs are identical on a semi-circle of the trajectory. As a result, we consider the 
trajectory of UAV L as a semi-circle, as shown in the previous figure. 

Nevertheless, our algorithm is general and can support other shapes of flight trajectory since 
we have considered different fading channels with path loss that is affected by the distance 
between hostile UAV pairs, regardless trajectories of UAVs. 

 

 Simulation Evaluation 
In this section, we provide numerical results to validate the performance of our proposed PELE 
algorithm. Furthermore, we apply Rayleigh, Ricean, Weibull, and Nakagami channel to the 
wireless links, respectively, so as to investigate the impact of different fading models on PELE 
algorithm.  

The distance between the two suspicious UAVs is D, and the path length of UAV L is π × D/2. 
The patrolling speed of UAV L is set to 10m/s. The detailed system-level simulation parameters 
are shown in Table 10. UAV ST communicates with UAV SR in a TDMA fashion for suspicious 
collision-free transmission. Especially, we consider that a TDMA frame contains 7 time slots, and 
each of which is 10 seconds long. In one time slot, UAVST transmits its data to UAVSR , where UAVL 
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eavesdrops and decides to jam the suspicious communication. In addition, the suspicious link, 
eavesdropping link, and jamming link are assumed to be block-fading, i.e., the channels remain 
unchanged during each transmission block, and may change from block to block. 

 

Table 10 - Simulation Parameters 

 

Without loss of generality, we compare PELE with two legitimate eavesdropping strategies: 
(i) Proactive eavesdropping with constant jamming power, where the jamming power is set to 2 
× 10 −9 W, which is half of the maximum transmit power of our simulated UAV (In fact, the 
constant jamming power can be set to any value below P L max , which has little effects on 
simulation results as observed in the performance); and (ii) Passive eavesdropping without 
jamming, where UAV L passively overhears the packets broadcasted by UAV ST , however, it does 
not send jamming signal to the suspicious link [[120], [121], [122]]. 

 

Figure 26 - The number of eavesdropped packets by U AV L 
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Figure 26 presents the other two methods with optimal solutions in terms of the 
eavesdropping rate. The error bar shows the standard deviation over 100 runs. PELE outperforms 
non-Jamming and constant-Jamming schemes by nearly 1.25 and 1.1 times in the number of 
packets eavesdropped. The reason is that PELE purposely adapts the jamming power of UAV L to 
change the suspicious communication (e.g., to a smaller data rate) for overhearing more packets. 
Total eavesdropped packets nearly reach to the same maximum value (700Bytes) when D ≤ 600 
regardless selection of algorithms. These results mean that in such a short distance, UAV L can 
receive maximum packets from UAV ST regardless which AMC modes UAV ST has chosen. With an 
increase in the diameter of UAVL ’s trajectory, the number of eavesdropped packets decreases.  

 

 

Figure 27 - Power consumption of U AV L with different D 

Figure 27 shows that PELE algorithm saves 98.5% more power than the constant-Jamming 
scheme, when D < 600. When D of the trajectory increases from 600m to 1400m, the power 
consumption of PELE increases 

 Discussion 
We considered a wireless information surveillance paradigm by investigating a scenario where a 
legitimate UAV aims to intercept a wireless communication between two suspicious UAVs over 
fading channels. We have formulated a power-efficient jamming problem for UAV L to eavesdrop 
the suspicious transmission with uncertain channel dynamics. PELE algorithm was proposed to 
maximise the eavesdropping rate, which jointly considers jamming power and maintaining outage 
rate of the suspicious link. Numerical results have shown that PELE outperforms non-Jamming 
and constant-Jamming schemes on eavesdropping rate. This particular scenario, enabled us to 
explore the boundaries of security in what concerns UAV-based communications in UC2. 
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4 UC3 – Vehicle control loss warning – Application in Platooning 

The development of automotive autonomous and cooperative technology has evolved 
significantly in the last few years. A paradigmatic example of undergoing real world deployments 
is perhaps the Google Self-Driving Car project, currently WAYMO, which fleet has travelled more 
than two million miles in seven years. With a record of 14 collisions, 13 of which were caused by 
other drivers, these technologies are anticipated to offer significant benefits for society in general: 
(1) Reduced driver stress and possibility for passenger to rest and work while traveling; (2) 
Reduced driver costs of paid drivers for taxis and commercial transport; (3) Mobility for non-
drivers including disabled people, therefore reducing the need for motorists to chauffeur non-
drivers, and to subsidize public transport; (4) Increased road safety and therefore crash costs and 
insurance premiums; (5) Reduce high-risk driving, such as when impaired e.g. by alcohol 
consumption; (6) Efficient parking, increasing motorist convenience and reducing total parking 
costs; (7) Increase fuel efficiency and reduce pollution emissions. 

Importantly, all of these will result directly and indirectly in high cost savings, as predicted 
for the US by Morgan Stanley in the study “Autonomous Cars: Self-Driving the New Auto Industry 
Paradigm”, from which we can estimate, by comparing to the EU gross domestic product, the total 
cost savings in Europe to be in a range of 1300 to 2000 billion euros per year. 

Communication between vehicles (V2V) and between vehicles and infrastructure (V2I) 
allows road users to share information and achieve a common goal – such as vehicle platooning - 
thus adding new capabilities to transport systems. In this line, vehicle platooning constitutes a 
cooperative vehicle application that can bring increased efficiency and increased road capacity, 
by having vehicle groups traveling close together. This is also relevant in many situations where 
building new road infrastructures to accommodate more traffic is prohibitive either due to cost 
or aesthetics e.g. preserving historic city centres. Thus, platooning can support narrower lanes 
and reduced intersection stops, reducing congestion and roadway costs. 

The goal of this Use Case is to demonstrate how we can apply and extend wireless 
technologies to support automotive cooperative V2x-based systems such as auto-braking in 
vehicle platooning. Also, besides inter-vehicle networking, this use case is also exploring intra-
vehicle WSANs. Therefore, we consider a scenario where a platoon of vehicles is traveling along a 
motorway, a Control Loss Warning (CLW) system should be able to detect any safety relevant 
occurrence that may compromise the vehicle’s platooning ability, such as a braking system failure. 
Upon detection, the system sends a CLW alert to the other elements involved in the process e.g. 
other cars in the platoon to trigger a failsafe mechanism.  

In what follows, besides inter-vehicle communications improvements in terms of security, 
we also focus on intra-vehicle networks, by improving several CPS communication protocols such 
as the IEEE 802.15.4e, by increasing its scalability and timeliness performance. In addition, we 
also look into 5G networks as a possibility to support future vehicular applications. 

4.1 Communication Architecture 

The operation in Use Case 3 is illustrated in Figure 28. The high-level architecture has OBU and 
Robot, which are connected with an Ethernet connection. The connection between each node will 
rely on IEEE 802.11p wireless technology. This basic architecture will be responsible to exchange 
data between vehicles in the platoon and the CLW of each member of the group. 

The exchange of messages between these two entities can be made in both ways and each car 
of the platoon is constantly listening to the others. 
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Figure 28 - High Level Communication Architecture 

In case of control loss of any vehicle (the blue vehicle in the figure), CLW alert is delivered 
from car to car forward and backward using the V2V communication infrastructure, and 
eventually each vehicle gains knowledge about the CLW and can react in pre-defined manner, by 
entering a safe mode. Also, a wireless network of in-vehicle sensors and actuators is exchanging 
data with the on-board unit to inform about the status of different automotive systems. 

To implement this inter and intra-vehicle infrastructure, respectively the IEEE 802.11p and 
IEEE 802.15.4e technologies were considered. An IEEE 802.11p network contains no access 
points or base stations, and consequently, will not experience coverage problems. This is the main 
benefit of IEEE 802.11p compared to other WLAN technologies. The supported ad-hoc mode 
reduces delay, as messages do not have to take the detour around the access point or base station. 

Regarding the intra-vehicle WSAN, the IEEE 802.15.4 first published in 2003 targeting low-
rate WPANs, is perhaps the most paradigmatic technology supporting WSANs today. The protocol 
defines the physical and data-link layers and to complement it, several proposals such as the 
ZigBee, RPL, or 6loWPAN protocols were proposed since its first release. More recently, to satisfy 
the requirements of emerging IoT applications, particularly in the industrial domain, the IEEE 
802.15.4e amendment was proposed to complement the legacy IEEE 802.15.4-2011 standard. 

The IEEE 802.15.4e defines five MAC behaviours, instead of following a more conservative 
“one-size-fits-all” strategy. Hence, it improves its flexibility in accommodating different kinds of 
application requirements. In general, these new MAC behaviours are quite different from the ones 
considered in the legacy IEEE 802.15.4-2011. From the proposed MAC behaviours, the 
Deterministic Synchronous Multichannel Extension (DSME) is perhaps the closest to the legacy 
protocol, but nonetheless it brings significant enhancements to the IEEE 802.15.4 beacon-enabled 
mode by implementing multiple channel frequency hopping and Group Acknowledgments.  

However, carrying out accurate network planning is fundamental to successfully deploy these 
networks, particularly considering the strict timing requirements. 

 

4.1.1 Communication between CLW and Platooning 
A CLW alert is sent to every application that is subscriber of its own context. On the other 

side, the CLW is the publisher of the same context. So the platooning function present in the robot 
should subscribe CLW’s context in order to receive information about the alerts. The data between 
CLW and Platooning is transmitted internally via a TCP/IP protocol. 
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4.1.2 Communication between Platooning and CLW 
In the same way of the communication between Platooning and the CLW is established. In this 
case, the Platooning is a publisher of another context used to share platooning information and 
the CLW is registered as subscriber. The data is also transmitted internally via TCP/IP protocol. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 29 - Internal communication CLW - Platooning 
Function 

Figure 30 - Internal communication Platooning Function 
- CLW 
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4.1.3 Communication between CLW and CLW 
In this case, the communication is made between different nodes (different vehicles). The CLW 
applications are publishers and at the same time subscribers of their own contexts in order to 
transmit alerts between different CLWs of different vehicles. The data is transmitted externally 
via V2V communications based on the 802.11p protocol. 

 

 

4.1.4 Communication between Platooning and Platooning 
The communication between platooning use the same pattern that CLW’s communication. The 
difference is the context of the messages. Platooning functions are publishers/subscribers of their 
own contexts. 

 

Figure 31 - External communication CLW - CLW 

Figure 32 - External communication Platooning Function - Platooning Function 
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4.2 Enabling intra-vehicle communication support 

The concept of intra-vehicle communication is deep into the veins of the paradigm of IoT where 
all the sensors in a network are supposed to be interconnected and this infrastructure leveraged 
into enabling intelligent applications. IHS Automotive predicts the global annual smart car 
production automotive market to top 21 million units in 2021. This pushes the research 
community in abridging the gap between the research and the industrial domains to cope with 
emerging wireless technologies and the increasing number of intra-vehicle sensors.  

In what follows, we explore the IEEE 802.15.4e as a key enabler for supporting the CPS 
communication infrastructure for intra-vehicle networks. We evaluate its performance limits and 
extend its behaviour to better cope with the requirements of such applications. 

4.2.1 Exploring IEEE 802.15.4e Performance Limits 
Technology Description Table – TDT07 

Title: IEEE802.15.4e WCBA Tool using network calculus 

Property: Performance – Timeliness 

Type: Tool: A software and/or hardware tool (including e.g., simulators and hardware devices) 

Description: MATLAB tool to carryout network planning in IEEE 802.15.4e intra-vehicle networks using 
network calculus 

Provider: ISEP 

Provided as SafeCOP Technology Brick: YES (TB017) 

Readiness: Complete 

Integration Status: Is being used in UC3 to carry out network planning for intra-vehicle network 
communications. 

Additional Details: [123], [124] 

 

The DSME MAC behaviour of IEEE 802.15.4e is a strong candidate for network implementation in 
intra and inter-vehicle networks. DSME is probably the most flexible MAC behaviour from all the 
IEEE 802.15.4e proposals. Its multi-superframe structure allows for the transmission of both 
periodic as well sporadic traffic, while still supporting a fast reconfiguration of the DSME-GTS 
schedule.  Multichannel access provided in DSME will help in parallel transmissions from different 
radios and can help save time efficiently. It also provides features like group acknowledgement 
which helps in eliminating the association delay in the network. DSME is capable of building a 
mesh network with fully functioning devices, this can be very helpful when consider a platoon of 
cars transmitting data within the network. They also provide a high determinism over a large 
geographical area. 

A thorough performance analysis of the DSME MAC behaviour of IEEE 802.15.4e is needed to 
identify the trade-offs from a network engineering perspective, potentially helping the network 
designer to compute the worst-case bounds and carry out sound network planning. 

Network Calculus is a theoretic formulation well adapted to controlled traffic sources and 
provides upper bounds on delays for traffic flows. For a cumulative arrival function R(t) there 
exists an arrival curve α(t) = b + rt where b, r, t is the burst size, data rate and time interval 
respectively. A minimum service curve β(t) is guaranteed to R(t). The maximum delay of the 
network is given by the horizontal distance between the arrival and the service curves. The delay 
is computed in accordance to the maximum latency of the service (T) and the data rate (r) as 
shown the Equation below. This enables the network designer to predict in advance the network 
properties such as throughput or end to end delay. 
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Figure 33 - Overview of Network Calculus 

 

 Service curve analysis of DSME 
Let us consider a single PAN coordinator and a set of nodes forming a DSME enabled IEEE 

802.15.4e network. The PAN coordinator sends an Enhanced Beacon (EB) to every 
multisuperframe, and a beacon to each superframe. The superframe duration of DSME enabled 
network when SO = 0 (i.e) aBaseSuperframeDuration will be 15.36 ms, considering an ideal data 
rate C of 250 kbps.  

It is mandatory that the data transmission, Short and Long Inter-Frame Spacing (SIFS (.048 
ms)), (LIFS (.16 ms)) and acknowledgements/Group acknowledgments (if requested) are 
accommodated within the end of a DSME GTS for successful transmission of a message. For the 
sake of simplicity, we consider one data frame transmission in each a DSME GTS per superframe. 

The size of a timeslot in a superframe, Ts, is given by, 

 

SD is the duration of a single superframe. Every timeslot Ts in a superframe is made up of 
Tdata and Tidle. Tdata is the maximum duration used for data transmission in a guaranteed 
timeslot. Tidle is the time period that accommodates the acknowledgments and inter-frame 
spacing in the network. Beacon Interval (BI) marks the duration between every beacon issued in-
between superframes. Latency T, the time for which a burst wait for its service is the difference 
between the bursts arrival at the beacon interval and the time at which the data is served. 

 

The overall service provided by the network can be given by the product of the data rate and 
the time at which the system receives the service. The service given for the guaranteed timeslots 
i.e the number of bits that has to be sent during a GTS during a time t is given by 

 

The overall duration of all the timeslots considered in the superframes is given by TN. The 
service of the Nth superframe is given by: 
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The service curve for a DSME network can be represented as a staircase as shown below, 

 

Figure 34 - Service curve of DSME MAC 

 Delay and throughput analysis of DSME 
The summation of every individual delay bounds for every superframe within a multi 

superframe will give its overall delay bound. For burst size b greater than CTdata, the maximum 
delay bound of the first superframe Dmax1 with m channels will be the horizontal angular 
distance between the arrival curve and the first stair as shown in the Figure above. In accordance 
to minimal service curve equation for delay defined earlier, the delay will be: 

 

the delay of the system with N number of super-frames and m channels is given by: 

 

DSME has the parameters of Inter-Frame Spacing (IFS) similar to that of legacy IEEE 802.15.4. 
The throughput of a DSME enabled GTS will be the same as that of IEEE 802.15.4 under same 
parameters such as arrival rate and data rate, if multichannel access is not taken into 
consideration. Whereas from a network perspective, considering the entire CFP, channel capacity 
will have an increasing impact on the overall network throughput. The following Equation 
represents the overall network throughput, which is defined as the maximum amount of traffic 
that can be transmitted simultaneously over the network. The throughput formulated for m 
channels and n superframes is given by: 

 

 Performance analysis of DSME MAC behaviour 
In the multi superframe format of DSME, several superframes can be stacked one after the other 
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within a specific beacon interval. If we compare a transmission in a DSME GTSS with an IEEE 
802.15.4 GTS, under the equal conditions like superframe duration, traffic and burst size, the 
throughput will remain the same. However, the maximum throughput of a DSME network can be 
increased using effective techniques such as CAP reduction. Using CAP reduction technique, the 
CAP region of a superframe can be completely eliminated and be replaced with a CFP region. The 
entire multi superframe will be composed of a single CAP region and larger CFP region. CAP 
reduction can be enabled by the PAN coordinator by issuing an information element through an 
Enhanced Beacon at the beginning of the multi superframe. For the analysis, we take a multi 
superframe that accommodates three superframes. From the throughput equation derived above, 
we computed results with and without CAP reduction, for different arrival rates ranging from 5-
100 kbps. This was carried out for a sequence of superframe orders. 

 

Figure 35 - DSME Throughput with CAP reduction 

From the aforementioned graph, it can be inferred that an average 7% increased network 
throughput is obtained under CAP reduction, as the available guaranteed timeslot bandwidth 
increases. CAP reduction also increases the overall scalability of the system by inclusion of 
additional DSME GTSs.  

Because Multichannel capability is such a prominent enhancement from IEEE 802.15.4, we 
compared the service delay for a burst to receive its service in legacy IEEE 802.15.4 and a 
multichannel enabled DSME network. In the case of DSME, we considered the usage of multiple 
(2, 3, 4, 6) channels providing an equal bandwidth of 20 Kbits/sec for transmission. Figure below 
shows the delay representation of the DSME with respect to IEEE 802.15.4. It is clearly evident 
that DSME outperforms IEEE 802.15.4 because of multichannel capability. For instance, when 
using five channels, we observe that the delay gets reduced almost by more than 50% in 
comparison to IEEE 802.15.4.  

To obtain these results, the team developed a MATLAB tool to compute the performance 
bound of the IEEE 802.15.4e MAC behaviour. Figure 37 shows a screenshot of the UI of this tool. 
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Figure 36 - DSME Delay function of burst size 

 

 

Figure 37 - UI of MATLAB Tool 

 Discussion 
In this contribution, we develop a method and a tool based upon network calculus to evaluate the 
performance limits of the IEEE 802.15.4e. Results show that its timeliness properties, in particular 
when using DSME make it a strong candidate for supporting these communication infrastructures. 
In what follows, we look into increasing its scalability by integrating it with a routing protocol.  
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4.2.2 RPL over DSME of IEEE 802.15.4e 
Technology Description Table – TDT08 

Title: Symphony: A Centralized Scheduling Approach for DSME Mesh Networks 

Property: Performance – Scalability 

Type: Protocol: a communication protocol 

Description: A specification of the integration of the RPL routing protocol over IEEE 802.15.4e DSME to enable 
increased intra-vehicle networking scalability 

Provider: ISEP 

Provided as SafeCOP Technology Brick: YES (TB018) 

Readiness: Completed / Under Submission 

Integration Status: N/A 

 

IEEE 802.15.4e and RPL are the standard communication protocols for IoT Medium Access 
Control (MAC) and routing protocols, respectively. These two standards were designed 
independently but with common objectives to satisfy the requirement of IoT devices in terms of 
limited energy and computation and storage resources. Some of the application scenarios for 
these mesh networks include intra-car communication where we have strict resource and time 
constraints. 

IEEE 802.15.4e provided time critical support for IoT applications by introducing new MAC 
behaviours such as TSCH, DSME and LLDN. Among these MAC behaviours, DSME - Deterministic 
Synchronous Mutichannel Extension is a very versatile MAC behaviour as it can alternate between 
CSMA/CA and Guaranteed Timeslots (GTS) to support best effort and time-critical applications. 
Providing a distributed routing protocol like RPL over DSME can help achieve high reliability in a 
real-time network. RPL helps forming topologies by ranking the node based on some parameter 
like LQI or RSSI that improve the reliability of the overall system. The challenge lies in the 
integration of these standards and providing DSME schedules periodically. Symphony helps 
achieving this by integrating DSME with RPL and delivering schedules periodically on to the DSME 
associated nodes. 

The main contribution in this work is Symphony, a centralized scheduling approach that 
helps DSME nodes to maintain schedules periodically with dynamic change in the network. 
Symphony works without inter-node schedule negotiation. It also has the capability to provide 
traffic differentiation by providing priority for a specific transmission. We use probability analysis 
to showcase the advantages of Symphony over the state of the art algorithms.    

 System Architecture 
Symphony is a dynamic algorithm that provides variable schedules to fit onto the 

multichannel timeslots based on optimal routing decisions made by RPL. RPL supports both 
broadcast and unicast for disseminating the performance metrics using DIO, request DODAG 
information using DIS and disseminate the routing path using a DAO. RPL will help form a 
complete mesh network with the nodes that have routing capabilities.  

The coordinators will maintain schedules locally and will have their own superframes to 
accommodate the nodes associated to them. The coordinators will maintain a routing table 
towards its routing children with a lesser rank in their respective DODAG. The symphony schedule 
will comprise for different superframes of varying lengths. Every superframe will comprise of 
different traffics: The periodic beacons for synchronization, RPL signaling traffic and application 
data traffic. The nodes will select the timeslots based on the scheduling rules, which makes 
symphony more appealing as it will both utilize the high scalability features of DSME at the same 
time, maintain a network with a peculiar RPL based Objective Function like RSSI or LQI that 
determines the reliability of the network. 

A concrete example of symphony (Figure 38) is as follows: 
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Figure 38 - Symphony – an example 

• A dedicated beacon broadcast for synchronization between every superframe for every 
"X" slots, where "X" is the superframe duration of every individual superframe. 

• A dedicated beacon broadcast for synchronization every multi superframe for every "Y" 
slots, where "Y" is greater than "X" and is the multi superframe duration coordinating 
every superframe with the duration of "X". 

• An Enhanced Beacon common for all coordinators in the network carrying the broadcast 
+ unicast for RPL signalling (DIO, DIS, DAO), repeating every "Y" slots. In accordance with 
the standard, the Enhanced Beacon payload can be a variable and it carries the RPL 
information. To form a DODAG it can take a maximum of 128 bits for 1000 nodes.  

• Dedicated unicast signal from the slave node to the parent node followed by N unicast 
signals from the coordinator to the slave nodes. 

If a node needs to allocation a time slot in the CFP of a Multisuperframe, it must first send its 
request to the PAN coordinator through the RPL network. This request is forwarded to the PAN 
Coordinator by intermediate routers using RPL. Once the request reaches the PAN Coordinator, 
the latter will run a scheduling algorithm to find the most efficient allocation in the time-frequency 
domain that satisfies multiple objectives. We present an UML sequence (Figure 39) diagram to 
illustrate this timeslot request process. 

In the figure, t1 represents the request, t2 represents the response, and t3 provides the 
change in the scheduling algorithm based on RPL. 
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Figure 39 - UML diagram 

Symphony is a routing aware algorithm based on Constraint Satisfaction Problem (CSP). It 
completely relies on the two following constraints. 

• Constraint 1: No same nodes either involving in transmission or reception must fall under 
the same timeslot. This constraint helps in avoiding all the interference in the network. 
We give a possibility for different nodes to communicate in a same timeslot 
simultaneously in different channels, whereas, the same nodes can communicate in 
different timeslot within the same or different channels. 

• Constraint 2: Maximum number of channels and minimum number of timeslots should be 
used. This constraint is more of a quality constraint that helps in verifying the optimality 
of the algorithm. This constraint helps in achieving the fact that the bandwidth is utilized 
to the maximum and the same time minimal timeslots are used, so that the overall network 
throughput and scalability of the network is significantly increased, and minimal latency 
is also maintained by the schedule. 

 Symphony Example 
Let us take an example of a mesh network with 5 different nodes which are interconnected with 
each other as shown in Fig (38). As a realistic assumption, we consider that all the nodes in the 
network can transmit as well as receive information. The network model can also be extended to 
slave nodes with minimal functionality. We only consider the guaranteed timeslots in the CFP 
region of the DSME superframe in our model. For an optimal schedule, the transmissions are 
expected to be packed in the GTSs in such a way lesser timeslot are used, utilizing the advantage 
of multichannel access. 

 

Figure 40 - Mesh example 

Symphony is a two-step process, first we provide a rank to the nodes based on the number of 
transmissions that they make. Nodes B and C have a transmission rank of 2, as both the nodes 
have two links formed from them. We denote this transmission-based ranking as TBR in our 
algorithm. As an output of TBR, we shall receive subsets of transmissions based on their respective 
ranks. There can be some transmissions which need to be scheduled prior to others, in such cases 
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to include traffic differentiation, we also provide a priority indicator which can be issued as an 
information element through the Enhanced Beacon. The transmitting nodes that request for the 
priority indicator shall be provided a complete timeslot. Thereby, these transmitting nodes will 
have the liberty to choose among the channels with the best quality to transmit their data robustly. 
The constraint denoted in our algorithm is no same node shall occupy the same timeslot. 

 

 

Figure 41 - Delay Results for Symphony 

 Discussion 
We compared Symphony to some of the state of the art algorithms implemented for DSME using 
probabilistic analysis and found it perform better when the size of the network increases. 
Symphony performs better in terms of latency because of its algorithm which helps in packing the 
transmissions to limited number of timeslots, hence we receive better performance in terms of 
latency by 3-10%. This mechanism will enable a flexible intra-vehicle network, capable of 
accommodating and responding to changes in the link quality. 
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4.2.3 Improved QoS for DSME networks 
Technology Description Table – TDT09 

Title: DynaMO – Dynamic Multisuperframe Order Scheduling for DSME 

Property: Performance – Timeliness 

Type: Protocol: a communication protocol 

Description: DynaMO presents an effective multisuperframe tuning technique that helps to utilize CAP 
reduction in an effective manner to improve the Quality of Service in terms of throughput and delay, enabling 
better performance in intra-vehicle networks. 

Provider: ISEP 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: Being implemented in simulation 

Additional Details: [173] 

 

With the progressive development in IoT domains, there is a constant demand for better Quality 
of Service and parallel assurance of determinism in a time-critical network. IEEE 802.15.4e 
introduced several new MAC behaviours that supported time-critical communication. 
Deterministic Synchronous Multichannel Extension (DSME) is one of the prominent MAC 
behaviours that supported deterministic guarantees on bounded delay using Guaranteed Time 
Slots (GTS). Along with support to guaranteed bandwidth, DSME also supports better scalability 
using techniques like multi-channel and CAP reduction. CAP reduction increases the number of 
guaranteed timeslots available for accommodation in a network. However, the multisuperframe 
structure defined statically at the beginning of the network can affect the overall throughput 
because of wastage in bandwidth. We believe that, in practical cases, as the network grows dense, 
dynamic tuning of the multisuperframe has a possibility to yield better network performance. 

In what follows, we present an effective multisuperframe tuning technique that helps to 
utilize CAP reduction in an effective manner to improve the Quality of Service in terms of 
throughput and delay. 

 System Model 
The standard defines the structure of the superframe by the values of Superframe Duration (SD), 
Multi-superframe Duration (MD) and the Beacon Interval (BI) which is the time period between 
every beacon. The Multi-superframe Duration is a new parameter introduced in DSME, it provides 
the length of all the individual superframes within the multi-superframe. In accordance to the 
standard [105] the CAP has a minCAPlength, which is 440 symbols and it spans across all the 
superframes of the multisuperframe structure. Traditionally, the GTS request for allocation for 
GTS will be done through the CAP region as shown in Figure 40. In a time, critical system however, 
which relies completely on the GTSs, the allocation can be directly sent through the Enhanced 
Beacon which will be issued periodically with the GTS descriptor. The schedule (i.e, GTS 
descriptor) can vary based on the channel conditions and protocols like routing implemented over 
the network. 
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Figure 42- Traditional GTS data transmission (b) Time-critical GTS Data transmission in DSME in two 

superframes 

 

The Pan Coordinator when it gets a GTS allocation request from the node checks for the 
available resources and if possible it allocates the GTS for the node within the superframe else it 
elapses to the next superframe. In a traditional GTS transmission, GTS is usually allocated in a First 
Come First Serve basis (FCFS), but a time critical DSME transmission can be governed by an 
efficient routing protocol in which the schedule is determined in advance and the GTS descriptor 
provides the details including the channel which varies periodically within the multisuperframe. 
In IEEE 802.15.4, for a dynamically growing network, when no GTS resources are available the 
nodes have to wait for an entire superframe duration to get the next opportunity to transmit in a 
guaranteed timeslot. Whereas, in DSME this has been averted by techniques like CAP reduction. 
In CAP reduction, all the superframes in a multisuperframe can be converted into CFPs except for 
the first. Figure 4 showcases multisuperframe 1 with CAP reduction and multisuperframe 2 
without CAP reduction, it follows the same BO and MO of Fig 2. For a larger MO more CFPs are 
obtained by CAP reduction. In accordance to the standard, CAP reduction can be determined at 
the start of a multisuperframe by the PAN-C, this will have carried out in the specific 
multisuperframe over the entire time duration. 

 

 

Figure 43 - Multisuperframes with and without CAP reduction 

In a dynamically growing mesh network, when new Fully Functional devices (FFD) are added, 
every FFD will have its own superframe. The MO and CAP reduction primitive which are defined 
at the start of the network can result in some adverse results.  

Case 1: There can be a need for more guaranteed timeslots than what is available by CAP 
reduction and multi-channel access. This could have be avoided if a bigger MO was defined at the 
beginning of the multisuperframe in accordance to the required resources. Case 2: There can be 
excess number of guaranteed timeslots than required. This affects the throughput of the overall 
network due to wastage of bandwidth. These situations can be overcome by a multisuperframe 
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tuning based technique that can (1) employ/deploy CAP reduction based on the number of 
transmissions that need to accommodate the superframe, (2) provide a a new Multisuperframe 
Order based on the number of transmissions for the GTSs. This is possible by implementing a 
routing layer over DSME that helps providing the scheduling information to the link layers similar 
to the Orchestra schedules [106] used in 6TiScH [107].  

As the network grows/diminishes dynamically the routing layer provides respective 
schedules that contain the number of pair-wise GTSs transmissions. This will be given on to the 
link layers using the RPL backbone for every beacon interval. With the dynamic change in network 
(increase/decrease of FFDs), the RPL conveys the new schedule and the PAN Coordinator has 
access to the channels quality, schedule to be put in the timeslots, available GTS resources. The 
PAN-C determines the value of MO and the CAP reduction primitive based on the size of the 
schedule. If more resources are needed the PANC increases the MO, eventually adding another 
superframe with CAP reduction employed, on a contrary situation it can also decrease MO 
dynamically and also switch off the CAP reduction primitive. This information will be sent through 
an Enhanced Beacon at the start of every new Multisuperframe. Figure 42, presents a flow graph 
of this entire process. 

 

 

Figure 44 - Flow graph of the DynaMO process 

In the following section, we propose an analytical modelling for the CFP allocation as 
described above.  

 

 Modelling of GTS under CAP reduction 
For our analysis, we consider a time-critical DSME mesh network with N nodes under the 

network coverage of the PAN Coordinator. Being a time critical network, we provide guaranteed 
transmissions for all the nodes that are associated in the network. The RPL (Routing Protocol) 
[108]  forms a network topology based on an Objective Function that determines the quality of 
the network [109]. This schedule of the topology will be sent for every multisuperframe duration. 
Every device is allocated with one or more GTS based on the topology issued by the RPL and we 
assume all the transmissions to be successful. 

IEEE 802.15.4e specifies the functionality for CAP reduction if specified by the PAN-C but does 
not provide any limit on the GTSs, a device can be allocated with. This gives us a liberty to consider 
that a device can occupy as much amount of GTS as needed. Let us consider the maximum number 
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of GTS in a superframe is _S1 and when considering 2 superframes with CAP reduction the 
maximum number of GTS in a superframe will be _s3, as it encompasses 3 CFPs. Hence, in general 
the maximum number of GTS available in a multisuperframe can be given by _SN, where N is the 
number of CFPs encompassed in the specific multisuperframe. In the IEEE 802.15.4, the GTS 
requests will have to wait in a queue and be transmitted in CAP. This in turn, can result in the 
performance degradation in the network because of the loss of requests due to collisions. The 
PAN-C on its own has the ability to allocate a GTS to a node in a time critical DSME network, much 
time is saved this way and more reliability can also be assured. Unlike the traditional IEEE 
802.15.4, our network is self-aware based on the input of the schedule provided by a routing 
protocol after the association process. DSME has access to the channels quality, schedule to be put 
in the timeslots, available GTS at this moment. The PAN-C determines the value of MO and the CAP 
reduction primitive based on the size of the schedule. If more resources are needed the PAN-C 
increases the MO, eventually adding another superframe with CAP reduction employed, on a 
contrary situation it can also decrease MO dynamically. We call this process as ”DynaMO” - 
Dynamic MO tuning.  

 Analysis 

For the numerical analysis, we take the timeline of events as shown in Figure 45. The entire 
timeline is divided from T1 to T7 which comprises of 7 multisuperframes which are an 
amalgamation of 12 individual superframes. It should be noted that for this numerical analysis we 
consider that all the transmissions in the guaranteed timeslots are successfully accommodated 
and the size of every timeslot of 1ms. For the same of simplicity, we have provided 2 timeslots 
over 2 channels in every CFP, overall providing 4 GTSs in an individual superframe. An Enhanced 
Beacon will be sent at the start of every multisuperframe which will contain the primitive to 
activate CAP reduction and the schedule with the channel and slot information. 

 

Figure 45 - Scenarios taken for numerical analysis 

The scenarios taken for the numerical analysis: (i) From T1 to T2: This is a multisuperframe 
in which normal DSME without CAP reduction is employed. The multisuperframe in this scenario 
is expected to support 5 GTS transmissions. It should be noted that without CAP reduction, the 
superframe has to wait the entire region of CAP to get the transmission accommodated. (ii) From 
T2 to T3: This is a multisuperframe with CAP reduction employed in it. Unlike the previous 
discussed case, the final transmission need not wait for a CAP. (iii) From T3 to T4: This is a 
multisuperframe with CAP reduction employed, but the number of transmissions it has to 
accommodate is 13. But the MO in this scenario is static, the final transmission of this use case also 
has to wait for an entire CAP period before its transmission. (iv) From T4 to T5: This is a 
multisuperframe with CAP reduction employed with a static MO, but it should be noted that it just 
needs to accommodate 3 GTSs. As a result of this 8 GTSs remain unoccupied contributing to the 
wasted bandwidth eventually affecting the overall throughput of the network. (v) From T5 to T6: 
This holds the same condition as scenario iii, but with DynaMO, PAN-C counts the number of 
transmissions to be accommodated by the CFP. If the value is above the number of timeslots 
available, it increases the MO by 1 adding a superframe to the multisuperframe. In this use case 
the MO is 2, thus amalgamating 3 superframes within a multisuperframe, eventually reducing the 
overall delay. (vi) From T6 to T7: In this case the number of GTSs to be accommodated is 4. PAN-C 
deploys CAP reduction in this scenario eventually providing a single superframe to accommodate 
the 4 transmissions. Using this method will help reduce wastage of bandwidth and eventually 
elevating the throughput.  

Considering that every GTS occupies 1ms, we calculated the delay for the network for all the 
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use cases as mentioned above. For CAP reduction scenarios, we take the value of MO to be 1. For 
this numerical analysis, we consider idle time to be 0 and a constant bit rate of 1kbps. We also 
analysed the throughput of the DSME network with several scenarios using Equation 10. For this 
analysis, we take two channel DSME network with a constant data rate of 250 kbps. We compared 
the normal DSME with the DSME under CAP reduction that employs a fixed MO of 2 and a dynamic 
CAP reduction employed DSME network. 

 

Figure 46- Comparison in terms of delay 

 

the network throughput w.r.t the number of GTSs accommodated in the timeslots. It can be 
noticed that for a limited number of nodes there is excess resources in case of DSME with fixed 
CAP reduction thus affecting the overall network throughput. This is levitated in case of dynamic 
CAP reduction by the efficient alteration of the MO eventually resulting in a better throughput. 
This result stands the same even when the number of nodes is increased, thus resulting in a better 
throughput for DSME under dynamic CAP reduction. 
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Figure 47 - Comparison in terms of overall network throughput 

 

 Discussion 

We are showcasing an efficient multisuperframe tuning technique that will help use the CAP 
reduction to its full potential. We provided a detailed mathematical model and compared the 
performance of our scheme with the existing technique. We were able to obtain increased 
throughput by 10% and reduced delay 20-30%. As a future scope of this research work, we intend 
to use Markov chain models to study the behaviours of these GTS allocations and provide stability 
analysis for the overall network. The available tools for DSME is very limited though it has enough 
capabilities to become a de-facto standard for IoT implementation. We also aim at implementing 
a simulation model for these networks which will enable us to compare results with the analytical 
model. We also intend to develop an open-source implementation of this protocol for 
Commercially Off the Shelf WSN platforms (COTS) (e.g. TelosB devices), to validate the results 
over real WSN hardware and over an intra-vehicular network in UC3, showing that this 
methodology can be effective in improving the QoS in terms of delay for such applications. 
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4.3 Improved V2V Communications for Platooning 

In a vehicular platoon, a lead vehicle that is responsible for managing the platoon’s moving 
directions and velocity periodically disseminates control commands to following vehicles based 
on vehicle-to-vehicle communications. However, reducing command dissemination latency with 
multiple vehicles while ensuring successful message delivery to the tail vehicle is challenging. In 
what follows we propose a low latency dissemination strategy to address this issue. 

Still in this Section, we also look into security via encryption, applied to platooning. Securing 
wireless communication is significant for privacy and confidentiality of sensing data in Cyber-
Physical Systems (CPS), and due to broadcast nature of radio channels, disseminating sensory 
data is vulnerable to eavesdropping and message modification. Generating secret keys by 
extracting the shared randomness in a wireless fading channel is a promising way to improve the 
communication security. This is particularly important in vehicle platooning, where an 
eavesdropper can listen in the communication and carryout some kind of replay attack, taking 
over the platoon.  

In this line, we also present a novel secret key generation protocol for securing real-time data 
dissemination in CPS, where the sensor nodes cooperatively generate a shared key by estimating 
the quantized fading channel randomness.  

Although the UC is mostly focused on IEEE 802.11p-based technologies for inter-vehicle 
communications, 5G is an emerging wireless communication standard gaining a lot of momentum, 
and holding the promise of joining cellular and IoT application under the same infrastructure. 
Hence, to finalize this Section, we also look into current 5G technology, in particular concerning 
resource allocation and scheduling, to evaluate its adequacy to support V2X applications such as 
vehicle platooning. 

 

4.3.1 Enabling Low Latency Communication in Vehicle Platooning 
 

Technology Description Table – TDT11 

Title: LCD: Low Latency Command Dissemination for a Platoon of Vehicles 

Property: Performance – Timeliness 

Type: Protocol: a communication protocol 

Description: A linear dynamic programming algorithm using backward induction and interchange arguments 
to minimize the dissemination latency of inter-vehicle communication. 

Provider: ISEP 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: N/A 

Additional Details: [125] 

 

Recent advances in inter-vehicle wireless communications, e.g., Wireless Access in Vehicular 
Environments (WAVE), or Dedicated Short-Range Communication (DSRC), have enabled a new 
platoon-based driving paradigm, in which a lead vehicle is driven manually, while the following 
vehicles follow the lead vehicle in a fully automatic fashion. Every following vehicle maintains a 
small and nearly constant distance to the preceding vehicle [90], [91], [92]. In particular, Land 
Transport Authority in Singapore has planned to build dedicated smart highway lanes, on which 
wireless connected vehicles move in platoons to increase roads’ throughput [93]. The US 
Department of Transportation has developed “The Automated Highway System” so that vehicles 
can be driven in a platoon-like tight formation [94]. 

Forming a vehicular platoon is shown in Figure 48.   
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Figure 48 - A platoon of vehicles, where the driving status 

 

 

The lead vehicle decides the platoon’s driving status, i.e., driving speed, heading directions, 
and acceleration/deceleration values, which depends on emergent road conditions, such as traffic 
jams, crossroads, obstacles or car accidents [95]. 

The lead vehicle (managing the platoon) periodically broadcasts driving commands carrying 
information on its vehicle position and velocity to update the other platoon’s vehicles. Specifically, 
the following vehicles act as command forwarding nodes in a multi-hop vehicular network so that 
driving messages from the leader can be disseminated to all vehicles in the platoon. In terms of 
inter-vehicle communication, it is also assumed that the preceding vehicle disseminates driving 
commands to its following vehicle based on short-range one-hop broadcasts without causing 
interference to the other vehicles throughout the platoon [96]. Inevitably, pushing vehicles to 
drive in close formation as the platoon requires low latency driving command transmission from 
the lead vehicle to the tail for driving safety. Two critical challenges arise in the inter-vehicle 
wireless communication.  

The first challenge is that signal fading induces dynamic wireless channels, which causes 
command loss at the receiver. This command loss is especially crucial in vehicular platoons since 
command reception at each vehicle highly depends on the reception of its preceding vehicle. 
Moreover, command loss at preceding vehicles can impact the command dissemination due to 
retransmissions. This may lead to fatal accidents to the rest of the platoon due to lack of timely 
updates. The second challenge is the possibility of assigning the exact transmit rate to each vehicle 
in the platoon. Although a high transmit rate achieves low transmission latency for each vehicle, 
increasing the transmit rate results in increasing the receiver’s bit error rate (BER) at a given 
Signal-to-Noise Ratio (SNR). Accordingly, the vehicle with high BER spends longer time on 
command retransmissions, which prolongs dissemination latency of the platoons. Therefore, 
allocating the transmit rate without a proper adaptivity leads to command dissemination latency 
performance degradation. 

We propose a low-latency driving command dissemination (LCD) algorithm to adapt the 
transmit rate (i.e., modulation) allocation of vehicles as such that the latency of command 
dissemination in the platoon is minimized under guaranteed BER. We prove that LCD algorithm 
achieves computation time complexity of O(NM2), where N and M are the number of vehicles and 
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modulation levels, respectively. To quantify the command dissemination latency over time-
varying channels, we interpret the vehicular platoon as a M/M/1 queue, where the length of the 
part of the platoon that have successfully received the driving command is modeled to be the 
length of the queue. In particular, we consider that the platoon is experiencing the identical 
channel fading at a specific time.  

The closed-form expected latency of the command dissemination is derived given a fixed 
command arrival rate and service rate. Technical details regarding the Markov Chain modelling 
are presented in [125]. 

 Simulation Settings 
LCD was evaluated in simulations to evaluate its performance, namely, command dissemination 
rate and latency. Here, the command dissemination rate defines the ratio of successfully 
disseminated commands to the time consumption on the dissemination. For comparison 
purposes, we simulate three other scheduling algorithms that are suitable in our context setting. 

The platoon size increases from 5 to 50, i.e., N ∈ [5, 50]. We normalize the noise power at 

the vehicles as σ2 0 = 1, set the average channel power gain of the Rayleigh fading inter-vehicle 

communication links to νi = 1. Furthermore, set the target ǫ = 0.05% for the numerical results, 
i.e., the number of bit errors is no more than 0.05%, however, this value can be configured 
depending on the traffic type and data quality-of-service requirements. For Pi in (1), the two 

constants, κ1 = 0.2 and κ2 = 3. The highest modulation scheme ρM = 8. Each command that is 

generated by the lead vehicle has a payload of 32 bytes, i.e., L = 256, unless otherwise specified. 
Block fading is assumed on all the wireless links. In other words, the channel gain of a wireless 
link keeps constant during the rate allocation and the command transmission, but varies between 
time frames. This assumption is reasonable, because the duration of a frame is typically up to 10ms 

during which the distance that a vehicle has moved in highway speed is negligible.  

We compared LCD with two dissemination algorithms with a fixed transmit rate, i.e., the 
lowest transmit rate protocol (LTRP), and power-constrained transmit rate protocol (PCTRP). 
LTRP is a simple command dissemination algorithm, which sets the lowest modulation scheme 
ρ0 to the platooning vehicles. PCTRP sets the transmit rate of the vehicles to the highest transmit 

rate that is restricted by the highest transmit power Pmax. In addition, a partially adaptive protocol 
adopting an ON–OFF transmit rate selection (NFTRP) is also simulated for comparison (extended 

from [98]). Specifically, the vehicle i exclusively determines ri according to ηi,i+1, where vehicle 

i ∈ [0,N − 1] with a high ηi,i+1 selects the maximum transmit rate, ρM. Otherwise, the transmit 

rate of the vehicle i is ρ1. 

 Simulation Results 
We compare the dissemination rate and latency in terms of the platoon size. In particular, the 
dissemination rate defines the ratio of the amount of commands successfully disseminated by all 
the vehicles in the platoon to the time spent on the dissemination. The dissemination latency 
defines time duration for a head-to-tail delivery of a command. 
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Figure 49 - The performance of command dissemination rate 

Figure 49 shows the dissemination rate of LTRP, PCTRP, NFTRP, the proposed LCD, and 
M/M/1 formulation in [97] with an increasing number of vehicles. Generally, the performance of 
LCD and PCTRP increases linearly with the platoon’s size, while the one in LTRP does not vary too 
much. NFTRP provides a similar dissemination rate to PCTRP, which is better than LTRP. 
However, NFTRP with the ON–OFF transmit rate selection is unable to efficiently adapt to the time-
varying channel due to a hard link-quality threshold. In addition, LCD achieves 50.9%, 87.6%, and 
64% in terms of the PDCRP, LTRP, and NFTRP, respectively. In Figure 2, it can also be observed 
that LCD approximates the numerical calculation of M/M/1 analysis. Therefore, the performance 
of M/M/1 also confirms validity of LCD. 

 

 

Figure 50- A comparison of dissemination latency by our LCD, 

Figure 50, presents the average latency of disseminating commands from the lead vehicle. In 
particular, PCTRP gives the smallest dissemination latency since the highest transmit rate at all 
the vehicles leads to the lowest dissemination latency. However, note that a high transmit rate 
causes a high bit error rate, which reduces the command dissemination rate, as shown in Figure 
49. LCD approaches PCTRP and M/M/1 analysis with the maximum gap of up to 0.2 second in 
terms of latency, while LCD improves the command dissemination rate by 50.9%, which is 
significant to guarantee the timeliness and reliability of driving information delivery in the 
platoon. In addition, LCD outperforms LTRP with substantial gains about 4.1 seconds, and the 
gains keep growing with the platoon size. LCD also achieves 1.2 seconds faster than NFTRP in 
terms of dissemination latency. 
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Furthermore, we compare the dissemination rate, and latency in terms of command packet 
size, given a platoon of 30 vehicles. Figure 51 shows the performance of the command 
dissemination rate, where the command packet size increases from 5 bytes to 65 bytes. In general, 
the maximum dissemination rate of LCD is higher than PCTRP, LTRP, and NFTRP by around 
56.3%, 85.6%, and 60%, respectively. Additionally, the command dissemination rate of LCD drops 
with the increase of the packet size. The reasons can be explained by the fact that the number of 
disseminated commands drops with an increase of command packet size since each vehicle 
spends longer time on transmission. Moreover, in terms of the dissemination latency shown in 
Figure 52, all the transmit rate allocation algorithms maintain a fixed dissemination latency 
regardless of the packet size. 

The reason is that a fixed number of vehicles in the platoon results in a lower bounded Ti(ri) 
which is unaffected by the packet size. In particular, LCD saves 0.1, 2.7, and 0.8 seconds 
dissemination time compared to PCTRP, LTRP, and NFTRP. 

 

 

Figure 51 - comparison of command dissemination rate using 

 

 

 

Figure 52 - A comparison of dissemination latency using LCD, 
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 Discussion 

We address the optimal transmit rate allocation problem for driving command dissemination in 
vehicular platoons. A low-latency command dissemination scheme, LCD, is studied to apply 
dynamic programming to produce an optimal rate allocation policy. To further quantify the 
latency, we formulate the command dissemination in the platoon by using a M/M/1 queue model. 
Simulation results show that LCD significantly improves the dissemination rate by 50.9%, as 
compared to the existing algorithms. Moreover, LCD also approximates the lower bound of 
dissemination latency with the maximum gap of up to 0.2 second. These results seem quite 
encouraging and this technology is to be validated in the UC. 
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4.3.2 Enabling Secure V2X communications  
 

Technology Description Table – TDT10 

Title: Dynamic Key-Generation for IEEE 802.11p 

Property: Security 

Type: Protocol: a communication protocol 

Description: Generating secret keys by extracting the shared randomness in a wireless fading channel to 
improve the communication security in V2V communications. 

Provider: ISEP 

Provided as SafeCOP Technology Brick: YES (TB021) 

Readiness: Complete 

Integration Status: Integration is in progress using simulation 

Additional Details: N/A 

 

Real-time data dissemination provides a fundamental distribution service for many applications 
in Cyber Physical Systems (CPS), e.g., vehicular platoons [99], intelligent transportation systems 
[100], wireless sensor-actuator networks [101], and Internet of Things [102]. Due to broadcast 
nature of radio channels, disseminating sensory data is vulnerable to eavesdropping, and message 
modification from an illegitimate eavesdropper. To improve communication security in CPS, using 
a shared secret key for data encryption/decryption is crucial to support data confidentiality, 
integrity, and sender authentication. Key generation based on the randomness in a wireless fading 
channel is a promising approach [103], where two sensor nodes extract secret bits from the 
inherently random spatial and temporal variations of the reciprocal wireless channel between 
them. 

However, previous works on fading channel based secret key generation mainly focused on 
improving the secret bit generation rate between a pair of sensor nodes (by exploiting temporal 
and spatial variations of radio channel, multiple antenna diversity, or multiple frequencies). The 
problem of unanimity of the generated key for the realtime data dissemination remains as a 
challenge.  

We present a new data dissemination security protocol that quantizes the estimated received 
signal strength (RSS) measurements. The quantization intervals are cooperatively adapted to 
reduce secret bit mismatch rate (BMR). Note that the secret key generated by our protocol is based 
on channel randomness over multiple hops, the eavesdropper at a different location experiences 
independent channel fading, which is not able to obtain the same key. In addition, the proposed 
protocol can be applied to more critical systems, as the secret key is generated in a distributed 
manner, eliminating single point of failure. 

A 2-hop Wireless Sensor Network (WSN) testbed is built to empirically study the 
performance of our protocol. The results are significant because they provide invaluable 
information for improving the wireless security and key generation in future research. 
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Figure 53 - The secure data dissemination in the CPS that 

 

We consider n nodes of interest in the network, forming (n − 1) wireless hops, as shown in 

Fig. 1. Without loss of generality, it is assumed that route from the source node to the sink node 
has been constructed by routing protocols. At time tT0, the data source, i.e., node 1, broadcasts a 
token packet Token 0, which contains node ID and timestamp. 

Once Token 0 is successfully received by the node 2, node 2 sends the Token 1 at tT1, which is 

also an acknowledgement to Token 0. According to reception of the Token 0 and Token 1, node i 

(i ∊ [3, n]) is aware of the channel quality with the node 1 and 2, which are denoted by Hi,1 and 

Hi,2. Moreover, the receiving power at node i (denoted by 𝑃𝑖
𝑟𝑥) can be specified by  

 

where 𝑃𝑗
𝑡𝑥 is the transmit power of node j (j = 1, 2). K1 and K2 are positive fixed constants 

relating to the channel.  

The term ∅i,j denotes background noise power of the link, which is independent fading over 

different time epochs. In addition, 𝐻𝑖,𝑗 =𝑃𝑗
𝑡𝑥 −𝑃𝑖

𝑟𝑥  presents the channel gain of the link between 

sender node j and receiver node i. Since the channel randomness information cannot be 
transmitted over the public channel that is observable to the eavesdropper, based on (1), the 

channel quality between node 1 and 2 is estimated by node i using , 𝐻𝑖
1,2 =,𝐻𝑖,1 −𝐻𝑖,2  

Next, let £q and Q denote the q-th quantization interval and the total number of quantization 

intervals, respectively, where q ∊ [1,Q]. The probability that the secret key of all the nodes is 

unanimous defines P(L(𝐻𝑖
1,2) ∊ [£q, £q+1]), where L(𝐻𝑖

1,2) is the quantized 𝐻𝑖
1,2 at node i (i  ∊ [3, 

n]). 

Thus, maximizing P(L(𝐻𝑖
1,2) 2 [£q, £q+1]) leads to the lowest BMR and the optimal  £*q . In 

particular, classical encoding techniques, e.g., gray coding or XOR coding, can be employed to 

generate secret key for data encryption/decryption, based on the L(𝐻𝑖
1,2). As shown in Fig. 1, from 

𝑡𝐷1𝑡𝑜𝑡𝐷𝑛𝑡𝑜𝑡𝐷(𝑛−1), the encrypted data is disseminated from the source node to the sink, while 
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the receiver replies ACK to the sender at each hop. 

 

 Experimental Results 
We implement the cooperative secret key generation on a 2-hop WSN testbed, as shown in 

Fig. 2. Specifically, the source node, i.e., node 1, disseminates data packets to node 3 via node 2. 
Data packet rate is fixed at 1 packet/s. We conduct an experiment with different inter-node 
distance to evaluate the security protocol in terms of BMR. In particular, BMR is defined as the 
number of bits that do not match between the source node and the sink node divided by the 
number of bits extracted from RSS quantization.  

  

 

Figure 54 - BMR Results 

The solution shows preliminary experimental results of BMR given Q = 2, Q = 3, or Q = 5. In 
general, increasing the inter-node distance leads to an increase of secret bit mismatch, since the 

low RSS causes a high randomness of 𝐻𝑖,𝑗 , which downgrades P(L(𝐻𝑖
1,2). Moreover, as the total 

number of quantization intervals increases from 2 to 5, the BMR goes up. When the inter-node 
distance is 10m, BMR of the protocol with Q = 5 is 12%, which is 4.8% higher than the one with Q 

= 2. Therefore, it can be known that a smaller Q reduces P(L(𝐻𝑖
1,2). However, we also note that a 

smaller Q leads to a lower randomness of the secret key, which is easier to be cracked by the 
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eavesdropper. 

 Discussion 
Based on the experiments on the 2-hop WSN testbed discussed in the previous section, we observe 
that the distance between the nodes and number of quantization intervals affect the secret bit 
mismatch rate, hence the importance of dynamically tuning the quantization window. For future 
work, the WSN testbed will be extended to a large scale, and the proposed security protocol will 
be further evaluated in different applications of CPS, in particular over a vehicle platooning V2V 
scenario in UC3. 
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4.3.3 Looking forward into 5G for V2X communications 
Technology Description Table – TDT12 

Title: 5G for V2X 

Property: Performance – Timeliness;  

Type: Simulation Analysis 

Description: Analysis of 5G Scheduling and Resource Allocation Procedures for V2X Communication 

Provider: DTU 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: N/A 

Additional Details: N/A 

 

 Resource Allocation for V2X Services 
Two modes (mode 1 and 2) were initially standardized in 3GPP for SL D2D communications. The 
resource allocation for mode 1 and 2 is carried out at the eNodeB (eNB) or autonomously by the 
UEs, respectively. Mode 2 can be used by the UEs both in out-of-coverage and in-coverage 
scenarios while mode 1 can only be used when the UE is under the coverage of the eNB.  

Both modes share the same resource allocation structure, in which the transmission and 
reception of data is scheduled within the so-called PSCCH (Physical Sideling Control Channel) 
period, which can be 40 to 320 ms long, depending on the E-UTRAN configuration [62]. Within 
this period, a set of subframes are determined for the PSCCH transmission (light blue region in 
Fig.1a) and a different set of subframes are determined for the PSSCH (yellow region in Fig.1a) in 
a way that the corresponding PSCCH for a given PSSCH is always sent before the PSSCH data. The 
PSCCH contains the SCI also called Scheduling Assignment (SA), which is used by the receiver to 
know the occupation of the PSSCH radio resources. In both modes, the SCI is configured in format 
0 and is transmitted identically in two different subframes in order to provide reliability due to 
the lack of feedback channel in SL communication. The receiver blindly detects the SCI by trying 
out all possible PSCCH resources. Once the correct SCI is decoded (indicated by the Group ID field 
of the SCI), the receiver UE extracts the relevant information in order to know where the resources 
of the actual data are allocated. The PSSCH transport block can be transmitted up to four times in 
four consecutive subframes within the subframe pool, allowing the receiver UE to implement open 
loop HARQ by combining the four redundancy versions of the PSSCH transport block. 

Mode 3-4 provide a completely different structure than mode 1-2 described above in order 
to allocate the PSCCH and PSSCH. In this case, there is no PSCCH period in order to distribute the 
transmission of both physical channels into different temporal periods. In contrast, the PSCCH and 
PSSCH channels are separated in the frequency domain. The resource grid is divided into sub-
bands or sub-channels in which the first two resource blocks (lowest frequencies) of each sub-
channel form the PSCCH pool (light blue region in Fig.1b) and the other resource blocks the PSSCH 
pool (yellow region in Fig.1b). Another configuration where PSCCH and PSSCH are transmitted on 
non-adjacent resource blocks is also standardized; however, in this work, we rely on the adjacent 
configuration (as illustrated in Fig.1b). Two identical SCIs (in format 1) to combat channel 
distortion and their corresponding PSSCH transport block are sent in the same subframe. If the 
PSSCH data occupies more resource blocks than available in one subchannel it also uses the PSCCH 
pool of the next(s) subchannels. In mode 3-4, a transport block can be sent out once or twice. In 
case of two transmitting attempts, another subframe is used with the same structure: two SCIs 
and their corresponding PSSCH transport block. In this case, all four SCIs provide information of 
the allocation of both PSSCH transport blocks. The receiver also detects the SCIs blindly. In case 
of two transmissions of the same PSSCH transport block, the receiver also implements HARQ [63]. 
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Figure 55 -  Resource allocation: a) modes 1 and 2, b) modes 3 and 4 (adjacent PSCCH + PSSCH) 

 

The SL D2D channel structure consists of logical, transport and physical channels similar to 
other 3GPP channels. An additional physical SL control channel (PSCCH) is provided for the SL 
Control Information (SCI) transmission in order to complete the communication functionality. 
Discovery and synchronization are incorporated to the SL D2D channel with their corresponding 
channels [60].  

 

 Scheduling for V2X Services 
Due to the periodic nature and predictable size of packets in V2X transmissions, a sensing-based 
semi-persistent scheduling (SPS) was standardized by 3GPP in order to optimize the use of the 
resource grid and minimize the transmission collisions between different UEs. The overall 
procedure of the algorithm is illustrated in Figure 56. 
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Figure 56 - Standardized sensing-based SPS procedure. 

In the standardized SPS approach, the UE transmits in a certain resource every resource 
reservation interval (RRI). After each transmission, the UE's MAC entity decreases the value of a 
counter called SL_RESOURCE_RESELECTION_COUNTER by one. When this counter reaches zero, 
the UE either keeps its current resources with probability p_RK (probResourceKepp) or triggers 
resource reselection with probability (1-p_RK), where p_RK can take values 0, 0.2, 0.4, 0.6 and 0.8 
[62]. In both cases, the UE randomly selects a new integer value for the counter within a specified 
range [C1,C2] that depends on the RRI value (see Table 11) [64]. 

 

Table 11 - SL_RESOURCE_RESELECTION_COUNTER range depending on RRI value [14]. 

RRI (ms) [C1,C2] 

100 [5,15] 

50 [10,30] 

20 [25,75] 

 

In case that resource reselection is triggered, the UE generates a set of resource candidates 
in the resource selection window, which corresponds to the subframes' range [n+T1, n+T2], 
where n is the current subframe, T1 depends on the process delay of the UE (T1 ≤ 4) and T2 shall 
fulfill the latency requirements (20 ≤ T2 ≤ 100). The resource candidates are generated based on 
what is previously sensed in the sensing window (1000 ms) and the UE randomly chooses one of 
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those resource candidates. A detailed description of how these resource candidates are generated 
can be found in [61]. The UE will continue transmitting in the selected frequency resource until 
resource reselection is triggered again. 

 Discussion 
In this section, we’ve made a short overview of some of the most interesting supporting features 
available in 5G for V2X services, both from a resource allocation and scheduling perspective. This 
work will continue to be carried out throughout the project, and in UC3 in an effort to keep pace 
with emerging wireless technologies. 
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5 UC4 – Vehicles and roadside units interaction 

The primary scenario in this use case is data exchange between vehicle and Road Weather Station 
(RWS), when vehicle passes RWS. This scenario is extended to cover also data exchange between 
two vehicles. In this case, both vehicles share the data received from the latest RWS and, as a 
result, both vehicles will obtain up-to-date road weather data from the area ahead. The 
communication in this scenario is local area communication by nature.  

Based on this general architecture, we have defined the key requirements for this use case. 
The idea is to define the parameters which can be observed and which generally confirm the 
operability of the Use Case scenarios. The SafeCOP project main objective is safe cooperating 
Cyber-Physical Systems using wireless communication. Therefore, it is essential to identify key 
safety and security risks, and based on them define specific requirements related to this use case.  

The safety and security risks are related to creating links and communicating between 
different counterparts; service provider, vehicles and roadside units. In each of the link the same 
security risks remains; identification of counterpart, validating the runtime operation during 
communication and avoiding malfunctions due to interference. Other safety aspects are related to 
ensure complete data exchange procedures in local area vehicular networking, when vehicles are 
passing each other or roadside unit with local area IEEE 802.11p networking. 

In what follow, we describe the UC’s communication architecture and operation scenarios. To 
finalize, we propose a methodology and application to enable support for vehicle and roadside 
unit communications using a cloud infrastructure. 

5.1 Communication Architecture 

In the final extension, we employ IoT cloud as communication entity, and instead of direct data 
exchanges between vehicles and RWS’s, the IoT cloud shares the location-based relevant data to 
each vehicle and RWS. The architecture of these resulting 3 scenarios are presented in the figure 
below. Vehicle and roadside unit are participating into the first scenario (vehicle-to-
infrastructure), two vehicles to scenario 2 (vehicle-to-vehicle) and finally service provider, vehicle 
and roadside unit to the final IoT-cloud scenario. 

 

Figure 57 - Use Case 4 Communication Architecture 
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5.2 Operational Scenarios 

In order to complete the operational scenarios, we have defined 3 main process structures to 
present the detailed operation in each situation, referring to the architecture presented above.  
The process structures are composed in the way that the SafeCOP-oriented functionalities are 
presented as separate elements. Therefore, we can construct the process structures in two 
different phases; first without security features provided by SafeCOP-functionalities, and later on 
with SafeCOP-functionalities integrated into the defined interface locations. 

The process structures of Vehicle-Road Weather Station interaction, Vehicle-to-Vehicle 
interaction and Vehicle and Wireless Service Cloud interaction are presented in the Figures below.  

Each process structure consists of two communication entities with complete interaction 
process presented in detail. The main objective in the process structures definition has been to 
split the communication process into the clear, individual phases, possible to observe, verify and 
analyse. Therefore, the operability of each process in this level can be easily verified. 

There is also the SafeCOP validation element(s) presented in orange colour, and SafeCOP 
runtime manager element(s) presented in yellow, respectively. 

 

 

Figure 58 - Vehicle-Road Weather Station (RWS) interaction 

These elements represent here the insertion point(s), where the SafeCOP-originated 
elements, enabling communication safety related CO-CPS, should be implemented. By defining the 
insertion points, the design of safety related CO-CPS is easier, as well as the implementation of 
them into the existing system. The process structures can be implemented in the first phase 
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without safety related CO-CPS, and verify the general operability and performance. This 
operability analysis will be used as reference material when analysing the efficiency of the system, 
with embedded SafeCOP safety related CO-CPS. Furthermore, by deploying the process structures 
without SafeCOP safety related CO-CPS first, we are able to deepen the requirements towards 
WP1-WP4 during this deployment.  

 

Figure 59 - Vehicle-to-Vehicle interaction 

Table 12 - Process structure objectives 

 The process 
structure 

Objective Priority Radio Coordinator Participants 

1 Vehicle-
RWS 
interaction 

Data exchange process 
when vehicle passes RWS 

Primary .11p FMI SITO 

2 V2V 
interaction 

Data exchange process 
when vehicles encounter 

Primary .11p FMI SITO 

3 Vehicle-
Cloud 
interaction 

IoT service cloud as data 
exchange media between 
vehicles and SP 

Primary cellular Alten 
Finland 

FMI, SITO 
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Figure 60 - Vehicle and wireless service cloud interaction. 

Finally, the main details of the process structures are gathered into the Table 12. As it can be 
seen, the majority of the scenarios (scenarios related to road weather station and vehicle-to-
vehicle communication) will be conducted mainly by FMI solely. The reason for this approach is 
straightforward; the physical interactive research road weather station of FMI is located in the 
FMI facilities in Northern Finland, and the distance to Alten and SITO facilities is relatively high.  

V2V process is closely related to RWS scenarios and will therefore rely on pretty much the 
same hardware, and therefore same issue binds this process as well. The remaining processes are 
more universal, and therefore they can be partially conducted in different locations, however with 
combined conduction as a major objective.  Furthermore, the process structure 3 will be the main 
process structure in the use case 4. It will be constructed as common platform of Alten, FMI and 
SITO, and is expected to be the primary communication scenario for the road weather data 
exchange in SafeCOP project. This is what is reported next.    
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5.3 Enabling vehicles and road weather station interaction via IoT cloud 

5.3.1 4G IoT cloud road weather service  
Technology Description Table – TDT13 

Title: 4G IoT cloud road weather service 

Property: Performance - Scalability 

Type: Tool: A software and/or hardware tool (including e.g., simulators and hardware devices) 

Description: Communication procedures and app for IoT-based road weather service 

Provider: FMI 

Provided as SafeCOP Technology Brick: YES 

Readiness: Complete 

Integration Status: In progress. 

Additional Details: N/A 

 

In this scenario, vehicle travel on the specific road stretch. It delivers up-to-date weather data in 
pre-configured intervals to the service cloud. Similarly, the RWS service data is delivered to the 
cloud. Whenever vehicle travels within the vicinity area of the RWS, or in the vicinity area of other 
geographically labelled service data (generated by another vehicle), it will receive the up-to-date 
data.  

The communication between the vehicles, RWS and cloud is conducted with standardized 
cellular 3G communication.  The primary user interface (UI) in vehicle is Android tablet, SUNIT F-
series vehicle PC user interface being an optional solution. SUNIT F-series consists of Intel 
processor certified for vehicle conditions, 7” screen and Windows 7 operating system.  

Vehicular road weather data is achieved solely from the external friction measurement 
instrument installed into the vehicle. FMI currently uses Teconer RCM 411 devices with road 
temperature, road state and road friction data. Existing instrumentation is the default source of 
vehicular data, but also the vehicle telematics data remain as the future option.  

The vehicle friction data used here is collected from FMI Intelligent Arctic Trucks fleet 
operating in Northern Finland. This fleet is continuously delivering mining goods from Kevitsa 
mine into Kemi harbour in about 260 km long road stretch viewed below, producing real-time 
road weather observation data. For the specific performance tests, we can also conduct friction 
measurements in the specific research vehicles of FMI.   

SITOWISE collects observation data from the road physical condition anomalies. This data is 
another source of vehicular data collected into the cloud.  

 



 D3.2 JU GA# 692529  

 

© The SafeCOP Consortium 96 

 

Figure 61 - Intelligent Arctic Trucks route and the existing RWS network. Blue dots are RWSs operated 
by the Finnish Transport Agency, and the interactive research RWS of FMI shown with an open blue dot. 

 

The road weather station consists of meteorological instrumentation overviewed in the 
station web portal http://sodrws.fmi.fi. Based on this information, a special local road weather 
information is composed for the road weather station location. Teconer RCM 411 devices with 
road temperature, road state and road friction data is the default source of vehicular data, but also 
the vehicle telematics data remain as the future option. SITOWISE collects observation data from 
the road physical condition anomalies. This data is another source of vehicular data collected into 
the cloud.  

The data exchange between the vehicle and cloud is not easy to measure. Instead, we measure 
the delivery delay and performance of data collected from one vehicle, received from the cloud by 
another vehicle. The delay for the data exchange and all the data contents transmitted and 
received will be recorded with the network analyzing tool, Wireshark. The data exchange process 
will be conducted both with and without installed SafeCOP security functionalities and runtime 
engine. The process will be repeated 10 times in both cases, with recorded data exchange. The 
comparison of evaluation results will be used for the efficiency and operational evaluation of 
SafeCOP components. 

The meteorological data used in this scenario is road weather information composed for the 
RWS location. In the first stage, this data consists of friction estimate for the area. 

SITOWISE collects observation data from the road physical condition anomalities with a so-
called field reporting tool. This data is another source of vehicular data collected into the cloud. 
This kind of data collection is important since the so called C-ITS Platform, establish by DG MOVE 
has agreed upon a list of “Day 1 services” in co-operative intelligent transport systems. Even 
though the list is not totally official, it can be used as a kind of a reference point. These Day 1 
services are regarded to have a lot of societal benefits and they are so mature that they will be 
available for the end users rather soon.  At the moment, the Day 1 services/related applications 
suggested by C-ITS Platform include:  

• Hazardous location notifications:  
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o Slow or stationary vehicle(s) & Traffic ahead warning  

o Road works warning  

o Weather conditions  

o Emergency brake light  

o Emergency vehicle approaching  

o Other hazardous notifications  

• Signage applications:  

o In-vehicle signage  

o In-vehicle speed limits  

o Signal violation/Intersection Safety  

o Traffic signal priority request by designated vehicles  

o Green Light Optimal Speed Advisory (GLOSA)  

o Probe vehicle data  

o Shockwave Damping (falls under ETSI Category “local hazard warning”) 

In SafeCOP observation data for some of these services will be collected in Finland (UC 4), 
based on the drivers’ observations.  The aim is to collect safety related data such as: 

• Temporary slippery road. 

• Animal, people, obstacles, debris on the road 

• Unprotected accident area 

• Reduced visibility 

• Unmanaged blockage of a road 

• Exceptional weather conditions (e.g. fog, heavy rain, heavy wind) 

The collection procedures and tools are still under discussions, but the aim is to collect data 
for most of the observations listed above. As mentioned above the aim is to use a field reporting 
tool that can provide valuable traffic and condition data that can be used to help maintenance, 
planning, traffic information etc. services. The figure below shows the basic idea and tools to be 
used.  
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Figure 62- UC4 tools 

As previously described, the cloud service data is collected from three different sources. (1) 
The external friction measurement instruments (Teconer RCM 411 devices with road 
temperature, road state and road friction data) installed into the FMI Intelligent Arctic Trucks fleet 
operating in Northern Finland; (2) The local road weather information inherited from the 
research road weather station (web portal http://sodrws.fmi.fi) data, generated as local road 
weather information in the RWS location and (3) Specific LOUHI-service data collected by 
SITOWISE consisting of user observations of specific physical road condition anomalies.  

The data is collected into the cloud service as location-based, aging service information, to be 
offered for the cloud service users travelling in the location with specific data. Obtaining the cloud 
service data generally requires travelling in the location of specific data. The most obvious 
location of data is the road weather station vicinity, as the road weather service is continuously 
generated to RWS location. We have developed a specific end user pilot application for Android 
tablets and smartphones, to present the service data based on device location. This way we can 
observe all the collected data sources simultaneously. The application user interface is presented 
in the below.  
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Figure 63 - Cloud service application user interface in Android tablet. 

In this section we presented the overview of the UC4 development effort, focusing on the system 
architecture for supporting the vehicle and road weather station interaction. We also presented 
the application that has been developed in the UC for supporting the collection of data into the 
cloud. 
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6 UC5 – V2I cooperation for traffic management 

UC5 is exploring the potential of an innovative platform that integrates into the V2I network both 
traffic management (TM) and Video Content Analysis (VCA) functionalities. VCA consists in the 
acquisition from video cameras and subsequent elaboration through appropriate algorithms. 
Active road safety (ARS) programmes will strongly benefit from this integration, which enables, 
via VCA, the early-detection of possible dangerous road events/situations (e.g., vehicles slowing 
down, vehicles queue, motionless objects) and, via TM applications, the fast drivers' alert of such 
traffic anomalies.  

In what follows, we present the overview of the UC communication architecture followed by 
a methodology that enables security via cryptography support, for communication with the UC 
roadside sensor network. The UC5 uses the WSN nodes to retrieve and transmit sensor data 
(presence of ice, water and traffic on the road). In this context, this proposal will satisfy the 
authentication, the confidentiality and the integrity requirements for WSN, granting additional 
safety by securing sensor data transmissions. 

6.1 Communication Architecture 

The probability of traffic accidents will decrease by providing assistance to drivers exploiting 
both ARS, e.g. collision avoidance systems and other management applications like Adaptive 
Traffic Light Systems (A-TLSs). A-TLSs change the traffic lights signalling plan (the duration of 
red, yellow and green phases) according to a set of control parameters, e.g. the time and the day. 

 

Figure 64 - Overview of UC5 components 

Figure 64 shows the architecture of the envisaged system. It integrates several SafeCOP 
framework components, including runtime mechanisms for safety assurance and distributed 
safety-critical cooperation techniques (based on extensions to IEEE 802.11p), into a Traffic 
Management Application, which runs in a distributed way. This system will represent one of the 
SafeCOP demonstrators. It is composed of on-board (OBU) and road side (RSU) units, and a server-
based Control Center. From the security standpoint, authentication and encryption shall be 
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applied to all communications; any non-authenticated and/or non-encrypted transmission cannot 
be automatically considered trustworthy. A non-authenticated communication may come to the 
control center from either a traffic light or a car. In the former case, the breach of authenticity is a 
critical issue, and the CO-CPS system should switch to a safe mode. In the latter case, the non-
authenticated information may simply be discarded, or be used in the decision process only if it is 
corroborated by coherent information coming from authenticated entities. 

6.2 Securing Roadside Sensor Communication 

6.2.1 Providing Improved Cryptography Support to Roadside Sensors 
Technology Description Table – TDT14 

Title: Hybrid Cryptography 

Property: Security 

Type: Method: A method that describes how to apply a process 

Description: Cryptographic mechanism for securing WSN IEEE802.15.4 communications 

Provider: UNIVAQ 

Provided as SafeCOP Technology Brick: YES (TB014) 

Readiness: Complete 

Integration Status: Complete 

Additional Details: [58] 

 

The term “Wireless Sensor Network” (WSN) [52] usually refers to a particular type of network in 
which small, battery-powered, sensor-equipped wireless nodes are distributed over an area with 
the intent of retrieving and collect data from the environment. Due the low computational power 
of the nodes, it is unfeasible to let single nodes do any complex data manipulation. Instead, the 
nodes are meant to collaborate and work together as an unique distributed system. 

In this context, security is often seen as a costly yet an unnecessary feature [53]. However, in 
various scenarios, security is one of the main concern and is not possible to not provide security 
features to protect data and the network itself. 

One of the first step in this direction is to use a cryptographic scheme to protect data 
transactions between nodes. In literature, various proposals can be found, some exploiting a 
symmetric key cryptographic scheme [54] others using common public key cryptography scheme 
[55] However, in both cases there are issues that make the actual use of the scheme sub-optimal: 

a) While a symmetric key scheme (based on block or stream cyphers) can offer the right 
balance between security and performance, it assumes the presence of the symmetric 
key in every communication party. This leads to the historical “key distribution” problem 
[56], which, in WSN, it is even more hard to solve due the small computational power, 
the low transmission data rate and the small physical dimensions of the nodes. A simple 
solution would be to store the key in the internal memory of the node, which, in the WSN 
context, can be a serious vulnerability due the fact that, if an attacker can manage to steal 
(even for a small period of time) a node, he/she can access to the internal memory and 
dumping all the content, including the symmetric key used to encrypt data. 

b) On the other side, using a public key cryptographic scheme can avoid both the problem 
of key distribution and security of the key itself. However, public key cryptography 
requires far more computational power respect the symmetric cryptography to be 
effective [57] with an acceptable latency. Although WSN nodes can surely use public key 
cryptography, only very few scenarios can accept the high latency of the key calculation. 

In order to provide a general solution to the problems the common cryptographic schemes 
have in WSN, UNIVAQ has proposed a hybrid key cryptography scheme, the Topology-Authenticated 
Key scheme, TAKS, which is capable of providing security in WSN data transactions using small 
computational power. 
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The theoretical and mathematical background on which TAKS is based is fully developed [58], 
it is ready to be used in different scenarios and it is ready to supports all the basic network 
topologies referenced in the IEEE 802.15.4 [59]. Up to now, current TAKS implementation can 
operate in WSN logically disposed in a set of point-to-point connection. In this implementation, 
TAKS generate keys to provide security to each couple of nodes as a separate link. 

In order to fulfill the safety and security requirements in the context of SAFECOP, UNIVAQ 
intent is to extend TAKS implementation to be compatible with more complex topologies, such as 
star topologies and, optionally, cluster-tree topologies. 

 TAKS Overview 
The Topology-Authenticated Key Scheme [58] exploits the power of hybrid cryptography in order 
to allow WSN nodes to generate keys and to encrypt/decrypt data with small impact on 
performances. 

In TAKS, the key used to encrypt and decrypt data is not pre-distributed among nodes as it is. 
Instead, nodes store a private key fragment (which the node keeps secret) and a proper set of 
public key fragments, each of which is relative to a particular neighbour of the node considered. 

Along this last concept, TAKS introduces the authenticated topology, which defines which 
nodes can exchange data with a selected node. The authenticated topology allows to lock and 
secure the communication links, protecting the WSN from a set of malicious attacks falling in Man-
in-the-Middle type attack class. 

In order to construct a symmetric key, TAKS uses the key fragments and a special function 
(called TAK) which combines the private key fragment of one node and the public fragment of the 
other. The symmetric key is then used by both parties to encrypt data and to calculate a Message 
Authentication Code (MAC). 

For every node, the data structure required by TAKS to generate the key is called Local 
Configuration Data (LCD) and contains the following: 

• A Local Key Component (LKC), which is the private key fragment 

• A Transmit Key Component (TKC), which is the public key fragment 

• A Local Planned Topology (LPT) which store the concept of authenticated-topology. It is 
organized into Topology Vectors, each of them describing a one-to-one relationship of the 
nodes enabled to communicate. The Topology Vectors provide a mechanism to assert the 
availability of a communication link (according the planned topology) and to retrieve the 
public fragment corresponding to the sender node. 

Every node can access its own LKC and, by accessing the LPT (and the stored Topology 
Vectors), to the TKCs of all its neighbour nodes. Figure 65 shows a graphical representation of 
TAKS inner workings. 
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Figure 65 - TAKS diagram 

The frame payload is divided into three sections: 

• The ciphertext CA. It is the result of the symmetric encryption using the shared secret SS 
as key of the original message. 

• The shared secret SS is computed from a nonce value α and the result of a valid secret 
generation function (details are found in the next section) 

• The key reconstruction information dA, such that 𝑑𝐴 = −𝛼𝑇𝐾𝐶𝑖 

• A message authentication code τ resulting from a proper message authentication code 
generation function. 

• Finally, an authentication function is used 

The selection of a proper encryption/decryption function and a message authentication code 
generation function is left to the implementations. 

 Details on key fragments generation (point-to-point) 
Fragments generation starts by a large prime number 𝑞  such that 𝑞 ≫ 𝑁  where 𝑁  is the total 
number of nodes of the network. 𝑈 is vector space of triples 𝑢 ∈ 𝑈 such that 𝑢 = (𝑥, 𝑦, 𝑧) where 
𝑥, 𝑦, 𝑧 ∈ 𝐺𝐹(𝑞). 

Given two network nodes 𝑖 and 𝑗, choose the following secret values: 

• 𝑎𝑖, 𝑎𝑗 ∈ 𝑈: 𝑎𝑖×𝑎𝑗 ≠ 0 

• 𝑚 ∈ 𝑈:𝑚(𝑎𝑖×𝑎𝑗) ≠ 0 

• 𝑏, 𝑘 ∈ 𝐺𝐹(𝑞) such that b is not a generator and k an arbitrary constant 

• 𝑐 ∈ 𝑈  

Defining: 

• The function 𝑓(𝑈) → 𝐺𝐹(𝑞): 𝑓(𝑢) = 𝑘𝑏𝑚∗𝑢 

• 𝑠𝑖 ∈ 𝐺𝐹(𝑞): 𝑠𝑖 = 𝑚𝑓(𝑎𝑖) 
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• 𝑠𝑗 ∈ 𝐺𝐹(𝑞): 𝑠𝑗 = 𝑚𝑓(𝑎𝑗) 

the resulting key fragments for 𝑖 and 𝑗 are: 

• {
𝐿𝐾𝐶𝑖 = 𝑎𝑖𝑓(𝑎𝑖)
𝑇𝐾𝐶𝑖 = 𝑠𝑖×𝑎𝑖

 

• {
𝐿𝐾𝐶𝑗 = 𝑎𝑗𝑓(𝑎𝑗)

𝑇𝐾𝐶𝑗 = 𝑠𝑗×𝑎𝑗
 

 

 TAK and Auth function selection 
In order to combine successfully the key fragments, the 𝑇𝐴𝐾(𝑈2) → 𝐺𝐹(𝑞) function is selected 
such that, given 𝑢𝑖, 𝑢𝑗 ∈ 𝑈: 

1. 𝑇𝐴𝐾 must be surjective 

2. 𝑇𝐴𝐾(𝑢𝑖, 𝑢𝑗) ≠ 0 

3. Given an arbitrary function ℎ(𝑈) → 𝑈, it has to be that 𝑇𝐴𝐾 (𝑢𝑖 , ℎ(𝑢𝑗)) =

𝑇𝐴𝐾 (𝑢𝑖 , −ℎ(𝑢𝑗)) 

4. Given an arbitrary scalar number 𝑎, it has to be that 𝑇𝐴𝐾(𝑢𝑖 , 𝑎𝑢𝑗| ) =

𝑇𝐴𝐾(𝑎𝑢𝑖, 𝑢𝑗| ) = 𝑎𝑇𝐴𝐾(𝑢𝑖 , 𝑢𝑗| ) 

 

The 𝐴𝑢𝑡ℎ(𝐺𝐹(𝑞)2) → {0,1} function should be instead selected such that: 

5. 𝐴𝑢𝑡ℎ is surjective 

6. 𝐴𝑢𝑡ℎ(𝑥, 𝑦) should return zero only for a subset of 𝑉: {(𝑥, 𝑦) ∈ 𝐺𝐹2}  

 

In order to comply the formal definition of the functions above, the following it is adopted: 
𝑇𝐴𝐾 ≔ 𝐿𝐾𝐶𝑖 ∙ 𝑇𝐾𝐶𝑗 

Proof: 

• 𝛼𝑇𝐴𝐾 ≔ 𝛼(𝐿𝐾𝐶| |𝑖 ∙ 𝑇𝐾𝐶𝑗) 

𝛼 (𝑎| |𝑖𝑓(𝑎𝑖) ∙ (𝑠𝑗×𝑎𝑗)) 

𝛼 (𝑎| |𝑖𝑘𝑏𝑚∙𝑎𝑖 ∙ (𝑚𝑏𝑚∙𝑎𝑗×𝑎𝑗)) = 𝛼𝑘𝑏𝑚∙(𝑎| |𝑖 + 𝑎𝑗)∙𝑎𝑖∙(𝑚×𝑎𝑗)=𝑆𝑆𝑖→𝑗  

 

• 𝛼𝑇𝐴𝐾 ≔ −𝛼(𝐿𝐾𝐶| |𝑗 ∙ −𝑇𝐾𝐶𝑖) 

−𝛼 (𝑎| |𝑗𝑓(𝑎𝑗) ∙ (𝑠𝑖×𝑎𝑖)) 

−𝛼(𝑎| |𝑗𝑘𝑏𝑚∙𝑎𝑗 ∙ (𝑚𝑏𝑚∙𝑎𝑖×𝑎𝑖)) = −𝛼𝑘𝑏𝑚∙(𝑎| |𝑖 + 𝑎𝑗)∙𝑎𝑗∙(𝑚×𝑎𝑖)=𝑆𝑆𝑗→𝑖  

 

• Using vector algebra property 𝑎 ∙ (𝑏×𝑐) = 𝑏 ∙ (𝑐×𝑎) : 
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𝛼𝑘𝑏𝑚∙(𝑎| |𝑖 + 𝑎𝑗)∙𝑎𝑖∙(𝑚×𝑎𝑗)=𝛼𝑘𝑏
𝑚∙(𝑎| |𝑖 + 𝑎𝑗)∙𝑎𝑗∙(𝑎𝑖×𝑚)=−𝛼𝑘𝑏

𝑚∙(𝑎| |𝑖 + 𝑎𝑗)∙𝑎𝑗∙(𝑚×𝑎𝑖)

 

 

While as 𝐴𝑢𝑡ℎ function, the following it is adopted: 

𝐴𝑢𝑡ℎ:= {0𝑖𝑓𝑀𝐴𝐶(𝑆𝑆𝑖→𝑗) − 𝑀𝐴𝐶(𝑆𝑆𝑗→𝑖); 1𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 } which is conformant to the formal 

definition above. 

 

 Improvements for SAFECOP 
In the context of SAFECOP, TAKS will be extended to support star topology WSN networks. An 
example of the representation of such a topology is shown in Figure 66 

 

Figure 66 - Star-Topology scenario 

As shown, a coordinator node is the center of the star and a variable number of device nodes. 
Communication is directed from the device nodes to the coordinator while direct communication 
between two device nodes is not permitted. In such a scenario, TAKS is extended to provide and 
create keys for each link. 

In order to model the scenario in terms of TAKS data structures, first the LKC and the TKC 
key fragments are assigned to the Coordinator and to each device nodes (LKCcoord and TKCcoord  for 
the Coordinator; LKCi and TKCi for every other device node i, where, i ranges from 1 to 9). Then, 
the LPT structure is filled with Topology Vectors so that the star topology in the previous figure is 
the chosen authenticated topology. 

 

Table 13 - LPT structure vectors distribution 

Node Stored topology vectors (in terms of TKC) 

Coord. TKC1, TKC2, TKC3, TKC4, TKC5, TKC6, TKC7, TKC8, 
TKC9 

1 TKCcoord 

2 TKCcoord 

… TKCcoord 

9 TKCcoord 
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Such a LPT forces the fact that the coordinator is the only one able to receive data from every 
device node, while every device node can receive (and decrypt) data coming from the coordinator. 

As for the point-to-point key generation, in the star topology scenario the basic mechanism is 
the same. However, it is important to notice that the coordinator node have to store the major part 
of the LPT structure. This can have a noticeable impact on the memory occupation of the 
coordinator node, which, in star topologies with a nontrivial number of nodes, can be completely 
filled up, leaving no memory available for computations. 

 

 Integration of TAKS 
Among ongoing activities performed on TAKS it has been a Secure Platform to increase security 
in WSN applications.  

The system is a secure WSN consisting of:  

• Ten devices in star topology with TinyOS operating system. Nine devices are equipped 
with a sensor-board which has a sensor of temperature, humidity, pressure, ambient 
light, accelerometer on two axes and a GPS module. 

• A Management System designed with the characteristics of a web application, connected 
to the Gateway device (coordinator) of the WSN, able to receive the data read by the 
sensors connected to the devices and to interact with one or more Operator Posts 
equipped with a Personal Computer (PC) and a common web-browser. 

• Monitoring software, able to collect the data gathered from the various devices and 
display them on a geographical map where the so-called Point Of Interest (POI) will be 
the peripheral devices themselves. 

Each device consists of the IRIS Processor Board and the Sensor Board MTS420CC (or 
equivalent devices), both produced by MEMSIC ™. The following figure shows the top and bottom 
views of the Processor Board. 

 

Figure 67 - Memsic XM2110CB IRIS 
Mote module - Top view 

 

Figure 68 - Memsic XM2110CB IRIS Mote module - 
Bottom view 
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The following table shows the main features of IRIS device: 

Table 14 - IRIS Specifications 

IRIS Specifications Note 

Processor  

Processor Atmel ATMega 1281  

Speed 8 MHz  

Program Flash Memory 128K bytes  

Measurement (Serial) Flash 512K bytes > 100,000 Measurements  

RAM 8K bytes  

Configuration EEPROM 4K bytes  

Serial Communications UART 0-3V transmission levels 

Analog to Digital Converter 10 bit ADC 8 channel, 0-3V input 

Other Interfaces Digital I/O,I2C,SPI  

Current Draw 8 mA Active mode 

 8 μA Sleep mode (total) 

RF Transceiver 

TX/RX RF230 Atmel IEEE 802.15.4 compliant 

Radio Frequency Range 2405 MHz to 2480 MHz ISM band, programmable in 1 MHz steps 

Transmit (TX) data rate 250 kbps  

RF power 3 dBm (typ)  

Receive Sensitivity -101 dBm (typ)  

Current Draw 16 mA Receive mode 

 10 mA TX, -17 dBm 

 13 mA TX, -3 dBm 

 17 mA TX, 3 dBm 

 

The following give the figure of the MTS420CC Sensor Board and the table with MTS420CC 
specifications: 

 

 

  

Figure 69 - Memsic MTS420CC 
Environmental Sensor Board with GPS module 
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Table 15 - Memsic MTS420CC Environmental Sensor Board 

MTS420CC Specifications 

Dual-axis Accelerometer 

Analog Devices ADXL202JE  

Acceleration range; resolution: ±2 g; 2 mg at 60 Hz  

Nonlinearity: 0.2% of full scale  

Zero g bias level: 2.0 mg/°C from 25°C  

Barometric Pressure Sensor 

Intersema MS5534AM  

Pressure range; resolution: 300-1100 mbar; 0.01 mbar  

Accuracy: ± 1.5% at 25°C  

Ambient Light Sensor 

TAOS TSL2550D  

Spectral responsivity: 400-1000 nm, similar to human eye  

Relative Humidity & Temperature Sensor 

Sensirion SHT11  

Humidity range; resolution: 0-100% RH; 0.03% RH  

Absolute RH accuracy: ± 3.5% RH  

Temp. accuracy: ± 0.5°C @ 25°C  

GPS Module 

ublox LEA-4A  

Tracking channels: 16  

L1 frequency: 1575.42 MHz C/A code  

Position accuracy: 10 m, 2D  

Reacquisition time: < 1 sec. (typ.); (<30 sec. max. blockage) 

 

The following figure shows the block diagram of SW modules which the devices are 
constituted: 

 

Figure 70- Block diagram of SW modules 
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The MAC layer is based on TKN15.4, software implementation of the IEEE802.15.4 standard. 
It is used the TAKS cryptographic scheme (Topology Authenticated cryptographic Key Scheme) 
with pair-wise keys.   

The devices send encrypted messages and digital signature to the coordinator. The 
coordinator decrypts the message, it calculates the digital signature and it compares it with the 
received one to see if the message was sent by an authenticated node of the network. 

The development of this Secure Platform is based on the innovative results of the research 
activities carried out by the DEWS Center of Excellence of the University of L'Aquila ([46], [47], 
[51], [50], [49], [48]) 

 

 Discussion 
In this section we overviewed the UC5 strategy to secure the communications with roadside 
sensor units, by relying upon cryptographic means. This is already implemented in real sensors 
and is to be showcased in the UC. 
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7 UC6 – Generic Principles: Platooning 

The problems of traffic congestion, pollution, and people safety are becoming more and more 
important, since the transportation infrastructure remains almost the same, but the number of 
cars are increasing. A common phenomenon of congested roads is the formation of traffic shock 
waves, i.e., high-density waves traveling backwards with respect to the cruising direction. Traffic 
shock waves causes sudden emergency braking that can lead to chain collisions, when the vehicle 
doesn’t follow a safety distance with its preceding vehicle. This is clearly a safety risk.  

Platooning can be a solution to this problem. A platoon includes a leading vehicle which is 
operated by a professional driver, and one or more other vehicles, which are (semi-) 
autonomously driven, following the leader in close proximity. Moreover, several studies have 
shown considerable reductions in fuel consumption for platooning scenarios. In [110], Bonnet 
and Fritz could show a 21% fuel reduction for trailing trucks travelling at 80 km/h with an inter-
vehicle gap of 10 m. Even the lead truck showed a fuel reduction of 6%. With heavy vehicles 
accounting for 5% of global carbon emissions, there is a clear environmental and economical 
incentive for transport industries to implement such type of solutions.  

To implement a platooning application, we need technologies to be able to follow the 
preceding vehicle in the platoon while keeping a safe and small inter-vehicle gap. The platooning 
benefits is proportional to the distance between platoon members. The smaller the distance, more 
vehicles we can have on the road (better traffic efficiency), and more aerodynamic drag is reduced 
(better fuel efficiency). However, reducing the distance clearly causes safety issues. Therefore, a 
tradeoff is required between inter-vehicle distances and safety to provide fuel efficiency, while 
preserving safety [111].  

UC 6 simulates platooning scenarios to investigate generic principles. The goal of this Use 
Case is to demonstrate how we can apply and extend wireless technologies to support automotive 
cooperative V2X-based systems such as platooning. 

 

Figure 71: Platooning – the lead vehicle is driven by a professional human driver  
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7.1 Communication Architecture 

Within V2V communications, two types of messages are typically used: periodic beacons and 
event-driven messages. Beacons include information such as geographical location, speed, and 
acceleration, and are only sent to a close neighbourhood, as the validity of the information they 
contain is very limited in time. A large variety of Cooperative-Intelligent Transportation Systems 
(C-ITS) based safety applications are built upon the periodic exchange of beacons, and their timely 
and reliable transmission is vital as a vehicle that continuously fails to deliver its beacon becomes 
invisible to its neighbours, which may result in potential hazardous situations. Event-driven 
messages are only generated when an event of common interest occurs, and is spread within an 
area of interest for the duration of the event.  

For IEEE 802.11p based protocols, a frequency band located at 5.9 GHz is currently 
considered. Both in the US and in Europe, one dedicated control channel in the 5.9 GHz band is 
defined, being mainly intended for data exchange from traffic-safety applications, e.g., beacons, 
event-driven messages and service announcements. Additional service channels are available and 
can, e.g., be dedicated to certain applications such as platooning, as long as mandatory listening 
periods to the control channel are kept. Alternatively, a second transceiver needs to be installed 
and tuned to the service channel. Platooning applications will likely need a higher periodicity 
compared to the one used in regular VANETs (20 ms is often mentioned as a realistic update 
period by truck manufacturers) . 

Since April 2014, ETSI has established three new work units under ETSI TC ITS, including C-
ACC (TR 103 299), Vulnerable Road User safety (TR 103 300), and Platooning (TR 103 301). 
The goal of these new work units is to provide recommended specifications for future standards 
required for C-ACC, platooning, and vulnerable road users’ safety applications. The initial work 
for CACC and platooning applications focuses on the development of a high-level definition of 
CACC and platooning applications, and can be summarized as follows: 

• C-ACC is an embedded in-vehicle system that improves the ACC function to further reduce 
the time gap to the preceding vehicle. The operation of C-ACC is based on kinematic data 
directly transmitted from the preceding and/or following vehicles via a V2V 
communication link. Multiple C-ACC equipped vehicles may be aligned together to form a 
convoy (or caravan). Each vehicle is, however, responsible for its own manoeuvring. In 
summary, C-ACC is a 2D platooning, which controls the longitudinal distances. 

• In platooning, a group of vehicles sharing a similar itinerary over a period of time form a 
vehicle fleet train, coordinated by a platoon leader. Platoon leader may coordinate with 
platoon members for group manoeuvring (platoon joining/leaving/group speed), or even 
make decisions for members in certain situations, such as asking some members to leave 
the platoon when the platoon becomes long and it can block highway exits. The platoon 
leader is also responsible for monitoring the driving environment for all platoon members. 
Members of the platoon may be responsible for following the vehicle ahead, so in this 
respect, C-ACC may be considered as one technology for platoon operations.  

• Both longitudinal and lateral control functions may be used in the two applications, to 
further increase operation stability. 

• New messages/protocols may also be needed to enable platoon group operations such as 
negotiation for joining/leaving the platoon or merging different platoons. In addition, for 
new features such as cooperative sensing (exchange of vehicle environment perception 
with other vehicles), cooperative manoeuvring would be helpful in realizing automated 
driving applications. 
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7.2 Timely Channel Access 

Technology Description Table – TDT15 

Title: Token-based protocol for IEEE 802.11p 

Property: Performance – Timeliness 

Type: Protocol: a communication protocol 

Description: Token-based protocol to enable improved timeliness performance in IEEE 802.11p 

Provider: MDH and SICS 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: N/A 

Additional Details: [89], [88], [175] 

 

Different CACC methods were proposed by the research community. One example is the CACC 
developed within the California PATH project [65], which relies on the data from the platoon 
leader and the vehicle in front to maintain a fixed distance between the vehicles. In another design, 
only the information sent by the front vehicle is used to control the inter-vehicle distances. This 
control system employs a time headway as well, but much smaller (as low as 0.5 s) [66]. These 
different control methods can show the impact of different solutions on the traffic. The ACC 
maintains a large inter-vehicle gap, but it removes typical human driving imperfections. The CACC 
proposed in  [65], is similar to an ACC but it drastically reduces the inter-vehicle gap between the 
vehicles inside a platoon. The CACC in [66] drastically improves the road usage by making the 
inter-vehicle gap speed independent. 

IEEE 802.11p [68], an amendment to the IEEE 802.11 standard for inter-vehicle 
communications, defines specifications for the physical and MAC layers. Despite the built-in 
mechanisms of the CSMA MAC protocol to prevent packet collisions, such as listen-before-talk and 
back-off mechanisms, packets might still collide and lead to unbounded channel access delays, 
especially under heavily loaded channel conditions ([69][70][71]). Results of many experiments 
show that the platooning application requires a beacon update frequency rate higher than 10Hz, 
which is used as the common frequency rate for safety-critical applications [67]. Also, when safety 
messages are transmitted in broadcast mode, no ACK message or RTS/CTS are transmitted to 
ensure a successful packet reception at the receiver side. Therefore, the IEEE 802.11p MAC 
protocol is unable to meet the delay and reliability requirements of platooning applications 
([72][73]). Several MAC protocols have been proposed to improve the communications delay and 
reliability of the standard, e.g., ([74][75]). Although these proposals seek to keep channel access 
delay and packet loss at acceptable levels, they are designed to obtain benefits for generic 
vehicular ad hoc networks, not tailored towards the specific requirements of a platooning 
application. Some works however, do focus on practical issues and their impact on platooning 
performance, such as [76] and [77]. In [76] the impact of packet loss on the performance of 
platooning applications was evaluated, and in [77] antenna placement and its impact on the 
packet error rate was evaluated using real-world experiments. Specific strategies to improve 
timing and reliability in platooning have been considered in the literature. In [78] the authors 
suggested two different technologies: IEEE 802.11p for the event-driven type of messages, and 
infrared (IR) for beacon broadcasting to improve reliability. Bohm et al. studied the co-existence 
of beacon and event-driven messages, showing how the choice of different MAC layer priority 
classes for beacon and event-driven messages, and an adequate dissemination strategy for event-
driven messages, can avoid overloading the medium with unnecessary data traffic and improve 
performance [69]. In [79], [80] the authors introduced a general communications framework for 
centralized channel access having retransmission capabilities for safety-critical inter-platoon 
communications that was based on the data age of previously received messages. Also, they argue 
that the service channel should be used for intra-platoon communications to provide the required 
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level of reliability. Segata et al. showed that a combination of slotted scheduling and transmit 
power control mechanisms can improve reliability for platooning scenarios [70]. 

TDMA-based schemes have attracted an increasing amount of attention from the research 
community to provides benefits as follows [81]: high reliability, deterministic access time, 
efficient channel utilization, and equal access to the channel for all vehicles. For example, 
Fernandes and Nunes [82] analysed five different TDMA-based MAC protocols to improve 
reliability for platooning scenarios. They suggest the use of priority levels and anticipatory 
information from both the platoon members to improve the reactivity to, e.g., velocity changes. 
Moreover, Aslam et al. used RA-TDMA which sets an overlay TDMA protocol on top of IEEE 
802.11p to support concurrent collaborative applications in VANETs, including platooning 
application. The protocol is distributed and does not require a hard synchronization. Multiple RA-
TDMA rounds for multiple concurrent applications can co-exist in space and time [83]. STDMA is 
a decentralized, predictable, and potentially scalable TDMA-based MAC method with a finite 
channel access delay, making it a promising alternative for CSMA in real-time ad hoc vehicular 
networks [84]. An STDMA algorithm is already in commercial use in a system called automatic 
identification system (AIS) [85], where it focuses on collision avoidance between ships. 

STDMA will always grant channel access for all packets before a predetermined time, 
regardless of the number of competing nodes. Therefore, the STDMA algorithm is predictable and 
fair [86]. STDMA, using parameter settings that have been adapted to the vehicular environment, 
is shown to outperform CSMA when considering the performance measure distance between 
concurrently transmitting nodes [87]. In CSMA the distance between concurrent transmissions is 
random, whereas STDMA uses the side information from the CAMs to properly schedule 
concurrent transmissions in space. The price paid for the superior performance of STDMA is the 
required network synchronization through a global navigation satellite system, e.g., GPS. That 
aside since STDMA was shown to be scalable, predictable and fair; it is an excellent candidate for 
use in VANETs when complex communication requirements from traffic safety applications 
should be met. 

Token-based MAC schemes have recently proposed to be used for time-sensitive and safety 
critical vehicular applications, such as platooning. They can be implemented on top of IEEE 802.11 
to offer QoS provisioning in terms of reserved bandwidth and bounded delay when operates 
under high densities [88].  

For example, in [89] and [175] a token-based MAC method proposed especially adapted to 
platoons, able to transmit beacons within the required time constraints, but with a higher 
reliability level than IEEE 802.11p, while concurrently enabling efficient dissemination of event-
driven messages. The protocol circulates the token within the platoon not in a round-robin 
fashion, but based on beacon data age, i.e., the time that has passed since the previous collection 
of status information, thereby automatically offering repeated beacon transmission opportunities 
for increased reliability. In addition, authors proposed three different methods for supporting 
event-driven messages co-existing with beacons. Analysis and simulation results in single and 
multi-hop scenarios shown that, by providing non-competitive channel access and frequent 
retransmission opportunities, this protocol can offer beacon delivery within one beacon 
generation interval while fulfilling the requirements on low-delay dissemination of event-driven 
messages for traffic safety applications. The token-based protocol thereby clearly outperforms 
IEEE 802.11p for beacon transmission in single and multi-hop scenarios. Also, it shows a better 
delivery ratio and limited delay degradation for event-driven messages. In addition, the token-
based method is decentralized, not requiring synchronization nor any extra overhead for control 
traffic, thereby adapting itself easily to changes in the beacon frequency and the number of 
platoon members. Bellow, we present a few results from the proposed token-based approach. 

Simulation Details 
To assess the effectiveness of the proposed protocol, we rely on computer simulations, where we 
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use the analytical evaluation from Section 4 to verify the simulator. In this section, we describe 
the simulation details, including simulation scenario parameters and protocol configurations. 

We simulate platoons of five vehicles on a highway, a setting commonly used for platooning 
applications [74], with an antenna-to-antenna spacing of 30 m. We used SUMO (0.17.0) [75] in 
order to generate realistic vehicular mobility models. In addition, we implemented our proposed 
MAC protocols in OMNeT++ (version 4.4.1) [76], and used the IEEE 802.11p implementation made 
available by the Veins framework (version 2.1) [77] for OMNeT++ for performance comparison 
purposes. Tables 1 and 2 summarize the simulation and protocol parameters. 

According to the ETSI standard, we use 400 byte packet sizes for beacon and event-driven 
messages. Beacons and event-driven messages are generated every 20 ms and 50 ms, respectively. 
In addition, packets are broadcasted with a data rate of 6 Mbps within a transmission range of 500 
m. Similarly, to [176], we combine simple path loss and log-normal shadowing models, which are 
common models for highway simulation. In addition, the parameters of these models were chosen 
according to that same paper. We ran each simulation for 20 min, and repeated them 300 times. 
The beacon and event-driven priorities are AC[0] and AC[1], respectively. 

Table 16 - Simulation Parameters 

 

Table 12 – The Protocol Parameters 

 

The metrics used to evaluate the performance of the MAC protocols are summarized as 
follows: (a) Packet Delivery Ratio (PDR) of event-driven messages, which represents the ratio of 
the total number of packets received by the final destinations and the packets originated by the 
source; (b) average channel access delay of event-driven messages, which represents the average 
time for a packet to wait before access to the channel is granted; and (c) Inter-Reception Time 
(IRT) of periodic beacons, which is calculated as the time interval between the sequential 
reception of beacons from each member averaged over all platoon members. The IRT parameter 
reflects the data age of the beacon content as it monitors the age of the information a node holds 
from a specific neighbour once a new beacon arrives. Maintaining an IRT close to the beacon 
period is vital to the successful implementation of a platoon control application. 

Simulation Results and Analysis 
In order to show the advantages of the proposed protocol, we evaluate the performance of our 
proposed protocol and methods under both single and multi-hop broadcasting scenarios. Since 
this paper is mainly focused on single-hop broadcasting, we first show a detailed analysis for 
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single-hop broadcasting; then, we evaluate the best performing single-hop solutions, in terms of 
reliability and delay, and their ability to support multi-hop broadcasting. IEEE 802.11p is used as 
a reference, and we compare the delay and the reliability of our protocol for supporting beacons 
and event-driven messages. 

Single-Hop Broadcasting 
As mentioned above, we proposed three different methods for supporting event-driven messages. 
Figure 3 shows the IRT of beacons in our token-based MAC protocol with and without the 
presence of event-driven traffic in the network, and it provides a performance comparison with 
IEEE 802.11p. In the case of IEEE 802.11p, beacons and event-driven traffic attempt to access the 
channel only once per assigned period. The IRT of IEEE 802.11p beacons monitored in Figure 3 
lies therefore mostly around the 20 ms mark, which is the beacon period defined. Delayed channel 
access due to contention leads to beacon IRTs that are longer or shorter than exactly one period, 
as shown in the graph for IEEE 802.11p. The proposed token passing scheme, on the other hand, 
retransmits beacons within one period as long as there are resources available. Therefore, 
considerably shorter IRT values are achieved. As expected, the case where no event-driven traffic 
is present in the network is associated to the lowest IRT values. The introduction of event-based 
traffic, regardless of the method chosen, utilizes bandwidth for event-based packets instead of 
beacon retransmissions, and therefore shows a slight increase of IRTs. If event-driven messages 
are sent during a dedicated phase or upon token reception, they simply occupy the bandwidth 
that would otherwise be used for beacon retransmissions, and thus they have only a small 
influence on the IRT. On the contrary, the third method, where event-based messages can be sent 
without waiting for the token, actually interferes with the token passing order, resulting in 
decreased beacon performance. Using Equation (4), the maximum round-trip time without 
considering token losses is equal to 9.4 ms. As shown in the figure, the maximum IRT value is in 
general about 10 ms, being higher values related to token losses. 

 

Figure 72 - CDF (Cumulative Distribution Function) of IRT (Inter-Reception Time) for single-hop 
broadcasting. Adapted from " Supporting Beacon and Event-Driven Messages in Vehicular Platoons through 

Token-Based Strategies," by A. Balador, E. Uhlemann, C. T. Calafate and J. C. Cano, 2018, Sensors 2018, 18, 955. 

The channel access delay of event-driven messages for IEEE 802.11p and our proposed methods 
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are shown in Figure 4. As expected, IEEE 802.11p obtains shorter delays for event-driven 
messages since it uses a random-access method and, therefore, event-driven messages are sent as 
soon as the channel is found to be idle. The opportunistic fashion of transmitting event-based 
packets without token possession shows the best performance, as it allows time-critical event-
based traffic to access the channel as soon as the need arises. The delay increases if an event-
driven message generated by a certain vehicle has to wait until that specific vehicle happens to 
get the token before it can be sent, as occurs in the “event tx upon token reception” method. The 
delay is even longer when a vehicle has to wait for the event phase in order to send its event packet 
(“event tx in dedicated phase”). This phase is then shared by all event-driven messages generated 
by different platoon members since the last event phase took place, leading to contention and 
further delays. The “event tx without token” achieves channel access delay results close to those 
of IEEE 802.11p since the event-driven messages are given a higher priority than beacons, and 
also because the normal beacon transmission routine is interrupted to provide room for event-
driven message transmission. Based on the Equations (6), (8) and (10), the channel access time 
for event-driven messages for “event tx in dedicated phase”, “event tx upon token reception”, and 
“event tx without token” methods are 9, 11.8, and 3.1 ms, respectively. Figure 4 shows that the 
simulation results are only compliant with the numerical results for “event tx upon token 
reception” method since, in this method, the event-driven transmission routine does not interfere 
with the token passing routine. Concerning the other methods proposed, the number of collisions 
increases since event-driven message transmissions interfere with the beacon transmission 
routine, which is not considered by the numerical analysis. 

 

Figure 73 - CDF of channel access delay for single-hop broadcasting. Adapted from " Supporting Beacon 
and Event-Driven Messages in Vehicular Platoons through Token-Based Strategies," by A. Balador, E. 

Uhlemann, C. T. Calafate and J. C. Cano, 2018, Sensors 2018, 18, 955. 

Although IEEE 802.11p obtains a lower channel access delay, notice that the delivery ratio for 
event-driven messages achieved by our protocol is higher than for 802.11p, as shown in Table 3. 
The results show that waiting for the token gives the best delivery ratio since it does not interfere 
with the normal beacon transmission routine for event-driven messages, which leads to fewer 
collisions. In addition, introducing a dedicated phase for event-driven traffic once per token 
period represents the worst case among our proposed methods since, for this solution, all platoon 
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members must compete with each other in each such period in order to send their event-driven 
messages, and they must compete with join requests from non-platoon members as well. 
Moreover, the table shows that the delivery ratio distribution for all platoon members is almost 
uniform since collisions are fewer as nodes become synchronized with the token passing 
procedure by taking the propagation delay into account. Overall, simulation results show that the 
“event tx upon token reception” method is best when transmission reliability is the most 
important factor, while the “event tx without token” method is preferable for time-critical warning 
messages due to its lower channel access delay. Furthermore, keeping the beacon data age-based 
token selection intact reduces the negative impact of event-driven traffic on the beacon 
performance. This should be considered in favor of the “event tx upon token reception” method. 

Table 13. Average Event-Driven Message Delivery Ratio for single-hop broadcasting. 

 

Multi-Hop Broadcasting 
As we mentioned above, the main focus of our proposed protocol is single-hop broadcasting. 
Nevertheless, in order to increase the probability that all platoon members successfully receive 
event-driven messages, we extend our protocol to enable multi-hop message delivery. By 
introducing multi-hop relaying features, each event-driven message is rebroadcasted once upon 
reception. This way, the chances of reaching all platoon members with information about a 
specific event increase. With the exception of the “event tx in dedicated phase” method, which 
shows the worse performance in terms of event-driven message delivery and channel access delay 
for single-hop broadcasting, we have extended all methods with multi-hop features for further 
comparison. 

Figure 5 shows the IRTs for IEEE 802.11p and our protocol. As shown, the performance levels 
achieved by the “event tx upon token reception” method are quite close to those achieved without 
event-driven traffic. Notice that, since event-driven message transmission in the “event tx upon 
token reception” method does not interfere with the normal beacon routine, IRTs for single and 
multi-hop broadcasting show a very similar trend. In contrast, the performance of the “event tx 
without token” method is degraded since this method interferes with the token passing to 
broadcast event-driven and forwarding messages, thereby causing several collisions and 
increasing IRT values. Compared to the single hop case, IEEE 802.11p performance decreases 
when introducing multi-hop broadcasting due to the increased traffic volume. 
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Figure 51. CDF of IRT for multi-hop broadcasting. Adapted from " Supporting Beacon and Event-Driven 
Messages in Vehicular Platoons through Token-Based Strategies," by A. Balador, E. Uhlemann, C. T. Calafate 

and J. C. Cano, 2018, Sensors 2018, 18, 955. 

Figure 6 shows the channel access delay for IEEE 802.11p and our protocols. As expected, 
IEEE 802.11p achieves better performance compared to our methods in terms of delay since 
802.11p allows immediate access to the channel as soon as it is idle. Instead, for the “event tx upon 
token reception” method, a vehicle carrying an event-driven message to send must wait for the 
token before transmitting or relaying. However, the maximum delay achieved by our protocol 
never exceeds 20 ms, thereby meeting the required delay bound for safety applications [27]. In 
contrast to single-hop broadcasting, the “event tx without token” method shows a longer channel 
access delay than the “event tx upon token reception” method due to the high traffic load by 
forwarding messages. In the “event tx without token” method, after any event-driven message 
reception, all platoon members attempt to forward such message using CSMA much like with IEEE 
802.11p. Therefore, the probability of collision is increased, which also leads to increased channel 
access time. 

Complementing Figure 6, Table 4 shows that, although our protocol obtains higher channel 
access delays than 802.11p, it has better delivery ratios, so that the “event tx upon token 
reception” method successfully delivers all event-driven messages with only one rebroadcast of 
each event-driven message received. Therefore, our protocol is able to successfully deliver event-
driven packets within the deadline for safety applications while, at the same time, maintaining a 
beacon delivery effectiveness of at least one beacon every beacon interval. 
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Figure 52. CDF of channel access delay for multi-hop broadcasting. Adapted from " Supporting Beacon 
and Event-Driven Messages in Vehicular Platoons through Token-Based Strategies," by A. Balador, E. 

Uhlemann, C. T. Calafate and J. C. Cano, 2018, Sensors 2018, 18, 955. 

Table 14. Average Event-Driven Message Delivery Ratio for multi-hop broadcasting. 

 

Discussion 
MAC layer solutions able to provide high reliability and bounded channel access delays are of 
utmost importance to deploy critical services over VANETs. In this paper, we proposed an 
enhancement to our previously-designed token-based MAC protocol, providing timely and 
reliable inter-vehicle communication for beacon and event-driven messages. The proposed 
protocol has the following features: (a) the protocol uses a token to achieve non-competitive 
channel access; (b) it automatically provides retransmission opportunities for platoon members 
based on data age; (c) it is able to integrate new vehicles into the platoon and remove those 
vehicles that intend to leave the platoon in a non-disruptive fashion; and (d) three different 
extensions to the protocol were proposed to support different types of event-driven messages, 
along with beacon messages. 

Analytical and simulation-based evaluations have been provided for single and multi-hop 
broadcasting scenarios. The results show, on the one hand, that the proposed method is able to 
fulfill the requirements for beacon transmission and guarantee beacon delivery within one beacon 
generation interval. On the other hand, it shows that different methods for disseminating event-
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driven messages are useful for different types of events, thereby being able to meet the 
requirements of a wide variety of safety applications. The proposed protocol clearly outperforms 
IEEE 802.11p for beacon transmission in single and multi-hop scenarios. In addition, it shows a 
better delivery ratio and limited delay degradation for event-driven messages. In addition, our 
token-based method is decentralized, not requiring synchronization nor any extra overhead for 
control traffic, thereby adapting itself easily to changes in the beacon frequency and the number 
of platoon members. 

7.3 Ultra-reliable Vehicular Communications 

Technology Description Table – TDT16 

Title: Relaying for increased reliability 

Property: Performance – Timely reliability 

Type: Protocol: a communication protocol 

Description: Relay selection protocol to enable improved reliability in wireless networks 

Provider: MDH 

Provided as SafeCOP Technology Brick: NO 

Readiness: Complete 

Integration Status: N/A 

Additional Details: [182], [183] 

 

Many emerging Co-CPS are based on wireless networks. This implies high requirements on 
reliability, but also on predictable maximum delay. Further, for many applications, it is vital to use 
off-the-shelf components, both due to cost constraints and requirements on interoperability with 
existing networks. This, in turn, implies that half-duplex time-division multiple access (TDMA) is 
typically used. Two questions then emerge: how can the probability of successful message 
delivery in a Co-CPS be increased, without causing additional delays and how can the proposed 
approach be incorporated into a solution that provides predictable channel access and uses 
standardised chipsets of reasonably low complexity and cost? The contribution described in this 
subsection is two-fold, a framework that reliably handles the co-existence of both time-triggered 
and event-driven control messages in platooning applications and an efficient message 
dissemination technique.  

The framework consists of a time-slotted medium access scheme, which, e.g., could be placed 
on top of the IEEE 802.11p access layer. While centralized medium access schemes such as TDMA 
are impractical for most VANET applications, they can be formed and managed quite easily in 
platoons due to the highly regular network topology. A subset of all available timeslots in the 
TDMA frame are reserved for time-triggered messages, and, using a hyperframe structure, all 
platoon members can broadcast their beacons once in each hyperframe, Figure 74. This yields a 
bounded channel access delay for time-triggered messages, which results in a message age only 
depending on the beacon update rate and the packet error rate, as the jitter can be set to zero.  

While much research work has focused on minimizing the age of periodic messages, state-of-
the-art for disseminating event-driven messages is still to let all nodes repeat all messages and 
focus on mitigating broadcast storms. To minimize the delay until dissemination of event-driven 
messages can commence, the time-slots used for beacons are evenly distributed within the 
hyperframe. This can be done without loss of performance in terms of message age for periodic 
messages. Event-driven messages originating from any platoon member are then supported by a 
set of distinct relayers. Both the case with one targeted receiver and the case when the message 
should be received by all platoon members are considered. The resulting message dissemination 
strategy uses relaying and has a bounded channel access delay.  

Aiming to reduce the packet error rate given a deadline (a set of TDMA time-slots), a relaying 
scheme, which can be implemented on top of off-the-shelf components is proposed. The relaying 
scheme selects the best sequence of relayers, given the number of time-slots allowed by the 
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deadline, such that the resulting error probability is minimized at the targeted receiver(s). The 
scheme differs from existing work in that it considers both unicast as well as broadcast and 
assumes that all nodes can overhear each other, as opposed to separating source nodes, relay 
nodes and destination nodes into three disjoint sets. If the decision regarding which 
relayer to assign in each time-slot can be taken online, just before the transmission, much can be 
gained. To this end, a low-complexity algorithm is developed [182][182], which is shown to be 
highly likely to find the optimal combination of relaying nodes that minimizes the resulting error 
probability at the targeted receiver(s). Data packets in wireless automation networks is typically 
small. To enable timely and reliable all-to-all broadcast in such systems, relay sequencing using 
packet aggregation is proposed [183][183]. The strategy assigns relayers to time slots, as well as 
determines which packets to aggregate in each slot, using the proposed low-complexity 
algorithm. This protocol thereby enables ultra-reliable communications with maintained end-to-
end delay using low-complexity techniques and off-the-shelf components.  

 

Figure 74: A hyper frame with beacons and event-driven messages 

 

7.4 Coordinated Emergency Brake Protocol 

Technology Description Table – TDT17 

Title: Coordinated Emergency Brake Protocol 

Property: Safety 

Type: Protocol: a communication protocol 

Description: A protocol to improve performance of a brake event in a cooperative vehicle system. 

Provider: Qamcom 

Provided as SafeCOP Technology Brick: YES (TB33) 

Readiness: Complete 

Integration Status: Implemented in simulator 

Additional Details: N/A 

 

One challenge for platoon design is coordination of a platoon-wide emergency brake. The overall 
goal is to avoid collisions within the platoon while still performing braking as efficiently (i.e. with 
as high deceleration) as possible. To solve this problem, we introduce a novel distributed 
coordinated emergency brake protocol (CEBP). To justify the deployment of CEBP, it is necessary 
to quantitatively analyse its safety properties, and show that these are an improvement over the 
baseline case of individual and uncoordinated braking. For this purpose, we have developed a 
simulator to compare CEBP braking with using a CACC-style controller for braking. Although 
many safety aspects of the CEBP could be studied, we focus on the effects of an unreliable 
environment. Here, the unreliable environmental factor is packet loss due to radio interference. 
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We will estimate the minimum safe inter-vehicle time headway for different platoon sizes under 
different environmental conditions of packet loss (and is compared to loss-free). For this 
estimation, a realistic (but simplified) communication scheme is simulated. Our communication 
scheme is based on empirical data from V2V communication measurement during physical road 
tests with a platoon. 
 
We assume that vehicles entering the platoon cannot be sorted according to deceleration 
capability. Instead, other sorting goals may have priority; such as destination or aerodynamic 
performance. Not having a sorting procedure at vehicle join implies that a brake strategy must be 
found in another way. A simple way is to limit braking of the platoon according to the "weakest" 
vehicle, as is done in [180][180]. Alternatively, an algorithm could find cliques of vehicles in 
platoon that will brake together with a common brake capability. In Figure 75 the actual 
deceleration capabilities are shown, e.g. -8 m/s2 for the lead vehicle. As vehicles join the platoon, 
brake cliques will be formed, e.g. Clique 1 = (LV, FV1, -4 m/s2), Clique 2 = (FV2, FV3, -5 m/s2). The 
agreed deceleration of cliques increases towards the rear, implying that the last clique will break 
the most. Note that this implies a voluntary reduction of deceleration capability. An algorithm for 
finding the brake strategy in the platoon is left for future work. CEBP assumes that a brake strategy 
has been decided and that the members and order of the platoon are known. An emergency brake, 
i.e. an actuation of the brake strategy, can be initiated by any vehicle in the platoon. Here it is 
assumed that the platoon of N vehicles is formed, and no vehicles are joining or leaving. It must 
be ensured that the last vehicle receives the brake command and actuates _rst. Vehicles brake 
according to the brake strategy. Braking can commence at the last vehicle directly when it receives 
the message. The braking vehicle then sends an ACK forward. Preceding vehicles can thus start to 
brake when the ACK from succeeding vehicles arrives. E.g. FV2 cannot brake until ACK is received 
from FV3 that it has started to brake. This is illustrated in Figure 75. Each vehicle also maintains 
a “brake-anyway"-time-out counter. When the counter expires, the vehicle will brake directly. The 
value of the time-out corresponds to the expected latency for a returning ACK.  

 

LV

-8 m/s
2

FV1

-4 m/s
2

FV2

-6 m/s
2

FV3

-5 m/s
2

 

Figure 75: An E-brake command from LV. ACK propagates back to LV - from back to front 

Message sending can be done with event-triggered directed broadcast, i.e. there is a sender and 
an explicit receiver, but the message may be overheard by other vehicles within the platoon. In 
this case, a vehicle can prepare its brakes in anticipation of the ACK from succeeding vehicle. 
Another alternative that will be evaluated is to send the request message, from the brake initiator 
to the last vehicle, with a multi-hop strategy. This would increase probability of reception, but 
latency will scale with the number of hops. 
 

Pseudo code 
Pseudo code for the CEBP is presented in Algorithm 1. Vehicles are indexed as Vi where i = 0 is the 
lead vehicle (first vehicle, also noted LV) and i = 1..N-1 are the following vehicles (also noted FV, 
e.g. where FV1 implies i=1). The last vehicle is VN-1 (also noted e.g. FV3 where N=4). The 
algorithm, that is described in the pseudo-code, is executed in each vehicle in the platoon. The 
index i is static in each vehicle, i.e. in each instance of the algorithm. This implies that each vehicle 
knows its identity and hence its position in the platoon. An E-brake intent is assumed to come 
from an external system or be manually 
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initiated. Some comments to the code have been given in Algorithm 1. On line 11, directly receiving 
an “E-brake request” implies that Vi is the last vehicle. This is because any vehicle that requests to 
E-brake will do so by sending to the last vehicle. On line 26, an ACK is sent by a vehicle that did 
“brake directly”. This is because there could be preceding vehicles that are waiting for the ACK. If 
the ACK was not sent, then the preceding vehicles can start to brake only after their time-out 
counters expire. On line 5 an alternative is possible. Instead of EBR/ACK, a vehicle that receives 
“E-brake directly” could also do “E-brake directly”. 
 
Algorithm 1 CEBP - Loop in every vehicle 

1: if Ego Vehicle Vi wants to e-brake then 
2:  send “E-brake request" to the last vehicle in the platoon VN-1 

3: end if 
4: if "E-Brake directly" is received by Ego Vehicle Vi then 
5:  send “E-brake request" to the last vehicle in the platoon VN-1 

6: end if 
7: if Ego Vehicle Vi (has sent “E-brake request" command) or (overheard “E-brake 
request" from Vj) then 
8:  prepare brake system 
9:  Start Ti 

10: end if 
11: if “E-brake request" is received by Ego Vehicle Vi from a preceding vehicle Vj, 
then 
12:  Ego Vehicle Vi actuate e-brake strategy 
13:  send “E-brake ACK" to the next preceding vehicle Vi-1 

14: end if 
15: if “E-brake ACK" is received by Ego Vehicle Vi from next succeeding vehicle Vi+1 

then 
16:  Ego Vehicle Vi actuate e-brake strategy 
17:  Stop Ti 

18:  if i > 0 and has not already sent an “E-brake ACK" to preceding then 
19:   send “E-brake ACK" to the next preceding vehicle Vi-1 

20:  end if 
21:  send “E-brake ACK" to the next preceding vehicle Vi-1 

22: end if 
23: if Ti expires then 
24:  Ego Vehicle Vi actuate e-brake strategy 
25:  send “E-Brake directly" to all succeeding vehicles Vj,  
26:  send “E-brake ACK" to the next preceding vehicle Vi-1 

27: end if 
28: if Ti is started then 
29:  decrease Ti 

30: end if 
 
 

Platooning Simulator 
The simulator implements a model for each platoon vehicle behaviour as well as a communication 
framework for inter-vehicle (V2V) communication. The platooning simulator is capable of 
simulating an n-vehicle platoon travelling in one dimension along a roadway. It is an extension of 
the simulator presented in [179][179]. No steering model is currently present in the simulator. 
This extension is however part of ongoing research into more general spatio-temporal logic 
requirements modelling for CO-CPS. 
A key control algorithm in the platooning simulator is the longitudinal position controller. For 
this, we have implemented Kakade's algorithm [178],[178] which controls the CACC component 
of each vehicle. There are also models in the simulator for air resistance and the vehicle brakes. 
To provide deterministic and repeatable behaviour, the simulator is based on synchronous 
execution of all vehicle components. The fundamental simulation cycle is one millisecond, which 
provides adequate simulation accuracy for the control algorithms. A constant and common time 
headway is assumed for all vehicles in the platoon during any particular test session.  
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The communication framework enables wireless broadcast and point-to-point multi-hop 
communication between the vehicles in the platoon. A slotted TDMA scheme based on ideas from 
[177] is implemented: To avoid collisions in the communication each vehicle Vi is allowed to 
transmit only if the current time in milliseconds t = i mod n (where n is the number of vehicles in 
the platoon and i is the zero-based index of any vehicle in the platoon).  
Packet loss is inferred when a vehicle loses a packet, and this can be independently of the other 
vehicles. Thus a packet can be received by one vehicle and lost by another. Based on the 
measurements, a base PER and average increase was chosen from the E4 scenario: 3,67 % and 
18,6 % respectively. These values were the basis for a linear regression model to calculate the 
probability of a packet being lost in general. 
In a platoon of N vehicles, for any sender Vi and receiver Vj let d correspond to the distance 
between the sender and receiver. The probability P in percent of a message being lost when 
received is P(message lost) = PER+increase*(d-1). Note that with the values from the road test, 
the probability of message loss is 100% in a platoon of eight vehicles or more; hence every 
message is lost. 

Performance parameters of the simulator are summarised in  
Table 17. Note that all emergency braking is done at maximum deceleration. The CACC cruise 
authority is aimed to be within the testing requirements on ACC as described in [181] page 11. 
The irregularity of the numbers are due to the quantisation in the interface to the simulator, see 
[179]. 
 

Table 17: Performnce parameters of simulator 

Parameter Value 

Maximum acceleration 7.8 m/s2 

Maximum deceleration -8.4 m/s2 

CACC Cruise authority 1.7 m/s2 

-2.6 m/s2 

CACC update rate 100 ms 

TDMA slot time 1 ms 

TDMA cycle length N slots 

 

The assumed communication scheme implies periodic transmission at 100 ms of CACC-messages. 
CEBP messages are sent as soon as possible according to a round-robin TDMA scheme. This 
implies that the worst case time (assuming no packet loss) to inform entire platoon to brake with 
CACC is in the order of (N-1)*100 ms. For CEBP, the corresponding time is (Issue brake request 
with broadcast back-wards and pass ACK with several hops in forward direction): (N-1) + (N-1) * 
(N-1) ms. The worst case waiting time in a TDMA cycle is N-1, and each TDMA-slot is 1ms. We note 
that below N=100 vehicles, CEBP has shorter time to inform the platoon. The worst case delay of 
brake actuation in first vehicle is: CACC: no delay, and CEBP: (N-1) + (N-1)* (N-1) ms. This value 
is the timeout that is discussed in the CEBP-protocol description.  
 
A graphical interface, simple visualiser, for the platoon simulator has also been developed, see 
Figure 76, In the example, the red vehicle has just crashed and the yellow vehicle is too close to 
the preceding vehicle. The visualiser is good for visualising what is happening, but is normally not 
used to check performance, e.g. of a protocol under test. 
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Figure 76: Platoon visualiser 

 

Testing 

Testing of the protocol using the platooning simulator was conducted sizes N = 3 - 8 to study the 
effects of platoon size on safe time headway. Testing is done from (starting at t = 0) a steady state 
which implies that all vehicles in the platoon are running at 20m/s and with equal head-way as 
specified in the test-case. As soon the scenario starts the effects of friction, drag and controller 
induced effects are introduced. Each scenario is simulated 20000 times.  
Two cases are tested:  

• Issuing an emergency brake command directly at t = 0 – according to either CEBP or 
CACC.  

• First a sequence of ten random inputs, one second each, to the platoon leader, and then 
emergency brake as in the first case. Each input is either accelerate or decelerate 
according to the CACC cruise authority. This implies that the platoon has a random 
starting state before emergency braking starts. 

 

Also, loss free and lossy communication according to the measurements described is compared. 
In the below figures, irregular curves can be attributed to statistical effects in the simulator (e.g. 
deficient random number generation and number of runs). 
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Figure 77: Min HW - Braking from steady state with packet loss 

 

In Figure 77, the average minimum headway (HW) is 0.52 for CACC. As expected, it seems to not 
scale with the number of vehicles. This is because braking is not influenced by vehicle number 
since communication is always between proximate vehicles. The CEBP min HW scales (slowly) 
with number of vehicles since communication during braking needs to pass all vehicles or time-
out.  
 
 

 
Figure 78: Min HW - Braking from random state with packet loss 

In Figure 78 similar trends can be seen as above, i.e. scaling, albeit at different levels. Here we 
found that using CEBP decreases the minimum safe headway by at least 30% (with packet loss 
and random starting state). 

 
Figure 79: Min HW - Braking from steady state with no packet loss 
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In Figure 79 again similar trends can be seen. As expected, the lower limits of both protocols are 
related to the respective underlying communication scheme.  
 
The investigation of minimum headway with no packet loss starting at a random state is omitted 
here as the expectations are already clear.  
 

7.5 Safety Outage 

Technology Description Table – TDT18 

Title: Safety Outage 

Property: Safety 

Type: Protocol: a communication protocol 

Description: Communication Protocol to Minimize Safety Outage 

Provider: MDH 

Provided as SafeCOP Technology Brick: YES (TB024) 

Readiness: In progress 

Integration Status: To be implemented in a simulator 

Additional Details: [184], [185] 

 

Inspired by the results on how to design a communication protocol to achieve outage for malicious 
eavesdroppers (security constraints) in [184][184] and [185][185] safety outage is proposed as 
a suitable metric to evaluate the performance of Co-CPS. Whenever the reliability of a vital 
communication link drops below a previously agreed value for an agreed duration of time, a safety 
outage is declared. Once a safety outage is declared, measures can be taken to put the Co-CPS into 
a safe state, e.g., increase the inter-vehicle distance in the platoon.  

Also, once a value for the reliability threshold and a value for the duration has been agreed 
on, the communication protocol can be optimized to reduce either the duration of a safety outage, 
or the occurrence of safety outages, depending on application.  
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8 Final Remarks 

8.1 Summary of Contributions 

This document presents a total of 18 pieces of technology, (seven of which are SafeCOP Technical 
Bricks), developed in the context of the SafeCOP project Use Cases, thus applying to the maritime 
(UC2), automotive (UC3, UC4 and UC6), healthcare (UC1), and traffic management (UC5) domains. 

In the Healthcare UC (UC1), we focus the attention on the integration of the Wireless Safety Layer 
(reported in D3.3) to provide increased safety guarantees. This is a technical brick that is to be re-
used in other UCs, perhaps more immediately in UC2, the maritime UC. The later was fitted with 
several contributions, particularly focusing in the security topic, regarding CPS and UAV 
communications. However, the timeliness property was not neglected in the analysis of the 
communication protocol NGHam to be used for vessel control. 

In the automotive UCs, and particularly in UC3, several contributions have been made, ranging 
from supporting mechanisms to enable wireless intra-vehicular communication, to inter-
vehicular security and timeliness improvements. Importantly, we also looked into 5G technologies 
to check the current state-of-technology for supporting V2X applications. UC4 focused more on 
the integration of cloud services as supporting infrastructure for connecting road weather 
services with vehicles. UC5 delved into security via cryptography support in roadside sensor 
networks. Regarding UC6, also focusing on platooning, contributions focused on safety and 
timeliness, by providing enhancements to the IEEE 802.11p protocol, and designing a coordinated 
brake protocol. 

 

TECHNOLOGY PROPERTY 
ADDRESSED 

TYPE PARTNER USE 
CASE 

SAFECOP 
TECHNOLOGY 

BRICK 

SECTION 

WIRELESS SAFETY LAYER Safety Protocol SINTEF UC1, 
UC2 

TB012 2.2 

A MAX-PLUS BASED 
NETWORK CALCULUS 
APPROACH FOR END-TO-END 
DELAY ANALYSIS 

Timeliness Method DNVGL UC2 TB003 3.2.1 

ANALYSIS OF MANET AND 
FANET ROUTING PROTOCOLS 
FOR UAV COMMUNICATION 

Scalability Analysis TEK UC2 N/A 3.3 

SECURITY ANALYSIS FOR 
CYBER-PHYSICAL SYSTEMS 

Security Analysis TEK UC2 N/A 3.4.1 

SPOOFING ANALYSIS IN UAV 
COMMUNICATIONS 

Security Analysis TEK UC2 N/A 3.4.2 

POWER EFFICIENT 
LEGITIMATE 
EAVESDROPPING VIA 
JAMMING IN UAV 
COMMUNICATIONS 

Security Method ISEP UC2 N/A 3.4.3 

IEEE802.15.4E WCBA TOOL 
USING NETWORK CALCULUS 

Timeliness Tool ISEP UC3 TB017 4.2.1 
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SYMPHONY: A CENTRALIZED 
SCHEDULING APPROACH FOR 
DSME MESH NETWORKS 

Scalability Protocol ISEP UC3 TB018 4.2.2 

DYNAMO – DYNAMIC 
MULTISUPERFRAME ORDER 
SCHEDULING FOR DSME 

Timeliness Protocol ISEP UC3 N/A 4.2.3 

LCD: LOW LATENCY 
COMMAND DISSEMINATION 
FOR A PLATOON OF 
VEHICLES 

Timeliness Protocol ISEP UC3 N/A 4.3.1 

DYNAMIC KEY-
GENERATION FOR IEEE 
802.11P 

Security Protocol ISEP UC3 TB021 4.3.2 

5G FOR V2X Timeliness Analysis DTU UC3 N/A 4.3.3 

4G IOT CLOUD ROAD 
WEATHER SERVICE 

Scalability Infrastructure FMI UC4 TB026 5.3 

HYBRID CRYPTOGRAPHY Security Method UNIVAQ UC5 TB014 6.2 

TOKEN-BASED PROTOCOL 
FOR IEEE 802.11P 

Timeliness Protocol MDH, SICS UC6 N/A 7.2 

RELAYING FOR INCREASED 
RELIABILITY 

Timeliness Protocol MDH, UC6 N/A 7.3 

COORDINATED EMERGENCY 
BRAKE PROTOCOL 

Safety Protocol Qamcom UC6 TB033 7.4 

SAFETY OUTAGE Safety Protocol MDH UC6 TB024 7.5 

8.2 Conclusions 

The contributions reported in this deliverable touch all of the three fundamental pillars for 
reliable Co-CPS: safety, security and the performance QoS aspects, as reported in D3.1. The 
motivation is clear: without the adequate QoS support of properties such as timeliness, scalability 
and robustness, communications would be seriously impaired. Many of the proposals are still 
under integration in the respective UCs which means, despite the preliminary results obtained 
either analytically, in simulations or in testbeds, the validation in the UC scenario is to be carried 
out in the long run, and should be ready be the end of the project. 
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