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1 Introduction 

1.1 Background 
In recent years a new class of systems has emerged, distinguished from traditional monolithic systems. In 
general, these systems combine characteristics of autonomous and independently developed components, of-
ten large and complex, in many cases geographically distributed, with emergent behaviour and evolutionary 
nature. We refer to these systems as systems-of-systems (SoS). The main idea in such systems is to provide a 
set of enhanced and improved services, based on the services provided by participating components. In par-
ticular, such SoS are often characterized by the use of some communication infrastructure, involve multiple 
stakeholders, dynamic systems definitions, and have unpredictable operating environments. In the literature, 
they are sometimes also referred to as Cooperative Open Cyber-Physical Systems (CO-CPS), since they 
combine cyber- and physical parts to provide mission-critical services. 

CO-CPS provide solutions for several societal challenges. For example, use of cooperative robots can reduce 
the amount of the physical labour in hospital, directly impacting the cost of the overall healthcare; coopera-
tive boats can help in increasing navigation safety; using vehicle-to-infrastructure and infrastructure-to-
vehicle communication modes, one can deliver critical-up-to-date real-time road weather data in order to in-
crease traffic safety. These are only a few among numerous examples where CO-CPS can be employed. 

The emerging behaviour of complex CO-CPS arises when the fulfilment of a need, or a set of needs, requires 
the interaction of multiple independent systems. For	example,	instead	of	relying	on	one	single	system	to	
meet	a	set	of	performance	requirements,	one	could	look	into	more	encompassing	solutions	that	meet	a	
broader	set	of	needs.	 It becomes a challenge to model and reason about such dynamic behaviours. 

Since both, humans and the environment are involved in CO-CPS, it might happen that the system causes the 
harm to some of them. In order to prevent this, it is important to obtain design-time safety assurance evi-
dence to guarantee that the system manages risk acceptably. Therefore, in some domains, developers have to 
prepare an explicit safety case, combining evidence with a safety argument, while in other domains develop-
ers must show that their processes and work products conform to a relevant standard. The design-time evi-
dence enables developers to foresee the possible safety-related problems that can arise from the interaction 
between the system and the environment, to show that these interactions do not pose an unacceptable risk. 
On the other hand, certification is very expensive, and can add a development cost overhead of 25 to 100% 
(IBM Software Rational, 2010). 

SoS are constituted of interconnected systems, equipped with interfaces to the Internet, which potentially 
(Eames & Jonathan, 1999) might endanger the system, as it exposes it to a wide range of security threats. If 
we just take a look at a modern car, equipped with the latest technology, we might notice that simple security 
glitches might enable a potential attacker to take control over safety-related functionalities (Koscher2010), 
(Miller2015). In the early 1990s researchers identified the need to harmonize activities related to safety and 
security issues. However, to the best of our knowledge, there is still no standardized approach to address 
safety and security in combination. 
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1.2 Content, Aims and Relevance of this Report for the SafeCOP project 
This report discusses a wide variety of technical approaches and methods that have been used or proposed to 
analyse system safety, hazards and risk over several decades. Many of these have been industrially used and 
actually predate the IT era, originating in e.g. mechanical engineering. The cyber-physical aspect of the SoS 
considered in SafeCOP necessitates an overlap with the traditional engineering world, but sometimes require 
creative re-interpretation an adaptation from a software engineering perspective. 

One aim of this report is to produce a shared consortium knowledge base by collecting together expertise 
from the different partners within the SafeCOP consortium, both industrial and academic. This goal is also 
being supported by workshops and online courses within the consortium. The SafeCOP consortium diversity 
allows us to survey both fundamental theories and methods, as well as industrial practice. On the basis of this 
document, we will identify any gaps in our knowledge. More importantly, the document provides a first op-
portunity to critique significant omissions in current safety certification standards that fail to deal adequately 
with the distinctive features of CO-CPS. 

The approaches we survey in this report include: 

• Simple hazard identification 
• Quantitative risk modeling 
• Prevention, detection and mitigation strategies 
• Safety lifecycle models 
• Domain specific safety standards 

For each approach that we consider, we briefly summarize the strengths and weaknesses of the approach. It 
is neither intended nor practical to produce an exhaustive survey of all known approaches. In particular, we 
restrict our domain specific studies to just those domain areas that are relevant to the SafeCOP demonstra-
tors. 

We will look more closely at the state-of the-art in domain specific standards, since it is primarily these 
standards that SafeCOP aims to extend and influence. We will especially focus on emerging standards in the 
combined areas of functional safety and systems security. One aim of the SafeCOP project is to further de-
velop such combined safety and security standards, since open cyber-physical systems are vulnerable to both 
types of hazard. Indeed, security violations could be expected to seek to actively exploit safety vulnerabilities 
(e.g. brakes and steering in a vehicle). Merging these two areas (safety and security standards) remains a 
challenging problem, not least because of the division of responsibility between two largely separate com-
munities. However, there have been some proposals, e.g. the SESAMO V-model for a safety-security com-
bined process in the automotive sector, which we survey. 

1.3 Overview of the Report 
Chapter 2 describe an overall framework for risk management and barrier management philosophies, build-
ing on ISO 31000. A survey is also included of the related problem of technology qualification and use of 
technology readiness levels in domain specific areas.  
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Chapter 3 considers state-of-the-art techniques and methodologies for safety analysis that are currently in use 
within different engineering domains. These methods include simple (qualitative) hazard identification 
methods such as FMECA worksheets, and more advanced (quantitative) risk modeling methods such as 
fault-tree and event-tree analysis (i.e, FTA, ETA) and Markov models. These basic techniques allow us to 
numerically model a risk situation and therefore understand the cost/benefit of management strategies. How-
ever, in real life, they must be extended by methodologies that help identify hazard prevention, detection and 
mitigation barriers such as Bowtie and LOPA methods.  

From a SafeCOP perspective, especially from the viewpoint of the demonstrators, accident models emerging 
from systems theory, which employ control theoretic, more than risk theoretic approaches, are particularly 
interesting. This is due to the strong emphasis on autonomous systems within the SafeCOP demonstrators. 

A more comprehensive understanding has emerged that the risk profile of a product can change during the 
development and deployment lifecycle. This has led to full-blown safety lifecycle models and safety stand-
ards, for example IEC 61508 and its many derivatives and refinements. Such standards typically try to codify 
industry best practice, rather than a specific theoretical model. A key contribution of such standards has been 
the proposal of different safety integrity levels (SILs), that allow engineers to manage risk in different ways 
according to its severity. Standards typically mandate minimal levels of safety assurance for different SILs, 
e.g. testing and fault injection requirements. Chapter 4 is devoted to domain specific safety standards that 
overlap with the SafeCOP research scope and demonstrators.  
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2 Safety management philosophies  

2.1 ISO	31000	–	Risk	management	
The ISO 31000 standard “Risk management Principles and guidelines” (ISO, 2010) provides a generic 
framework for assessing and managing risk across various industries. The guideline is based on the recogni-
tion that activities/systems are performed/designed in order to achieve some objective (with respect to per-
formance, safety, cost etc.). However, internal and external factors affect whether objectives will be 
achieved, i.e. future consequences of activities/systems are associated with uncertainty. On this background, 
risk is ] ISO 31000 as“… the effect of uncertainty on objectives.” In this context, uncertainty is defined as 
“…the state, even partial, of deficiency of information related to, understanding or knowledge of an event, 
its consequence, or likelihood.”1 

In practice, risk is often conceptualized and represented as the unfolding of a sequence of events and conse-
quences. Specifically, ISO 31000 defines the following elements: 

• Risk source: “element which alone or in combination has the intrinsic potential to give rise to risk” 
(risk sources are also commonly referred to as threats) 

• Event: “occurrence or change of a particular set of circumstances” (Events considered in the con-
text of risk are often termed “accident” or “incident” (the latter term is typically used to refer to 
events without consequences, i.e. near misses). 

• Consequences: “outcome of an event affecting objectives” (Often the consequences considered in a 
risk assessment are the negative consequences, i.e.  losses (monetary, life, injury, damage, etc), but, 
more generally, risk can relate to desirable and unwanted effects.)  

ISO 31000 takes a high level view of risk, and not all ISO standards are fully aligned with its terminology 
and definitions. For example, ISO 26262 defines risk as the combination of the probability of occurrence of 
harm and the severity of that harm. This is according to a traditional view of risk in terms of probabilities and 
consequences which is still in use in many industries, however, ISO 31000 reflects the increasing acknowl-
edgement in the risk research community that risk cannot be fully described within a probabilistic framework 
(Aven T. , 2014). The key argument for this is that probabilities do not convey the knowledge on which their 
assignment is based, and a comprehensive risk description therefore requires that assumptions and 
knowledge underlying quantitative risk results are addressed and evaluated. Probability-based risk descrip-
tions are useful for risk comparison, but can be misleading if the knowledge basis for the comparison is poor. 
Hence, ISO 31000 does not exclude a probabilistic risk analysis, but seeks to put it in a broader context of 

																																																													

1	In	accordance	with	the	ISO	definitions	of	risk	and	uncertainty,	Aven	(Aven	T.	,	2014)	provides	a	conceptu-
alization	of	risk	as	a	combination	of	consequences	(C)	and	associated	uncertainties	(U),	i.e.	risk	=	(C,	U).		
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risk management. The link between the uncertainty based risk definitions and probability based risk 
measures used in practice is described in (Hafver, et al., 2015). 

The aim of risk assessments is to obtain an understanding of the risk, i.e. to identify uncertainties and their 
effects on objectives (Amundrud & Aven, 2015). Risk assessments are used as input to inform decisions re-
garding whether risk are tolerable with respect to some criteria, to differentiate risk associated with different 
options/decisions, and to determine if (and which) risk treatment options should be implemented to control 
or modify risk.  

ISO 31000 (ISO, 2010) and ISO Guide 73 (ISO, 2009) defines risk management as “coordinated activities to 
direct and control an organization with regard to risk”. The risk management principles, framework and 
process, and their relations, are illustrated schematically in Figure 1. Risk assessment is performed as part of 
the risk management process, and informs decisions regarding risk treatment strategies.  

ISO 31000 defines several ‘attributes of enhanced risk management’: 

• Continual improvement: This involves setting performance goals and measuring improvement, 
and continuous reviews and updates to keep risk under control. 

• Full accountability for risk: I.e. “fully defined and fully accepted accountability for risks, con-
trols and risk treatment tasks…. The definition of risk management roles, accountabilities and 
responsibilities should be part of all the organization's induction programmes.” 

• Application of risk management in all decision making: “All decision making within the organi-
zation, whatever the level of importance and significance, involves the explicit consideration of 
risks and the application of risk management to some appropriate degree.” 

• Continual communications: “Enhanced risk management includes continual communications 
with external and internal stakeholders, including comprehensive and frequent reporting of risk 
management performance, as part of good governance.” 

• Full integration in the organization's governance structure: “Risk management is viewed as cen-
tral to the organization's management processes, such that risks are considered in terms of effect 
of uncertainty on objectives. The governance structure and process are based on the manage-
ment of risk. Effective risk management is regarded by managers as essential for the achieve-
ment of the organization's objectives”.  
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Figure 1: Schematic summary of the ISO 31000 risk management principles, framework and process. 

2.2 Barrier	management	
Barrier management (Figure 4) is a safety philosophy widely used in the oil and gas industry (Petroleum 
Safety Authority Norway, 2013). The idea is to control risk by putting measures in place to prevent undesir-
able incidents from occurring and limit their effects if they occur. In this framework, the following terminol-
ogy is used (from (Petroleum Safety Authority Norway, 2013)): 

• Barrier: Technical, operational and organisational elements which are intended individually or col-
lectively to reduce possibility/ for a specific error, hazard or accident to occur, or which limit its 
harm/disadvantages.  

• Barrier element: Technical, operational or organisational measures or solutions which play a part in 
realising a barrier function. 

• Barrier function: The task or role of a barrier. Examples include preventing leaks or ignition, reduc-
ing fire loads, ensuring acceptable evacuation and preventing hearing damage.  

• Barrier strategy: Result of a process which, on the basis of the risk picture, describes and clarifies the 
barrier functions and elements to be implemented in order to reduce risk. 

• Barrier management: Coordinated activities to establish and maintain barriers so that they maintain 
their function at all times. 
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Barriers intended to reduce the likelihood of undesirable incidents is called preventive barriers, whereas bar-
riers implemented to avoid escalation and reduce effects of incidents are called mitigating barriers. Barriers 
are often visualized in a bow tie diagram (Figure 2) or using the Swiss-cheese model (Figure 3). 

 

 

Figure 2: Bow-tie model, illustrating barrier philosophy. 

 

Figure 3: barrier philosophy is also sometimes conceptualized using the Swiss cheese models, i.e. accidents 
occur when threats penetrate holes in the barriers that are in place. 
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Figure 4: Barrier management as part of the risk management process (from (Petroleum Safety Authority 
Norway, 2013)). 

2.3 Technology	qualification	
To qualify new technology, several standards and governing documentation must be considered. These doc-
uments provide guidance, requirements, and input to the qualification process. 

Implementation of new technology requires that the technology is sufficiently proven, for instance by a tech-
nology qualification program. The program should introduce a systematic and structured process that identi-
fies and sufficiently reduces the uncertainties to the technology. 

Two standards are mainly applied for technology qualification of components and systems in the O&G in-
dustry (although the approach is industry agnostic) : 

• DNV-RP-A203 

• API-RP-17N and API-RP-17Q 
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In addition, several industries have adopted the technology readiness level (TRL) concept developed by 
NASA. The TRL concept is a measurement system for systematically assessing the maturity of a particular 
technology. 

2.3.1 DNV-RP-A203	
DNV-RP-A203 (2013) (DNV GL, 2013) is the most commonly used guidance for qualification of subsea 
technology. The guidance, which is released as a recommended practice (RP), is developed by DNV GL and 
was first published in 2001. The current version was published in 2013.  

The Technology Qualification Plan (TQP) is used to systematically exclude uncertainties and thereby pro-
vide technical evidence of the technology. The objective of the TQP is to present a systematic approach on 
how to qualify and document new technology, through all stages of application. The technology qualification 
process, deals with a structured set of steps, assembled in series and connected to a modification stage, which 
ensures that uncertainties are reduced to an acceptable level and documented prior to approved qualification.  

The process steps presented in the current version are explained below, and are visualized in  Figure 5. Qual-
ification Basis: The first stage is where the qualification basis is established. All facts to the new technology 
are identified such as its function, intended use, expectations to the technology as well as its qualification ob-
jectives. 

1. Technology Assessment: This step performs an assessment of the technology and determines its de-
gree of novelty where its key challenges and uncertainties are identified. 

2. Threat Assessment: The threat assessment identifies the failure modes of the technology, and corre-
sponding failure mechanisms as well as associated risk. 

3. Technology Qualification Plan: The technology qualification plan is used to provide necessary 
qualification evidence on how to manage potential unacceptable failure modes. 

4. Execution of the Plan: The planned activities are executed, and qualification evidence obtained 
through experience, numerical analysis and tests. 

5. Performance Assessment: The last step concerns a review where the qualification evidence is as-
sessed against the technology qualification basis. 

6. Modification: The aim of the modification is to reduce occurrence of non-acceptable elements, re-
moves failure mode of concern, improve the confidence or reduce the cost. 

 

If the technology in the performance assessment meets the requirements stated in the technology qualifica-
tion basis, the technology is considered as qualified. If not, the technology must be modified to achieve these 
requirements. 
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Figure 5: DNV TQ process (DNV GL, 2013). 

2.3.2 API-RP-17N	
API-RP-17N (American Petroleum Institute, API RP 17N - Recommended Practise for Subsea Production 
System Reliability and Technical Risk Management, 2009) is focusing on reliability within subsea and is 
based on the same reliability processes as defined by ISO 20815 (ISO, 2008) for production assurance and 
reliability management. The philosophy of the RP is to prioritize reliability and technical risk management 
efforts based on the level and source of technical risk in the project. More detailed reliability effort is rec-
ommended for projects/equipment involving high technical risk. The RP provide a general approach to 
achieve a desired reliability performance within projects. For technical risk API-RP-17N recommend follow-
ing process: 

• consider all sources of technical uncertainty that could impact the ability to achieve required perfor-
mance; 

• be carried out by experienced engineers who understand the project engineering scope at each pro-
ject stage; 

• provide a qualitative “score” of risk to facilitate prioritization of mitigation effort 
• adjust the level of focus from an overall project assessment to a detailed component assessment as 

the project develops from feasibility to design and manufacture. 
This process is repeated for each step in the project life cycle; feasibility, concept selection, FEED, Detail 
design and manufacture, system integration test (SIT), install, commissioning and operate. The RP  details 
what is expected of activities to define the technical risk at each step illustrated in Figure 6. 
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Annex A provides an example of one method to systematically organize the key practice described in main 
document using a technical risk categorization technique to define appropriate level of activity for each pro-
ject stage. 

Annex B provides specific guidance on how to perform the tasks identified in Annex A. The annex also de-
scribes the supporting management activities/ processes recommended to support reliability implementation. 

Annex C provides specific guidance on the collection and management of reliability and performance data to 
best support reliability implementation. 

Annex D provides example methods for estimating the failure rate of equipment from performance verifica-
tion test data. 

 

Figure 6: Project Life Cycle as described in API-RP-17N (American Petroleum Institute, API RP 17N - 
Recommended Practise for Subsea Production System Reliability and Technical Risk Management, 2009). 
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2.3.3 API-RP-17Q	
Another qualification procedure, API-RP-17Q (2010) (American Petroleum Institute, API RP 17Q - Subsea 
Equipment Qualification - Standardized Process for Documentation, 2010), is released as an RP by the 
American Petroleum Institute. The current version, issued June 2010, is the first edition. API-RP-17Q pro-
vides a systematic method with a structured framework for qualification of subsea technology, but unlike 
DNV-RP-A203 that covers both hardware and software technology, API-RP-17Q is specific for subsea 
equipment. 

The method starts with a breakdown of the subsea equipment into component-levels. These components are 
further categorized into classes of equipment or component functionality, which are used to identify the 
components. The qualification process is based on failure mode assessment (FMA) and product qualification 
sheet (PQS), where both supplier and operator in cooperation develop acceptance criteria and requirements 
for the technology. The FMA is a modified method of FMECA, and shall be presented in a FMA template 
(modified FMECA template). The PQS shall similarly be presented in component-specific templates, which 
contain information about each component, operating parameters, qualification requirements, interfaces and 
additional comments. The PQS shall be maintained throughout the qualification, and represents the final 
qualification documentation of a component. The qualification takes place through exchange of the FMA and 
PQS, between the supplier and the operator. The technology is considered qualified when the acceptance cri-
teria and requirements are met. 

2.3.4 Technology	Readiness	Level	(TRL)	
A common way to illustrate the progress in a TQP is by TRL. TRL is a systematic measurement system 
where the maturity of a particular technology is assessed.  

Other industries have adopted and modified the fundamental idea behind TRL, such as API RP 17N which 
presents a TRL for the subsea industry. The table indicates the maturity progressing through eight levels, 
where the levels are defined from a minimum of 0, corresponds to an unproved idea, to a maximum of 7, cor-
responding to a proven technology. A technology assigned with TRL 4 is considered to be qualified for its 
intended use. Note that TRL is only one way to rank the matureness of a technology, while TQ is a process 
on how to achieve a specific level of confidence in the relevant technology. 
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Table 1: Technology Readiness Level (TRLs) for subsea by API RP 17N (American Petroleum Institute, API 
RP 17N - Recommended Practise for Subsea Production System Reliability and Technical Risk Management, 
2009). 

 

 

To qualify complex systems, it is recommended to take a system engineering approach when decomposing 
technology. However, the above mentioned RPs give very little description on how this should be done, but 
this is well documented in other Systems Engineering handbooks, e.g. (INCOSE, 2006). 
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2.4 Safety Assurance of Open Adaptive Systems 
It is very challenging or not currently possible to address cooperative systems (the CO-CPS addressed by 
SafeCOP) by using the current certification practice, since current standards allow only design-time pre-
release safety assurance. This section gives an overview of the state-of-the-art academic approaches. 

Once a system is certified, the safety certificate is typically valid only for a specific system configuration. 
This is the case, for example, in the avionics area, where the system is certified as a whole, and even small 
changes may result in a requirement for complete re-certification. The focus of recent work in safety assur-
ance research (Rushby J. , 2002) has been to develop “modular” certification approaches. The idea is that a 
“modular safety certificate” can be given to an individual subsystem (module), and then these certificates 
will be manually composed into a system certificate. Thus, when a module is changed, the re-certification ef-
forts can be isolated to the effects of the changed module and its interfaces. Some certification standards, 
such as IEC 61508 and ISO 26262, allow “modular safety cases” where the safety cases are composed. For 
example, ISO 26262 has the notion of a Safety-Element-out-of-Context. Recent projects, such as RECOMP 
(RECOMP, u.d.) and SafeCer (SafeCer, u.d.), have proposed modular certification approaches, but these are 
not used in current practice and there is no methodology to apply them in the context of CO-CPS. 

However, in the scientific literature there are several safety assurance approaches proposed for the context of 
“Open Adaptive Systems”	(Schneider,	2014), which covers the aspects of CO-CPS. As depicted in Figure 7, 
there is a spectrum of approaches to the certification of “Open Adaptive Systems”, depending on how flexi-
ble these are or how accepted the current certification practice. The main idea is to shift at “runtime” (that is, 
post-release, after the design of the system), tasks which are typically done pre-release as part of the safety 
assurance process. For example, researchers have proposed that the safety certificates which are derived at 
design-time are “composed” at runtime. At the other end of the spectrum, the hazard and risk analysis has 
been proposed to be shifted at runtime. Such an idea is very far from acceptance (scores low on the Y-axis) 
because it is not acceptable to release the system and then do a hazard and risk analysis. The flexibility 
would increase if the safety cases would be derived at runtime, or if some of the verification and validation 
tasks are shifted at runtime, but these are also low on the “acceptability” scale.  
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s 

Figure 7: A classification of safety-assurance approaches for “Open Adaptive Systems” (from: “Safety As-
surance of Open Adaptive Systems – A Survey”). 

 

The first proposal for a runtime certification approach has been presented by Rushby (Rushby J. , Just-in-
time certification, 2007). Rushby highlights the deficiencies of the current certification practice and calls for 
“a science of certification”. Although the certification practice is mostly manual done on informal models, 
due to the advent of Model-Based Systems Engineering, more of the manual safety assurance work can be 
supported by tools. Rushby is anticipating classes of systems, which have similarities to the CO-CPS ad-
dressed by SafeCOP, and where he notes the drawbacks of the current practice: 

“In all these cases, the basic precept of traditional certification—anticipate all circumstances at design 
time— is questionable. Instead, I propose that exploration of possible future circumstances should be post-
poned to runtime, when their envelope may be better known, and that run- time mechanisms should have re-
sponsibility for avoiding adverse outcomes. I refer to this approach as runtime composition and the assur-
ance cases that support it as just-in- time certification.” The key elements of such a “just-in-time 
certification” are (i) formal models, (ii) verification and (iii) runtime monitors. Verification and validation 
are used today as part of the safety assurance practice. These tasks are typically supported by tools and rely 
on formal models and automated model checking (automated verification). The models capture the behav-
iour of the components, and the verification checks that the components behave as expected, including in 
new contexts at runtime. The monitors are applied at runtime to control the component’s behaviour during 
execution and to trigger adequate measures when deviations occur. Monitors are envisioned to by synthe-
sized from the behaviour model of the component. The ideas of “just-in-time” certification are further devel-
oped by Rushby in his paper on “Runtime Certification” (Rushby J. , Runtime certification, 2008).  

Schneider et. al. have addressed recently the safety assurance of “open adaptive systems”. In one of their 
works, Schneider and Trapp propose the concept of “Conditional Safety Certificates” (ConSerts) (Trapp, 
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2013) aiming to “facilitate the modular definition of conditional safety certificates for single components and 
systems using a contract-like approach”. Their proposed approach is placed in the top-left corner of	Figure 7, 
since the idea is that safety assurance (certification) has been done pre-release in a traditional way. However, 
the ConSerts capture “variation points” in the “certificate” and formalize external dependencies that could 
not be resolved at development time and need to be resolved at runtime; hence, the certificates are “condi-
tional”. Such an approach provides the flexibility required by the interaction of “open adaptive systems” 
such as the CO-CPS in SafeCOP. Using the conditional certificates, the authors propose to “shift parts of the 
assurance and certification activities into runtime, when the actual system constituents and configurations are 
known and all relevant information can be obtained. Ultimately, this means that systems are to be enabled to 
(re-)certify themselves whenever dynamic adaptation or integration occurs”. 

Östberg and Bengtsson (Bengtsson, 2013) have addressed “safety assessment and runtime” for cooperative 
vehicles that use the AUTomotive Open System Architecture (AUTOSAR) standard. The approach consists 
of: (i) “safety contracts” and (ii) a system architecture that uses a “safety manager”. A “safety contract” is a 
“contract between two, or more, parties who exchange information and where the integrity of the information 
is important from a safety perspective. The contract specifies properties that must be satisfied for the contract 
to be valid.” The authors mention that the contracts should be formally modeled, but do not propose a model. 
The safety contracts are checked at runtime by a “safety manager” which is part of an extended AUTOSAR 
system architecture, see Figure 8.  

 

Figure 8: The AUTOSAR runtime safety assessment architecture proposed by Östberg and Bengtsson. 

 

In the automotive area, researchers have also proposed extensions to the concept of “Safety Element out of 
Context” (SEooC) from the ISO 26262 automotive standard. One such extension is concerned with using 
SEooC in the context of cooperative vehicles (Nilsson,	2013), whereas another extension (Knoll, 2014) pro-

 
Fig. 6. AUTOSAR extended with safety components 

The safety manager is an active monitoring entity that has a set of rules that it mon-
itors. We will look further at safety contracts in next section. Fig. 6 shows all the 
concepts from a vehicle perspective in relation to AUTOSAR. Our extensions to 
AUTOSAR are: the LDM, the GSM and the safety manager. We would like to stress 
that AUTOSAR is a very general architecture concept and would easily adapt to any 
ITS station. Fig. 6 also shows some supporting software components that reads and 
updates the LDM, though important they are not considered as key components and 
hence out of the scope for this paper. 

 
To achieve a safe cooperation in our system of linked vehicles we must also handle 

consensus i.e. that the information in each vehicles LDM is consistent with others 
LDMs and that decisions taken in individual vehicle are known and acceptable to all 
other nodes. AUTOSAR defines a mode manager that is responsible for the state of 
the vehicle’s system, from the lowest level i.e. individual ECUs to the highest level, 
the whole vehicle. The mode manager consists of two parts, Mode Arbitration and 
Mode Control. It seems natural to extend its responsibilities up to the next level, our 
linked system of vehicles. Linking to another vehicle could be viewed as new dynam-
ic ECUs appear in the existing system. Arbitration and control must then be extended 
to include other vehicles in order to reach consensus. Distributed arbitration and con-
trol in a dynamic environment is a research topic on its own and not part of our scope. 
For our purpose we assume that the LDM contains all the relevant information the 
safety manager needs and that the mode manager is responsible for updating the 
LDM. The process flow is as follows. When the safety manager discovers unsafe 
situations it notifies the mode manager. The mode managers must arbitrate and reach 
consensus between the vehicles. How well consensus is reached is something that the 
safety manager could monitor e.g. information like decision latency and link quality 
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poses also a safety assessment to be done at runtime by a safety manager, similar to the work by Östberg and 
Bengtsson. 

Although as discussed in this section researchers have proposed certification approaches for “Open Adaptive 
Systems” and runtime (“Just-In-Time”) certification approaches that could address the challenges of CO-
CPS, none of these approaches are feasible in practice and none of them has been adopted by the certification 
standards. That is the reason SafeCOP will develop a new safety assurance concept model to address the 
safety assurance of CO-CPS. 

2.5 Systems-Theoretic	Accident	Model	and	Processes	(STAMP)	
STAMP is a recent accident model that was first introduced by Nancy Leveson in 2003 (Leveson, A new 
accident model for engineering safer systems, 2003). This new causality model is based on systems theory 
focusing on enforcing behavioural safety constraints rather than preventing failures.  

Briefly, systems theory is founded on two pillars, or pairs of ideas: i) emergence and hierarchy, ii) communi-
cation and control (Checkland, 1981).  In the first pair of ideas, socio-technical complex systems are consid-
ered and assessed as a hierarchy of levels of organization, which starts from the less complex at the bottom 
and ends with the most complex at the top. Each level is characterized by emergent properties in the idea that 
at a given level complexity, and the properties and characteristics of that level, are irreducible (Leveson, 
Engineering a Safer World: systems thinking applied to safety, 2011). The emergent properties are derived 
from the constraints upon the degree of freedom of the components on one level of the hierarchy. Based on 
systems theory and STAMP, safety can be obtained only in the context of a whole.  

The second pillar of systems theory is that of communication and control. Control is considered as the impo-
sition of constraints, in order to keep an activity at the desirable state. The four elements needed in order to 
control a process are (Leveson, Engineering a Safer World: systems thinking applied to safety, 2011):  

ü Goal condition (set-point) 
ü Action condition (actuator) 
ü Model condition (model/algorithm of the controller) 
ü Observability condition (sensor) 

as shown in Figure 9.  
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Figure 9: A standard control loop (Leveson, 2011). (Leveson, Engineering a Safer World: systems thinking 
applied to safety, 2011). 

STAMP is able to assess complex sociotechnical systems, which concern us today, by thinking of safety as a 
control problem rather than a reliability one. STAMP is assembled by three elements: safety constraints, hi-
erarchical safety control structures, and process models. Each level in the hierarchy imposes constraints to 
the one below. A lack of control in one level influences the remaining levels directly or indirectly through 
the channels of communication (interfaces) between each other (Figure 10). 

STPA is a hazard analysis based on STAMP, and is descibed in section 3.10. 
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Figure 10: An example of general form of a model of sociotechnical control (Leveson, Engineering a Safer 
World: systems thinking applied to safety, 2011). 
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3 Methodologies	for	safety	assessment	
This chapter reviews state-of-the art methodologies used for safety assessment. 

3.1 Hazard	and	operability	study	(HAZOP)	
The HAZOP technique was initially developed in the 1960’s in the context of chemical processes, but has 
been adopted in other industries, e.g. the oil and gas industry and software development. It is also used as the 
basis for reviewing batch processes and operating procedures (Health & safety Laboratory, 2000). 

HAZOP is carried out in joint workshops/meetings involving multidisciplinary teams of experts. The idea 
behind the technique is to break down complex designs or processes into simpler sections called ‘nodes’(e.g. 
‘Flow’, ‘Pressure’, ‘Composition’, ’Vibration’, etc.) , in order to identify and evaluate issues that may pose a 
risk (e.g. risk to personnel or facilities). Standardized guidewords/deviations are used to stimulate partici-
pants’ creativity and help identify hazards and operability problems related to each of the nodes (e.g., 
‘More’, ’Less’, ’None’ ,’After’, ‘Before’, ‘Too late’, ‘Too early’, ’As well as’, etc.).  For each hazard or op-
erability issue, related to a specific node and guideword, causes, consequences and safeguards can then be 
evaluated. 

Modifications of HAZOP have been suggested for application to software systems (Lawrence Livermore 
National Laboratory, 1996), e.g., which replaces traditional guidewords with guide phrases about software 
qualities such as ‘accuracy’, ‘capacity’, ‘functionality’, ‘reliability’, ‘robustness’, ‘safety’ and ‘security’.  

Advantages: 

• Systematic and comprehensive  
• Examines the consequences of the failure 

Disadvantages: 

• Time and resource consuming 
• Requires detailed design drawings 
• Additional guidewords may be required for unusual hazards 
• Focus on single-event causes only 

3.2 Failure	Modes,	Effects,	and	Criticality	Analysis	(FMECA)	
Failure Modes, Effects, and Criticality Analysis (FMECA) originates from the U.S. Military and was first 
described in Military procedure MIL-P-1629 (U.S. Department of Defense, 1949). It was later used by 
NASA in the Apollo program (National Aeronautics and Space Administration, 1966). FMECA is a variant 
of FMEA (adding the assessment of criticality). 

An FMECA involves reviewing components, sub-systems and assemblies to identify failure modes, causes 
and effects. The approach is described by Rausand (Rausand & Høyland, System reliability theory: models, 
statistical methods, and applications, 2004) and (Rausand), who lists the following objectives of an FMECA: 
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• Assist in selecting design alternatives with high reliability and high safety potential during the early 
design phases. 

• Ensure that all conceivable failure modes and their effects on operational success of the system have 
been considered. 

• List potential failures and identify the severity of their effects. 
• Develop early criteria for test planning and requirements for test equipment. 
• Provide historical documentation for future reference to aid in analysis of field failures and consider-

ation of design changes. 
• Provide a basis for maintenance planning. 
• Provide a basis for quantitative reliability and availability analyses. 
• Provide input data for trade-off studies. 

The FMECA process follows more or less the following steps (Rausand & Høyland, System reliability 
theory: models, statistical methods, and applications, 2004) (Rausand):  

1. Definition of system and collection of available information about the system to be analysed (includ-
ing previous/similar designs/systems) 

2. System structure analysis  
3. Failure analysis and preparation of FMECA worksheets 
4. Team review  
5. Corrective actions 

An FMECA worksheet, as shown in Figure 11, is used to guide the process and summarize results. 

	

Figure 11: Example of FMECA sheet. 

FMECA is qualitative, but can form a basis for further quantitative analysis. 

Advantages: 

• Systematic, easy to evaluate even for complex systems 
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• Allows a both top-down analysis (starting from each component, used when system design is de-
fined) and bottom-up analysis (starting from the overall system function and drilling down to com-
ponent level, used in early design phases). 

Disadvantages: 

• Focus on one failure mode at a time, i.e. neither critical combinations of failures, nor common cause 
failures, nor cascading failures 

• Focuses on hardware failures and gives inadequate attention to human error 
• Time consuming, especially for systems with many redundancies 

3.3 Fault	tree	analysis	(FTA)	
A fault tree is a schematic illustration of possible causes leading to a specified top event, representing a fail-
ure or loss. A deductive (top-down) approach is then used to identify possible causes of this top event. Basic 
events are combined through logic gates in a binary approach (AND, OR etc.).  An example is shown in Fig-
ure 12. 

Fault trees may be used as a qualitative analysis tool, to identify combinations of basic events that would 
lead to failure.	This can be used to find weaknesses in a design and to identify where to add redundancy. Al-
ternatively, if probability estimates for the basic events are available, it is possible to calculate the probability 
that the top event will occur (Rausand & Høyland, System reliability theory: models, statistical methods, and 
applications, 2004), which can be used for example to evaluate compliance with SIL requirements (see sec-
tion 4.1.1).  

	

Figure 12: Example of fault tree. 
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FT analysis is also used for software. In this contexts, the software is represented as a function block dia-
gram, with five types of function blocks (VTT, 2014): 

• Logic operations (AND, OR) 
• Comparison (GE, GT, LE, LT, EQ) 
• Selection (SEL) 
• Algebraic operation (ADD, SUB, MUL, DIV, ABS) 
• Timer (TON) 

Since software does not fail in the same way as hardware (i.e. software fails deterministically, not randomly), 
software FTA is performed qualitatively and not probabilistically (VTT, 2014).   

Advantages: 

• Systematic and logical structure  
• Allows quantitative analysis 
• Not limited to technical failures 

Disadvantages: 

• Fault trees grow exponentially in size 
• New fault tree must be constructed for each top event 
• Correlations/common causes are not captured 
• Can be time consuming to construct 
• Prone to logic errors 
• Not suitable when the order failures in a sequence of failures matter 

3.4 Event	tree	analysis	(ETA)	
Contrary to fault trees, event trees are inductive (bottom-up, forward logic) and they are used to understand 
and illustrate possible consequences/outcomes of a given system failure event, rather than determining the 
causes of said failures/events. Typically, the initiating event in the event tree represents the occurrence of 
some threat or hazard, and the subsequent events often represent/affect safety functions.  

Event trees may be used to qualitatively lay out possible event sequences, and quantitative analysis is possi-
ble if we have probability estimates for the various events in the tree.  In technical terms, each of the ‘leaves’ 
or outcomes in the event tree represent the probability of a particular sequence of events, as illustrated in Fig-
ure	 13. For example the top event could be ‘gas leak, the intermediate event could be ‘gas detectors work-
ing’, ‘ignition of gas cloud’ etc. and the final outcomes could correspond to consequences of various severity 
(e.g. ranging from no damage/loss to explosion causing fatalities). 
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Figure 13: Example of generic event tree. 

Advantages: 

• Systematic and logical structure  
• Allows quantitative analysis 
• Not limited to technical failures 

Disadvantages: 

• Similarly to fault trees, event trees may grow exponentially in size 
• New event  tree must be constructed for each initiating event 
• Correlations/common causes are not captured 
• Can be time consuming to construct 

3.5 Reliability	block	diagrams	
A reliability block diagram illustrates how the functioning of a system depends on functional blocks of inner 
sub-systems or components. An example is shown in Figure 14. 

	

Figure 14: Example of reliability block diagram. 
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Potential failure modes of the functional blocks may be studied by e.g. FMEA/FMECA. A system of blocks 
connected in series fails if any one of the blocks in the series fails, while a system of blocks connected in 
parallel fails only if all its blocks fail. 

A reliability block diagram may be studied from a network perspective, e.g. used to identify sets of blocks 
that must fail together in order for the system to fail (cut-sets). Reliability block diagrams can also be used 
for probabilistic analysis, i.e. the probability of the functioning of the system as a whole can be related to the 
probability of functioning of the blocks through a ‘structure function’. 

Reliability block diagrams share many similarities with fault trees, and conversions between the two are pos-
sible. Often, fault trees are used with fixed probabilities of top events, whereas reliability block diagrams are 
typically analysed using time-dependent distributions of the component properties. (i.e., survival and re-
pair/restoration distributions). 

Advantages: 

• Systematic and logical structure  
• Allows quantitative analysis 

Disadvantages: 

• Requires detailed understanding of system’s functional structure 
• Separate RBD must be constructed for system function 
• Correlations/common causes are not captured 
• Not suitable when system is repairable or when the order of failures in a sequence of failures matter 
• Can be time consuming to construct 

3.6 Markov	models	
Markov models are used to model stochastic processes where a system can be in different states, and transi-
tions can occur between these states. In the context of reliability analysis, the possible states of a component 
are typically ‘working’ or ‘failed’ (although multiple working or failed states, or partially working states, are 
also possible), and the transitions between states represent failure/degradation or repair. For a system of 
components, each system state represents a particular combination of its inner components’ states. 

Markov models are depicted visually as graphs, with nodes representing the states, and edges representing 
transitions, as in Figure 15. A probability distribution over the states, as a function of time, can be computed 
based on an initial distribution and knowledge of transition rates. 
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Figure 15: Example of Markov model diagram 

Advantages: 

• Allows quantitative, time dependent probabilistic description of system failure/function  
• Can include both repair and failure 
• Suitable  when the order of failures in a sequence of failures matter 
• Can include several failure modes 

Disadvantages: 

• Number of states grows exponentially with the number of system components. 
• Requires knowledge of failure rates and repair rates. 
• Modified	Markov	models	are required to deal with time-dependent (non-constant) failure/repair 

rates. 

3.7 Bayesian	networks	
Bayesian networks (BN), also known as Bayesian belief networks (BBN), are a tool for multivariate statisti-
cal analysis and probabilistic modelling. Technically, a BN is a compact representation of a multivariate 
probability distribution, exploiting known dependencies/causality to express a multivariate distribution in a 
factorized form. The BN can be visualized graphically as a network, more specifically as a directed acyclic 
graph (DAG). The nodes represent random variables, and edges (directed arrows) between nodes indicate 
causality. Nodes connected by arrows have a parent-child relationship (arrows pointing from parent to child). 
Conditional probability tables (CPT) are assigned to each node, containing the probabilities for various states 
of the node, conditional on the different combinations of parent node states. The fact that relationships are 
encoded in CPTs means that the relationships are uncertain, in general, and the ability to model said uncer-
tainty represents a major strength of BNs. 
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In a reliability/risk context, BNs can be used to represent the relationships encoded by fault trees and event 
trees, but they are more general and more flexible with respect to the kinds of reasoning supported. In partic-
ular, inference on probabilities can be added as new information becomes available, by conditioning the BN 
on evidence. Although visually similar, BNs differ from Markov models: in these latter, each node represents 
a variable state, whereas a BN node represents a variable (including all its states). 

	

Figure 16: Example of a BN for petroleum drilling operation. 

 

Advantages: 

• Application far beyond reliability and risk modelling. 
• Allows modelling of uncertainty, i.e. can be used even when causal models  are uncertain 
• In the context of reliability modelling, it allows quantitative probabilistic description of system 

failure/function  and can include several failure modes 
• It is not restricted to model technical systems, as it allows also the integration of human and or-

ganizational components, etc. 
• No assumption of independence of events is required (unlike FTA and ETA). 
• Allows forward and backward reasoning  

Disadvantages: 

• CPTs quickly become large for large BNs with many connections 

3.8 Bow-tie	model		
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The bow tie model is used to represent sequences of events that can lead to accidents, with a focus on barri-
ers, i.e. measures to prevent or mitigate accidents. The name refers to the shape of the diagram, with multiple 
causes that can lead to a top event, which in turn can develop into multiple consequences.  The various ele-
ments of a bow-tie model are shown in Figure 17. 

 

Figure 17: Example of a Bow-tie model. 

The bow tie is often used qualitatively and to give a structured visualization of threat pathways leading to 
undesired consequences, including barriers that can interrupt these paths. In combination with visualizations 
of barrier status, and other risk indicators for threats, bow tie diagrams can also be used to provide a qualita-
tive picture of the current risk level. 

It is possible to use bow-ties in a quantitative analysis, modelled as a combination of fault trees and event 
trees, or represented in terms of Bayesian networks. It is also possible to perform semi-quantitative LOPA 
analysis based on bow-ties (see next section). 

Advantages: 

• Visually appealing and intuitive representation of accident sequences. 
• Allows quantitative probabilistic descriptions 

Disadvantages: 

• Can become very complex (same drawbacks as for FTA and ETA) 
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• Need one bow-tie for each top event. 
• Does not capture dependencies/correlations between the different barriers and causes. 

3.9 Layer	of	Protection	Analysis	(LOPA)	
Layer of Protection Analysis was developed in the chemical process industry. A description of the method is 
given in IEC 61511 (International Electrotechnical Commission, 2016). For each hazard identified by e.g. a 
HAZOP, the initial cause and protection layers (PL) that can prevent or mitigate the escalation into undesired 
consequences, termed impact events, are analysed. A PL can consist of equipment and/or hu-
man/organizational elements (corresponding to barriers in the bow-tie model). LOPA is often used to deter-
mine the need for safety instrumented systems (SIF), and the required safety integrity level (SIL) of these, 
see Section 4.1. LOPA is performed by a multi-disciplinary team, and documented in a LOPA worksheet. 

In quantitative terms, a frequency is assigned to the initial cause, and probabilities of failure on demand 
(PFD) are assigned to each PL. A frequency of the final consequence is then obtained by multiplying the fre-
quency of the initial cause with the PFD for each PL. 

Often the frequency/likelihood of impact events are compared directly to some target frequency, e.g. SIL re-
quirements. However, it is also possible to assign a severity to impact events, and use the combination of 
frequency and severity as an indicator of risk level.  A total risk level can be calculated by adding contribu-
tions from each impact event. 

Advantages: 

• Represents a simplified risk assessment methodology 
• Can use the output from HAZOP as input. 
• Can be used in combination with bow-ties, i.e. performed for each path in the bow-tie. 

Disadvantages: 

• Must be repeated for each impact event/consequence. 
• Assumes independence of protective layers. 

3.10 System-Theoretic	process	analysis	(STPA) 
STPA is a hazard analysis based on STAMP (see section 2.5) that focuses on identifying scenarios and cau-
salities about how the constraints of the system can be violated. One of the main advantages of STPA is that 
it can be used both in design or operation. The framework is based on four mains steps: 

1. Identification of Accidents, Hazards and Safety Constraints 

Based on STAMP theory an accident is defined as: 

“An undesired or unplanned event that results in a loss of human life, or human injury, 
property damage, environmental pollution, mission loss, etc.”  
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Accidents are defined based on the scope of the system risk assessment and its purpose. This can be done 
even by customers and government or general stakeholders and groups of experts. Accidents are not related 
only with the loss of human life, but to any kind of an undesirable performance and interaction that can lead 
to any valuable loss. For example, in the oil and gas industry, stop in production due to blockage of a valve 
could be considered as an accident, although there is no loss of human life.  

In this system theoretic framework, hazards are considered as: 

“A systems state or set of conditions that, together with a particular set of worst-case envi-
ronmental conditions, will lead to an accident (loss).” 

For instance, in relation to the oil and gas example, a hazard could be the bad quality of the fluid passing 
through the valve: this, combined with environmental disturbances and hazardous conditions (extreme low 
temperatures), might lead to a loss or accident. Hazards are identified in a top-down concept, starting first 
from the system, and if they cannot be eliminated, they must be mapped in a subsystem or component level. 

The last part of the first step of the STPA framework is the identification of the constraints. These are de-
fined based on, and parallel to, the hazards and their main aim is to prevent a hazard from occurring. This is 
an important phase of the analysis since the failure modes of the system will be based on the failure of im-
plementation of the constraints. In the oil and gas example, a constraint could be flow maintenance and con-
trolling of the process quality.  

2. Draw the control structure 

This is a critical phase of the method where the control structure of the system is defined. This will reveal the 
interactions between components and operations, both on a high level view of the system and the lower ones. 
The control structure could be applied either in the design phase or in the operations design when one control 
structure exists already. In the former case the design of the control connections and actions are based on the 
constraints, whereas in the latter case the control structure already exists and it is just modelled. In some cas-
es, it might be useful to start from scratch even in existing structures, aiming at revealing potential design 
modifications that might (further) reduce the hazards and failures in the system inherently. 

When designing the control structure of a system one should define first what are the main components of 
the system and translate them into processes that support the whole performance of the system. These pro-
cesses are linked to some controllers (either human or software) through sensors. Depending on the feedback 
and the “algorithms” of the controller, decisions are made about whether or not control actions are required. 
These actions are transferred to some actuators that are responsible to implement them on the process. All 
the aforementioned elements create a control loop similar to that shown in Figure 18. However, in a big and 
complex system, there will be multiple loops and interdependences among them. 
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Figure 18: A control structure that combines a human controller with an automated controller, both control-
ling a physical process (Leveson, Engineering a Safer World: systems thinking applied to safety, 2011). 

3. Identification of Unsafe Control Actions (UCA) 

The main goal of STPA is to discover causalities on how hazards could occur. Hazards are due to lack of an 
adequate enforcement of the safety constraints. Based on the examined method, these can occur because: 

• A control action required for safety is not provided or not followed. 
• An unsafe control action is provided. 
• A potentially safe control action is provided too early or too late, that is, at the wrong time or in 

the wrong sequence. 
• A control action, required for safety, is stopped too early or applied for a too long time 

In practice, UCA is performed by choosing a control action, combined with different states of the variables 
of the examined control process, and creating a context table that reveals all the unsafe control actions. Each 
unsafe control action is linked to the potential hazards and accidents that this can lead to. This provides a 
systematic way to analyze all the control actions. See example in Table 2. 
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Table 2: Example of UCA table. 

4. Identification of causal factors of UCA 

In this step, one examines how the unsafe control actions, as identified in the previous step, can occur. In 
other words, the unsafe control actions should be linked to the different parts of the control loop of the pro-
cess in order to examine which of them could cause unsafe control action (see Figure 19). In this way, the 
method can reveal gaps and lack of existing designs or suggest those that could enhance the safety of the sys-
tem. One advantage of the method is that it can identify potential conflicts in case of multiple controllers on 
the same controlled processes.  



	 D2.1	 JU	GA#	692529	

	

	

©	The	SafeCOP	Consortium	 39	

 

Figure 19: A classification of control flaws leading to hazards (Leveson, Engineering a Safer World: systems 
thinking applied to safety, 2011). 

Advantages: 

+ Comprehensive and powerful approach to safety  
o Examines inter-relationships rather than just linear cause-effect chains 
o Does not consider only component failures 

+ Modelling systems based on control theory should theoretically provide a wider scope compared to 
other methods. This should enable the identification of new kinds of flaws: 

o Component failure accidents 
o Unsafe interactions among components 
o Complex human, software behaviours 
o Design errors 
o Flawed requirements, especially software-related requirements 

+ Offers a well-structured guidance  

Disadvantages: 

- Remains on a qualitative level 
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- Requires high level of expertise in order to build an informative STAMP model on the socio-
technical levels 

- Requires significant amount of input data 
- Members of the analysis team need substantial expertise on the method 
- Can be time consuming, especially if analysts are not sufficiently expert 
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4 Application-	and	industry-specific	standards	
4.1 Safety systems 

4.1.1 IEC 61508 

IEC 61508 (International Electrotechnical Commission, 2010) is an international standard of rules applied in 
industry. It is titled “Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related Sys-
tems” (E/E/PE, or E/E/PES). IEC 61508 is an international standard of rules applied in industry. 

IEC 61508 is intended to be a basic functional safety standard applicable to all kinds of industry. It defines 
functional safety as “part of the overall safety relating to the EUC (Equipment Under Control) and the EUC 
control system which depends on the correct functioning of the E/E/PE safety-related systems, other technol-
ogy safety-related systems and external risk reduction facilities.” 

IEC 61508 defines safety integrity level (SIL) as a discrete level (one out of a possible four), corresponding 
to a range of safety integrity values, where SIL 4 is the highest level of safety integrity and SIL 1 is the low-
est. 

The standard has its origins in the process control industry. It covers the complete safety life cycle, and may 
need interpretation to develop sector-specific standards. In fact, the standard lies at the “root” of a number of 
specific domains (or sectors), as outlined in Figure 20: 

 

Figure 20 ISO/IEC 61508 and its derived specific standards. 
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The identified safety life cycle has 16 phases that can be roughly grouped as follows: 

• Phases 1-5 address analysis 
• Phases 6-13 address realisation 
• Phases 14-16 address operation. 

Note that all phases are concerned with the safety function of the system. 

The standard itself is split onto seven parts (documents): 

• Parts 1-3 contain the requirements of the standard (normative) 
• Parts 4-7 are guidelines and examples for development, and thus they are informative. 

Central to the standard are the concepts of risk and safety function. The risk is a function of the frequency (or 
likelihood) of the hazardous event and the event consequence severity. The risk is reduced to a tolerable lev-
el by applying safety functions that may consist of E/E/PES and/or other technologies. While other technolo-
gies may be employed in reducing the risk, only those safety functions relying on E/E/PES are covered by 
the detailed requirements of IEC 61508. 

IEC 61508 has the following views on risks: 

Zero risk can never be reached although tolerable risk level can be achieved by a suitable development pro-
cess. 

Safety must be considered from the beginning of the development process.  

Non-tolerable risks must be reduced (ALARP, "As Low As Reasonably Possible") 

4.1.2 IEC 61508/11: Functional Safety of Electrical/Electronic/Programmable Electronic Safety-
related Systems (E/E/PE, or E/E/PES). 

Since IEC 61508 recognizes that safety cannot be addressed retrospectively and that there is no absolute 
safety, the standard does not only deal with system development but encompasses the entire lifecycle of a 
system, from concept development to decommissioning. The overall safety lifecycle, as indicated by the 
standard, is shown in Figure 21. The lifecycle does not explicitly include verification activities, but they are 
assumed after each phase of the system development. 

The first two phases address the safety implications at the system level. At these stages some of the infor-
mation that should be identified are: the purpose of the system, its physical boundary, law and legislation re-
quirements, and public risk perception.  

After scoping the system and making a preliminary design, the third phase addresses hazard identification, its 
analysis and risk assessment. A hazard is defined as a potential source of harm and represents a system-level 
failure. Hazard analysis studies the causes and effects between the identified hazards and various hazardous 
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events to which the hazards may lead, as well as their consequences. The purpose of the analysis is to pro-
vide sufficient information for risk assessment in terms of the likelihood of an event happening and its con-
sequences. The standard requires that hazard and risk assessment is carried out for each determined hazard-
ous event.  

The likelihood of occurrence is defined through six categories ranging from frequent which is in the range of 
more than 10-3 of failures per year, to incredible which represents less than 10-7 failures per year. Similarly, 
the consequences of hazardous events are categorized in 4 categories ranging from the most severe, cata-
strophic that results in multiple loss of life, to negligible, which results in minor injuries at worst. A risk ma-
trix based on the established likelihood and consequence values is used to assess the risk of the correspond-
ing hazard. 

Once the risk is assessed and the necessary risk reduction measures have been deduced, the means of achiev-
ing said risk reduction measures is through specifying overall safety requirements in Phase 4. The specified 
safety requirements are further refined and allocated to safety-related systems in Phase 5. This phase deals 
with the design decisions for reducing the risk, which include identifying whether the risks can be grouped 
and addressed with the same measures. Moreover, the design decisions include identifying which risk reduc-
tion measures should be independent of each other. 

Phases 6, 7 and 8 deal with the overall planning of different activities such as operation, safety validation and 
system commissioning. These activities apply only to the E/E/PE systems. 

Phase 9 deals with further refinement of the requirements to the E/E/PE system level, while Phase 10 defines 
the safety lifecycle for the E/E/PE system. Besides the realization of risk reduction measures through the 
E/E/PE system, the risk reduction measures can also be realized externally though other technologies or ex-
ternal facilities. The subsequent phases 12-16 are not restricted to development, but cover management of 
functional safety throughout the system lifecycle. 
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Figure 21: IEC 61508 Overall Safety Lifecycle. 

 

4.1.3 Safety-Integrity Level (SIL) 

Part 4 of the standard defines safety integrity as “the likelihood of a safety-related system satisfactorily per-
forming the required safety functions under all the stated conditions, within a stated period of time”. The no-
tion of safety integrity levels (SILs) is defined as “a discrete level (one of 4) for specifying the safety integri-
ty requirements of safety functions”. It is important to note that although SILs are derived from risk 
assessment, they do not represent a measure of risk, but rather a measure of the intended reliability of a sys-
tem or a risk reduction measure to which a SIL is allocated. 

The four SIL categories range from 1 to 4, where each category is associated with the target probabilities of 
dangerous failures they are associated with (Table 3). Level 4 has the highest level of safety integrity, while 
safety integrity level 1 has the lowest. A SIL is not a property of a component or a system, but the term “SIL 
n system” should be interpreted as: the system could support safety functions with safety integrity up to n. 
Level 4 has the highest level of safety integrity, while safety integrity level 1 has the lowest.  
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The target probabilities for each SIL category depend whether the system performs in Low demand mode of 
operation, or in Continuous/High demand mode of operation. If it is the latter case, then the targeted proba-
bilities are significantly higher (Table 2 and 3 in IEC 61508-1). 

Table 3: Safety Integrity Levels. 

SIL Low demand mode High demand mode 

4 >=10-5 to 10-4 >=10-9 to 10-8 

3 >=10-4 to 10-3 >=10-8 to 10-7 

2 >=10-3 to 10-2 >=10-7 to 10-6 

1 >=10-2 to 10-1 >=10-6 to 10-5 

 

 

4.1.4 Machine directive 2006/42/EC 

The machine directive 2006/42/EC represents a revision of the first Machine Directive from 1989. The aim 
of the directive is to harmonize the health and safety requirements applicable to machinery. A guide (Fraser, 
2006) to the application of the directive is published to provide explanations of its concepts and requirements 
in order to ensure its uniform interpretation. 

The directive applies to: 

• machinery; 
• interchangeable equipment; 
• safety components; 
• lifting accessories; 
• chains, ropes and webbing; 
• removable mechanical transmission devices; 
• partly completed machinery.  

The machinery that is covered by other directives in more detail is excluded from the scope of the 
2006/42/EC directive. The directive applies to the products designed to be sold in the EU for the first 
time. Hence it excludes already installed machines. The following means of transportation are excluded 
from the scope of the directive: 

• Agricultural and forestry tractors for the risks covered by Directive 2003/37/EC, with the exclusion 
of machinery mounted on these vehicles. 
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• Motor vehicles covered by Council Directive 70/156/EEC (”any motor vehicle intended for use on 
the road, with or without bodywork, having at least four wheels and a maximum design speed ex-
ceeding 25 km/h, and its trailers”), excluding machinery mounted on these vehicles. 

• Vehicles covered by Directive 2002/24/EC (”all two or three-wheel motor vehicles, whether twin-
wheeled or otherwise, intended to travel on the road, and to the components or separate technical 
units of such vehicles”), excluding machinery mounted on these vehicles. 

• Motor vehicles exclusively intended for competition, and 
• Means of transport by air, on water, and on rail networks with the exclusion of machinery mounted 

on these means of transport. 

	

4.2 Software	

4.2.1 ISVV	–	Independent	Software	Verification	and	Validation	

DNVGL offers Independent Software Verification and Validation services. One category of important cus-
tomers of the ISVV service is from the Space industry. DNVGL provides ISVV services to the space indus-
try based on ECSS-E-ST-40C Standard (ECSS, ECSS-E-ST-40C Standard: Space Engineering – Software) 
and ECSS-Q-ST-80C Standard (ECSS, ECSS-Q-ST-80C Standard: Space Product Assurance - Software 
Product Assurance). 

The ECSS-E-ST-40C Standard focuses on space software engineering processes requirements and their ex-
pected outputs. ECSS-E-ST-40C is complemented by the ECSS-Q-ST-80 standard, which is Space product 
assurance - Software product assurance, which specifies the product assurance aspects. ECSS-E-ST-40C co-
vers mainly the true engineering processes, i.e., development (comprising verification and validation), opera-
tion, and maintenance processes. ECSS-Q-ST-80 covers mainly quality assurance, audit, problem resolution, 
infrastructure, improvement, SW Safety and Dependability, SW Reuse and Procurement, SW Configuration 
Management, (Independent) SW Verification & Validation, and training.  

The ECSS-E-ST-40C and ECSS-Q-ST-80 standards specify a Document Requirements List (DRL) at differ-
ent stages in the lifecycle of space projects. For example, a Software system specification (SSS) is required 
after the SRR (System Requirement Review) phase. The software requirement specification (SRS) is re-
quired after the Preliminary Design Review (PDR) phase. The DNVGL ISVV service is mainly to perform 
independent audit of the documents delivered after each phase. The purpose of an audit is to check the quali-
ty of the content of the delivered documents. For example, one audit activity is to check if the requirements 
specified in SRS are complete, consistent, and correct.  

DNVGL also offers independent Hardware In the Loop (HIL) testing. This HIL testing focuses mainly on 
customers in Maritime and Oil & Gas industry. HIL testing follows the DNVGL-ST-0373 standard 
(ISO/IEC-15026, 1998). Independent Hardware in the Loop (HIL) testing is a test method that can be uti-
lized to assist in the verification of adequate performance and safety levels of critical control systems. The 
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objective of HIL testing is to test the specified target system in order to provide objective evidence of ac-
ceptable functionality (during normal, abnormal and degraded condition) according to given functional re-
quirements. Functional requirements for the target system may originate from e.g. class rules or other rele-
vant standards for the target system. 

Operation in all normal modes and transfer between operational modes and the corresponding functional re-
quirements, should be the basis for establishing the HIL test scope. In addition, failure testing is also to be 
included in the test scope. General types of failures to be simulated in HIL testing could be, but are not lim-
ited to: 

• sensors or input devices failure modes (dropout, noise, calibration errors, drift, bias, signal freeze, 
wild point,…) 

• failure modes of actuators, drives, power system components or other electro-mechanical compo-
nents 

• feedback from sensors on actuator failure modes 
• failure modes in computer networks 
• failure modes related to overload of networks 
• failures affecting weighting and voting mechanisms 
• failures affecting protective safety functions 
• failures affecting alarms, monitoring, and analysis functions 
• failures causing and/or otherwise affecting switch-over in redundant systems 
• common mode failures affecting several components and/or signals 
• emergency handling (special emergency functions required during emergency handling could be 

tested) 
• reconstruction of relevant reported failures/incidents related to the system and/or operations.	

4.2.2 ISO	15926	for	Data	Integration	and	Interoperability	

The purpose of ISO 15926 is to facilitate integration of data to support the life-cycle activities and processes 
of production facilities (ISO, 15926-1 (2003) Overview and Fundamental Principles. Industrial Automation 
Systems and Integration - Oil and Gas, Part 1 , 2013). More clearly, ISO 15926 provides a lingua franca for 
computer systems, thereby integrating the information produced by them. Although set up for the process in-
dustries with large projects involving many parties, and involving plant operations and maintenance lasting 
decades, the technology can be used by anyone willing to set up a proper vocabulary of reference data in line 
with Part 4. In other words, the standard specifies a data model that defines the meaning of the life-cycle in-
formation in a single context supporting all the views that process engineers, equipment engineers, operators, 
maintenance engineers and other specialists may have of the plant (ISO, 15926-1 (2003) Overview and 
Fundamental Principles. Industrial Automation Systems and Integration - Oil and Gas, Part 1 , 2013)	.   

ISO 15926 has eleven parts (as of June 2009) (ISO, 15926-1 (2003) Overview and Fundamental Principles. 
Industrial Automation Systems and Integration - Oil and Gas, Part 1 , 2013)	: 
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1. Part 1- Introduction, information concerning engineering, construction and operation of production 
facilities is created, used and modified by many different organizations throughout a facility's life-
time. The purpose of ISO 15926 is to facilitate integration of data to support the lifecycle activities 
and processes of production facilities. 

2. Part 2 - Data Model. a generic 4D model that can support all disciplines, supply chain company 
types and life cycle stages, regarding information about functional requirements, physical solutions, 
types of objects and individual objects as well as activities. 

3. Part 3 - Reference data for geometry and topology. 

4. Parts 4 - Reference Data, the terms used within facilities for the process industry. 

5. Part 7 - Integration of life-cycle data for process plants including oil and gas production facilities - 
Part 7: Implementation methods for the integration of distributed systems: Template methodology. 

6. Part 8 - Integration of life-cycle data for process plants including oil and gas production facilities - 
Part 8: Implementation methods for the integration of distributed systems: Web Ontology Lan-
guage (OWL/RDF) implementation. Web Ontology Language (OWL/RDF) implementation. 

7. Part 9 (in development)- Implementation standards, with the focus on Façades, standard web servers, 
web services, and security. 

8. Part 10 (in development)- Test Methods. 

9. Part 11 (in development)- Industrial Usage Guidelines. 

10. Part 12 (in development)- Life cycle integration ontology in Web Ontology Language (OWL2). Web 
Ontology Language (OWL2). 

11. Part 13 (in development)- Integrated lifecycle asset planning. 
 

ISO 15926 defines a format for the representation of information about a process plant. The basis for ISO 
15926 is a record of (ISO,	 15926:	 Industrial	 automation	 systems	 and	 integration—Integration	 of	 life-cycle	
data	for	process	plants	including	oil	and	gas	production	facilities): 

1. the physical objects that exist within a process plant; 
2. identifications of the physical objects; 
3. properties of the physical objects; 
4. classifications of the physical objects; 
5. how the physical objects are assembled; 
6. how the physical objects are connected. 

The standard does not only record the process plant as it exists at any instant, but also (ISO,	 15926:	 Industrial	
automation	systems	and	integration—Integration	of	life-cycle	data	for	process	plants	including	oil	and	gas	
production	facilities):  

1. how the process plant changes as a result of maintenance and refurbishment activities;  
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2. the requirements for a process plant and the design for a process plant; which may not directly corre-
spond to a process plant as it exists. 
 

An important part of ISO 159261 is the Reference Data library (RDL), which holds technical class descrip-
tions of all the main equipment items, pipes, instruments, buildings, activities and anything else used in en-
gineering, constructing, procuring, operating and maintaining process facilities. The RDL is basically a Work 
In Progress (WIP) database that provides a dictionary that encompasses a few thousands of generic classes 
that developers can select from.  The RDL is made on-line and extendable by the public. Consequently, sys-
tem developers can record and classify of what exists in the process plants by establishing relationships be-
tween the different objects within the plant and the dictionary (i.e., RDL) to classify equipment, activities, 
etc.  

 

	

Figure 22:  Identification and classification relationships  (ISO,	15926:	Industrial	automation	systems	and	
integration—Integration	of	life-cycle	data	for	process	plants	including	oil	and	gas	production	facilities). 

Figure 22 shows an example of how the standard helps to identify and classify the objects. In the figure there 
is a physical object that has identifier P4506a and it is classified as a centrifugal pump. This information is 
recorded by the two relationships. The relationships identification and classification are defined within ISO 
15926-2. The class centrifugal pump is defined within ISO 15926-4 (ISO,	 15926:	 Industrial	 automation	
systems	and	 integration—Integration	of	 life-cycle	data	for	process	plants	 including	oil	and	gas	production	
facilities)	 . It is worth mentioning, that P4506a can be classified with more accuracy, where an explicit refer-
ence to a company commodity dictionary or to a manufacturers catalogue, can be established. The standard 
also allows system developers to model the composition of physical objects and the connections among 
them. Figure	 23shows an example of how ISO 15926 specifies and classifies the composition as well as the 
connections among the physical object 1, 2 and 3. 
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Figure 23: Composition and Connection relationships (ISO, 15926: Industrial automation systems and integration—
Integration of life-cycle data for process plants including oil and gas production facilities). 

4.2.2.1 ISO	15926	and	Interoperability		
Interoperability is the ability of different types of computers, networks, operating systems, and applications 
to work together effectively, without prior communication, in order to exchange information in a useful and 
meaningful manner (Paap, 2010). ISO 15926 is a standard concerning interoperability in the process indus-
try. An important part of it is the Reference Data library (RDL), which holds technical class descriptions of 

all the main equipment items, pipes, instruments, buildings, activities and anything else used in engineering, 
constructing, procuring, operating and maintaining process facilities. This Reference Data Library is put on-

line and is extendable by the public. This on-line database is called the (Work in Progress) WIP database. 

The way in which ISO 15926 paves the way for interoperability is as follows (ISO, 15926: Industrial 
automation systems and integration—Integration of life-cycle data for process plants including oil and 
gas production facilities):  

1. The standard introduces, in Part 7, the concept of Templates which are defined as semantic con-
structs that represent a small piece of information. These constructs then are mapped to more ef-
ficient classes of n-ary relations that interlink the Nodes that are involved in the represented in-
formation. 

2. In Part 8, the data model which was made by Part 2 is mapped to a 1) Web Ontology Language 
(OWL) — a Semantic Web language designed to represent rich and complex knowledge about 
things, groups of things, and relations between things —, 2) the Reference Data of Part 4, and 3) 
the templates of Part 7. For validation and reasoning purposes all are represented in First-Order 
Logic. 

3. In Part 9 these Node and Template instances are stored in Façades. A Façade is a Resource De-
scription Framework (RDF) quad store, set up to a standard schema and an API. Any Façade on-
ly stores the data for which the Façade owner is responsible. 

4. Each participating computer system maps its data from its internal format to such ISO-standard 
Node and Template instances. These are stored in a System Façade, each system its own Façade. 
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5. Data can be "handed over" from one Façade to another in cases where data custodianship is 
handed over (e.g. from a contractor to a plant owner, or from a manufacturer to the owners of the 
manufactured goods). Hand-over can be for a part of all data, whilst maintaining full referential 
integrity. 

6. Façades can be set up for the consolidation of data by handing over data produced by various 
participating computer systems and stored in their System Façades. 

7. Documents are user-definable. They are defined in XML Schema and they are, in essence, only a 
structure containing cells that make reference to instances of Templates. This represents a view 
on all lifecycle data: since the data model is a 4D (space-time) model, it is possible to present the 
data that was valid at any given point in time, thus providing a true historical record. It is ex-
pected that this will be used for Knowledge Mining. 

8. Data can be queried by means of SPARQL. In any implementation, a restricted number of Fa-
çades can be involved, with different access rights. This is done by means of creating a CPF 
Server (= Confederation of Participating Façades). An Ontology Browser allows for access to 
one or more Façades in a given CPF, depending on the access rights. 

 

2.3.2.1 Practical Implementation of ISO 15926 
The ISO 15926 Realtime Interoperability Network Grid (iRING) is a collection of software and methodology 
to implement ISO 15926 (POSC). The goal of iRING is to expedite the adoption and pragmatic use of the 
ISO 15926 standard to improve data interoperability across the capital projects industry, resulting in vastly 
improved supply chain efficiency	 (iRING, u.d.). The iRING User Group is open for membership to anyone 
interested. It holds regular conference calls, and releases periodic software upgrades. iRING is the global in-
formation interoperability solution architecture based on the ISO 15926 Reference Data Standard that ena-
bles high fidelity information interoperability across the lifecycle of capital facility operations and projects. 

4.2.3 ISO	20000	for	IT	Service	Management	

The goal of ISO/IEC 20000 is to provide best practice guidance contained within the ITIL (Information 
Technology Infrastructure Library) framework for any enterprise offering IT services. The standard also fo-
cuses on improving the communication in IT service management by providing guidance and recommenda-
tions to create a common terminology for service providers, suppliers, and end users (i.e., customers). 
 
The standard promotes the adoption of an integrated process approach for the management of IT services by 
requiring cooperation and communication between the parties involved in the management system. More 
clearly, each process cannot operate stand-alone and there should be some interfaces with other processes. 
For example, a change management process has much to do with the release and deployment processes and 
thus interfaces between the two should be defined. Defining these interfaces is dependent on the parties in-
volved in each process parties involved in the two processes so that the standard provides guidance as how to 
manage this integration.	

The standard’s processes have been positioned in a process model, representing the minimal activities man-
datory for quality IT Service Management - things that are common to and required by every service provid-
er. ISO/IEC 20000 does not address local requirements or specific regulatory or statutory requirements, alt-
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hough the standard requires that these are considered in the service requirements (Rovers, 2011)	 . The stand-
ard has enabled service providers globally to determine formal compliance to these IT Service Management 
requirements (Rovers, 2011). This formal compliance can be accomplished through independent and external 
auditors or Registered Certification Bodies (RCBs).  

2.3.2.2 ISO/IEC 20000 potential contribution 

The following list highlights the situations where the use of the ISO/IEC 20000 standard can provide a valu-
able contribution (Rovers, 2011):  

1. For customers who are comparing service providers: ISO/IEC 20000 provides uniform and 
common language as well as a standard for benchmarking   

2. For customers who are selecting a service provider: an ISO/ IEC 20000 certified service provider 
can express added value when offering its services and can distinguish itself from its competition  

3. For customers or service providers who are looking for an independent and non-biased baseline 
to measure the service provider’s performance against and use this baseline as a norm 

4. For customers and service providers who are looking for a norm for reliable and available quali-
ty services   

5. For customers and service providers who are looking for ways to shorten the time-to-market of 
their products and/or services 

6. For customers and service providers who are seeking for increased transparency of costs of ser-
vice provisioning and of total cost of ownership (TCO) and the associated risks  

7. For service providers who are looking for ways to better understand the needs of the customer. 
ISO/IEC 20000 can be a norm to improve IT governance   

8. For service providers who are looking for ways to boost their professional image and increase 
staff morale   

9. For service providers who desire to become more responsive and shorten their response times in 
response to their customer’s needs   

10. For service providers who need guidance on determining which IT Service Management best 
practices to focus on first   

11. For service providers who are adopting industry best practices to improve the effectiveness and 
efficiency of their performance   

12. For service providers who are in need of a “tool” to initiate, revitalize and/or boost an IT Service 
Management improvement endeavour   

13. For service providers who are looking for ways to implement changes faster and more effective-
ly   

14. For service providers who need alignment between a broad range of quality improvement to be 
implemented in parallel   

15. For service providers who are looking for ways to improve their sourcing success rate through 
well-aligned process interfaces and common and consistent language   

16. For suppliers who are looking for a better alignment of their services and processes with their 
customer’s services and processes  
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4.2.3.1 ISO/IEC	20000	benefits		
There are many benefits of being certified or simply using the standard even when not seeking certification. 
Below are a few examples (Rovers, 2011)	:  

1. To qualify for new customers: more and more companies and organizations consider ISO/IEC 20000 
certification an essential requirement for conducting business with a new vendor or supplier   

2. To enter global markets: the ISO/IEC 20000 standards are widely recognized   
3. To objectively measure compliance with an international quality standard for ITSM   
4. To have better information available for numerous purposes   
5. To streamline various process improvements that may go on simultaneously in the service provider’s 

organization   
6. To provide guidance on prioritizing the best practices to be implemented   
7. To give a service provider a competitive edge   
8. To show a drive for quality services   
9. To objectively assess and benchmark the service provider’s level of maturity   
10. To increase customer focus and transparency of value provided to the business  
11. To establish a culture of continual improvement in IT   
12. To boost the morale and professional image of the service provider’s staff 

4.2.4 ISO	8000	for	Data	Quality		

ISO 8000 (ISO, 2011) defines characteristics of information and data that determine its quality, and provides 
methods to manage, measure, and improve the quality of information and data. It is applicable to all types of 
data. The ISO 8000-8 (ISO, 2015) provides a definition of data quality, an organized way to plan and per-
form data quality measurements, necessary conditions for measuring data quality, and requirements for re-
porting the measurements. 

According to ISO 8000-8, data quality analyses are performed based on three categories: syntactic, semantic 
and pragmatic quality. 

The syntactic category is a verification process and contains all metrics concerned with fulfilling metadata 
requirements. This includes establishing integrity rules, verification process and then quality report.  

The semantic category is concerned with to which degree the data instance represents the real world entity it 
is supposed to represent. This verification process consists of preparing a conceptual model, selecting repre-
sentative sample data to verify semantic metrics and then report on quality. Typical semantic metrics are: 
completeness, consistency, meaningfulness, correctness, unambiguousness. 

The pragmatic category defines metrics related to the actual use of the data. This is commonly measured by 
establishing methods and relevant rules by user focus groups and subsequent validation process to report on 
quality. Common dimensions included in this category are: accessibility, completeness, secureness, and use-
fulness.  
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Figure 24: a schematic diagram of ISO 8000-8. 

4.3 C-ITS	approach	to	safety		
	

C-ITS use tools and technologies that allow vehicles to communicate with other vehicles, roadside infra-
structure, traffic lights and other road users. With the help of these V2V (Vehicle-to-Vehicle) and V2I (Ve-
hicle-to-Infrastructure C-ITS can provide real time information, warnings, instructions, guidance etc. and 
thus can increase traffic safety, fluency, efficiency and comfort. C-ITS have been tested for several years and 
now it is time to both commercialise, implement and deploy these services. There is an urgent need for suc-
cess stories and proper business models, thus to pave the way for real deployment and full scale usage.  
However, there have been difficulties to make this happen. It has not been clear, how to start the process and 
how to motivate the related stakeholders to develop and deploy interoperable, transferable and commercially 
viable C-ITS. Public-private partnerships for development C-ITS should now be encouraged. Indeed, all the 
related stakeholders should be involved in the work.  	

 This is why for instance the Platform for the Deployment of Cooperative Intelligent Transport Systems in 
the European Union (C-ITS Platform) was created by the European Commission services (DG MOVE) in 
November 2014. The aim and intention was to support the emergence of a common vision across all actors 
involved in the value chain. It was important to have public and private stakeholders along the value chain, 
including public authorities, vehicle manufacturers, suppliers, service providers, telecom companies etc. to 
participate in the platform.	

Although the focus of the family of ITS standards is on communication and networking issues, the standards 
need to formalize a clear definition of the ITS applications and explicitly declare what is meant by safety. 
This chapter summarizes the ITS approach to safety, by also outlining the remaining open issues. 

Cooperative Intelligent Transport Systems (C-ITS) systems include Vehicle-to-Vehicle (V2V), Vehicle-to-
Infrastructure (V2I) and Infrastructure-to-Infrastructure (I2I) communications for the exchange of infor-
mation. Figure A shows the participants in the ITS communication architecture and a selection of ITS appli-
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cations. These applications provide driver assistance (active road safety) or driver information (traffic effi-
ciency) functionality. 

 

Figure 25 ITS system overview. Source: ETSI. 

C-ITS is a subset of the ITS which communicates and shares information between ITS element. The objec-
tive is to improve safety, sustainability, efficiency and comfort with respect to standalone ITS. Rather than a 
completely new approach, C-ITS identifies an environment in which ITS are not standalone systems, but in-
stead cooperate together sharing information, helping drivers to be aware of the presence and the movement 
of other vehicles. Road safety and traffic efficiency increase is obtained by means of applications which are 
able to inform drivers about road hazard, real time information, and optimal speed according to conditions, 
and so on. Always-on connectivity between elements (i.e. vehicles and infrastructure) is a cornerstone for the 
whole C-ITS. As a matter of fact, C-ITS applications rely on the information exchange that is possible only 
in presence of continuous connectivity. 

Another C-ITS pillar is represented by the availability of a common accepted standard which guarantees the 
interoperability of elements by different manufacturers. A common reference architecture is also crucial to 
maximize the benefit of C-ITS, as explained in the next sections. 

4.3.1 Standardization bodies working on C-ITS 

There are several actors which currently lead the C-ITS standardization activities, the most important are the 
European Telecommunications Standards Institute (ETSI), the Comité Européen de Normalisation (CEN) 
and the International Organization for Standardization (ISO). In particular such activities are carried out by 
the following technical committees:  

• ETSI TC ITS and the ETSI’s Centre for Testing and Interoperability (ETSI CTI) 
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• ISO TC 204, with particular reference to the Working Group (WG) 18 “Cooperative systems” 
• CEN TC 278, with particular reference to the WG16 Cooperative Systems 
• IEEE 1609 working group, which is working on the adoption of the communication standard 

802.11(p) in vehicular framework. 

Other committees participate to the C-ITS standardization work. Among them there are ERTICO, an organi-
zation which includes a large number of private and public stakeholders and the European Car-2-Car Com-
munication Consortium (C2C-CC) which is composed of research institutes and automobile manufacturers. 

C-ITS is the technical topic of mandate M/453 (M/453) focused on the preparation of "a coherent set of 
standards, specifications and guidelines to support European Community wide implementation and deploy-
ment of Cooperative ITS systems”. The purpose of this mandate is to take full advantage of the ITS ensuring 
interoperability among different systems, by means of the definition of a Release 1 for C-ITS. After the re-
lease of this mandate, CEN, ETSI and ISO started to work on Release 1 in order to meet the mandate request. 
Such work was referred to the identification of the most appropriate standards to be part of a basic set of 
standards which represents a starting point for the practical development of the C-ITS. In 2014, during the 6th 
ETSI workshop on ITS, ESTI and CEN announced the definition of the specifications that constitute the Re-
lease 1, jointly developed by them (CEN-ETSI-R1, 2014). In particular, those specifications regard the defi-
nition of a communication protocol stack which will enable vehicles to communicate with each other and 
with the road infrastructure systems, to exchange data used by safety oriented applications. Whilst CEN e 
ISO developed a further version of the Release 1, which is a more general standard that fully covers the C-
ITS scope (CEN-ISO-R1) 

4.3.2 The reference architecture 

To assure cooperation between ITS elements, it is crucial to develop technical standards, specifications and a 
reference architecture. This new ITS framework is called Cooperative ITS (C-ITS). Thanks to this new para-
digm, it will be possible to achieve a significant improvement in the efficiency of the transport systems and, 
in particular, in the safety of all road users.  As previously mentioned, it is crucial to define a reference archi-
tecture for all the elements involved in the C-ITS framework. Four different ITS elements called ITS stations 
are defined in (ISO, 21217)and also in (ETSI 302665)standard: i) vehicles, ii) roadside units, iii) control cen-
ters and iv) personal equipment. All these elements can share information with each other, can cooperate and 
support a heterogeneous set of applications. Furthermore, a reference architecture is needed also, because 
this enables a diversity of communication means, and unifies different technologies in a seamless way, and 
assures communication and cooperation between heterogeneous entities (i.e. between different manufactur-
ers of roadside infrastructures and vehicles). Another important issue, which has been carefully defined with-
in the standardization processes is the communication technology supported by the ITS stations. Regarding 
this, the ITS station architecture is defined in order to support any existing and forthcoming wireless tech-
nologies.  
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Figure 26 ITS station reference architecture. 

An ITS station architecture, proposed in the Release 1 core standard is shown in Fig. B. This architecture, is 
derived from the ISO/OSI protocol stack. In particular the access technology layer is composed of three dif-
ferent layers: i) Physical, ii) MAC and iii) MAC extension. The technologies adopted in these layers belong to 
the IEEE 802.11 standard family or to the cellular networks. The network and transportation layer is 
characterized by two possible groups of protocols: the GeoNetworking and Basic Transport Protocol (BTP), 
from one side, and the Internet protocols, (IPv6) with UDP, TCP from the other side. Each application de-
cides which communication protocols to use. Above the network and transport layer, there is a session layer, 
also known as facility layer, defined between applications and the network to identify ‘safety’ messages and 
to support the applications. Three main entities of this layer are related to safety assurance: 

• Cooperative Awareness Message (CAM) protocol (ETSI 302 637-2 )which collects and forwards 
critical vehicle information. 

• Decentralized Environmental Notification Messages (DENM) (ETSI 302 637-3) protocol which is in 
charge of disseminating event-driven safety information 

• Local Dynamic Map (LDM) (ETSI 302 895)which builds a representation model of the environment 
based on the data taken from different sources and from received ITS messages. 

More details concerning such protocols, especially for those aspects related to the safety assurance, are re-
ported in the next sections. 

The upper layer of the protocol stack is called the application layer. It includes the guidelines for three dif-
ferent safety oriented applications: i) Road Hazard Signaling (RHS) (ETSI TS 101 539-1),iii) Intersection 
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Collision Risk Warning (ICRW) (ETSI TS 101 539-2) and iii) Longitudinal Collision Risk Warning 
(LCRW) (ETSI TS 101 539-3). All of these applications are described in details in the next sections. 

Apart from the previously defined layers, there are the security and management entities, whose description 
is out of the scope of this chapter. A more detailed description of the C-ITS architecture and the safety relat-
ed standard is reported in (Festag, 2014) 

4.3.3 Facility layer 

The Local Dynamic Map (LDM) is a key facility element which supports various applications by maintain-
ing the information on objects influencing or being part of traffic. The LDM contains information on real-
world and conceptual objects that have an influence on the traffic flow. Several use cases for safety are out-
lined in the Annex A of ‘ETSI TR 102 863’ (ETSI 302 895)The analysis presented in (ETSI 302 
895)considers a wide range of ITS use cases and reveals what information should be maintained in an LDM. 
The presented taxonomy deals with the following classes of applications: ‘active road safety’, ‘cooperative 
traffic efficiency’, ‘co-operative local services’ and ‘global internet services’. Topical examples for each 
class are, respectively: ‘co-operative  forward collision warning’, which detects a risk of forward collision to 
avoid accidents either through driver assistance or  direct action on the car; ‘traffic light optimal speed advi-
sory’, which allows a traffic light to broadcast timing data associated with its current state (e.g. time remain-
ing before switching between green, amber, red), which is useful in order to regulate traffic at an intersec-
tion; ‘point of Interest notification’, which provides information about the presence of locally based services 
or/and Points of Interest (e.g. some dynamic information such as the opening hours, prices, waiting time, 
available rooms, promotions etc.); and, ‘loading zone management’, which supports the driver, fleet manager 
and road operator (including parking zone operator) in the booking, monitoring and management of the ur-
ban parking zones for freight driver activities. (ETSI 302 895)then focuses on the kind of information neces-
sary to offer support to those applications. Information held in the LDM can be classified into four distinct 
types: 

• ‘permanent static data’: which includes information about the road topography, road attributes (such 
as speed limits and functional road class) and points of interests. This describes static information on 
real world objects. 

• ‘transient static data’: includes information about roadside infrastructure such as position of gantries 
and traffic signs. This describes information about the real world with a quasi-static behaviour. 

• ‘transient dynamic data’: includes information about road works such as position, lane width, speed 
limits and incidents. This describes information of the real world with a dynamic behaviour having 
influence on traffic efficiency. 

• ‘highly dynamic data’: includes information about ITS stations within the vicinity such as vehicles 
and dynamic traffic signs. This describes information of the real world with a highly dynamic behav-
ior having mainly influence on traffic safety and some influence on traffic efficiency. 

It is clear that these definitions follow an increasing order of dynamicity of information creation and ex-
change because they model more complex behaviors of objects. As a result of this, safety becomes a more 
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difficult issue when approaching highly dynamic data. Table 2 of  Annex A of (ETSI 302 895)is topical in 
this perspective. The ‘active road safety’ class of applications is by definition built on safety as it includes 
emergency vehicle warning, slow vehicle indication, cross traffic turning collision risk warning and other 
risk situations. For this reason, highly dynamic data is exploited: current speed, position and direction of ve-
hicles as well as abrupt changes in lane or road direction restrictions. On the other hand, no critical tasks 
such as traffic information and recommended itinerary deal with the following information: local road topog-
raphy, pre-planned/revised route descriptors.  

ITS applications need to process static, temporary and dynamic data from other ITS stations in the surround-
ing area of the host station (vehicle and roadside). Relevant data thus needs to be stored and maintained in 
the LDM. The information in the LDM is received from relevant messages defined by the ETSI ITS stand-
ards: ITS Cooperative Awareness Messages (CAM) messages (ETSI 302 637-2 ), Decentralized Environ-
mental Notification Messages (DENM) messages (ETSI 302 637-3) and Transport Protocol Experts Group 
(TPEG) messages (ETSI 302 637-3) and (TISA9006 TPEG TEC)The triggering mechanisms of those mes-
sages, of considerable interest for the document presented below (ETSI TS 101 539-3), section 5.2), are 
specified by the standards as well.  

The methods of updating LDM information, and how to use information in the applications to provide safety, 
are implementation issues and, thus, not part of the standards. More specifically, the majority of the stand-
ardization effort relies on the network in terms of packet format definitions in the facility layer to offer sup-
port to communication reliability and control of communication delay. No details are provided on how appli-
cations implement safety.  

4.3.4 Application layer 

As previously said the C-ITS architecture does not fully standardize safety related applications but it gives 
some general guidelines. In particular the aforementioned applications are aimed at providing information 
about road hazards and warnings, acting directly on the vehicle to prevent collisions or to mitigate its conse-
quences. As reported in Fig. C, the first actions are called “driving assistance” while the second ones are 
called “direct control”.  This section is focused on the “driving assistance” actions further divided in “Info”, 
“Awareness” and “Warning” services. Safety improvement and driver environmental awareness are achieved 
by means of such services, which have different capabilities and goals. In particular: 

• “Info” services provide information to drivers by collecting message from wireless and cellular mes-
sage as well as from "In-Vehicle signage" (IVS), defined in (ISO 17425) 

• "Driver awareness" services enable a driver to be more aware about possible hazards and dangerous 
situations. RHS applications belongs to this type of service. 

• "Driver warning" services provide warnings about imminent possible hazards by means of the ICRW 
and the LCRW applications. 
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Figure 27: Overview of road safety applications as presented in (ETSI TS 101 539-3) 

The overall procedures for these services are the following: an originating ITS station (both vehicle and 
roadside infrastructure) broadcasts dynamic data using one of the supported communication technologies. 
Such data are used by facility and application levels in the receiving ITS stations which estimate the level of 
collision risk.  

All of these elements (i.e. originating and receiving ITS stations and communications network) influence 
services performance. In particular, the most important quality parameter is the delay between the infor-
mation acquisition time in the originating ITS station and the time at which this information is available in 
the receiving ITS station. 

4.3.4.1 LCWR and ICWR 

Some specification for applications is available at the informative level in the ETSI TS 101 539-3 (ETSI TS 
101 539-3), as previously mentioned. This deals with the Longitudinal Collision Risk Warning (LCRW) 
application. It refers to the collision between vehicles (or a vehicle and an obstacle) at any part on the front 
or rear side of a vehicle. If a collision risk is detected, a subject vehicle (SV) may issue a collision risk warn-
ing to driver. The counterpart vehicle or obstacle is called the target vehicle TV or target obstacle. 

As LCRW is one of the most critical ITS applications from a safety perspective (it belongs to the ‘highly dy-
namic data’ family presented above), the standard goes into some detail about how an overall approach to 
safety may be provided, from triggering facility layer messages to the processing of messages to prevent risk 
of collisions. A first important statement in the standard regards what are the elements of performance im-
pact of a road safety application: the wireless communication performance, which may vary according to 
network characteristics, radio obstacles and network load; mechanisms for CAM and DENM messages ex-
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change as well as the processing of received information, presenting information to drivers or acting on the 
in-vehicle system. Age of data is a particular issue as well. A vehicle may take an erroneous decision if the 
received data does not correspond to the latest situation of the originating vehicle, e.g., the trajectory and ve-
locity of the target vehicle. The age of data is also denoted as the end-to-end (e2e) latency time between 
communicating vehicles; six time parameters are included in the e2e latency definition (Fig. 2 of (ETSI TS 
101 539-3)). Basic functional and operational requirements are presented. They represent a set of clear 
statements about the most influential elements of LCRW performance, in particular from the collision avoid-
ance perspective. The requirements involve: priority of messages, minimum delay for the message exchange, 
processing capacity of the messages, confidence level for the estimation of the actual alignment between ve-
hicles and communication coverage. The CAMs interval adjustment based on critical safety situations is a 
hot topic. Only recommendations are provided, without entering into the details on how to tune the interval 
according to traffic conditions. Such an interval should remain at its lowest value (100 ms or lower) as long 
as the priority level of the message is high. A LCRW state machine is outlined in Annex B of (ETSI TS 101 
539-3). It shows the basic steps for safety critical traffic monitoring.  

Similarly to LCWR, the application service called Intersection Risk Warning (LCRW) warns the driver of 
potential risk in order to avoid an accident in proximity of road intersections.  

4.3.4.2 RHS 

Road Hazard Signaling (RHS) is an application service that manages the information exchange between 
ITS stations to provide information to the driver about possible hazards. On the originating ITS stations this 
application is in charge of sending message to other ITS stations by using services offered by the facility lay-
er. In the receiving ITS stations received messages are elaborated by the RHS to provide the hazard infor-
mation to the driver. The data exchange is based on two facility layer services: the cooperative awareness 
(CA) basic service, and the decentralized environmental notification (DEN) basic service.  

The reference standard (ETSI TS 101 539-1)defines RHS requirements for all the protocol layers of both 
originating and receiving ITS stations. In addition this standard considers ten use cases, referring to different 
hazard situations: 

1. Emergency vehicle approaching. 
2. Slow vehicle. 
3. Stationary vehicle. 
4. Emergency electronic brake lights. 
5. Wrong way driving. 
6. Adverse weather condition. 
7. Hazardous location. 
8. Traffic condition. 
9. Roadwork. 
10. Human presence on the road. 
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4.3.5 Conclusion and open issues 

This section has dealt with the Cooperative Intelligent Transportation System (C-ITS) standards related to 
safety assurance. First of all, a general overview of this topic has been given, including a short description of 
the standardization committees working on it. After that, C-ITS reference architecture has been described, 
with particular reference to the “facility layer” and the “application layer”, which play a fundamental role in 
drivers’ safety. Finally three different standards for safety applications have been presented. 

Despite the overall approach to safety in [ETSI539], which includes all the features of interest for collision 
avoidance, both at the communication and application levels, the requirements and recommendations are at 
the informative levels only. This means that the basic ingredients of LCRW, ICRW and RHS are outlined, 
without entering into the details of how to set the different parameters (of the communication and application 
state machines) in order to meet a given probability of collision avoidance, under specific traffic and envi-
ronmental conditions. This is left open for the implementers of the technology. 

Another possible obstacle in the acceptance of the C-ITS standard is the lack of real implementations, and 
therefore it is difficult to evaluate such standards inside a realistic environment, and it is particularly prob-
lematic for those aspects related to safety assurance. Nevertheless C-ITS is a very hot topic with great poten-
tial and a large potential impact on road safety in the next years. A thorough and accurate standardization ac-
tivity is crucial to foster the diffusion of C-ITS. 

	

4.4 Information security 
Security can be defined as protection or defence against attack, interference, or espionage. Cyber security is 
the protection of information systems from theft or damage to the hardware, the software, and to the infor-
mation on them, as well as confidentiality, availability, reliability and integrity of the services and infor-
mation that the system provides. The latter areas are the focus here, i.e. information security and security of 
services that are provided by a system. A security-critical system is a system that may lead to financial, oper-
ational, privacy, or safety losses if the system is compromised through a vulnerability that may exist in the 
system. 

In contrast, system safety is the state of a system that does not cause harm to life, property, or the environ-
ment. A safety-critical system is a system that may cause harm to life, property, or the environment if the 
system does not behave as intended or desired. It can be noted that all safety-critical systems are security-
critical since a cyber-attack either directly or indirectly on a safety-critical system could lead to potential 
safety losses. However not all security-critical systems are safety-critical, e.g. entertainment system, and 
some systems are both, safety and security critical, e.g. Steering Assist System 

Cyber security standards are techniques generally set forth that attempt to protect the cyber environment of a 
system, user or organization. This environment includes: users themselves, networks, devices, all software, 
processes, information in storage or transit, applications, services, and systems that can be connected directly 
or indirectly to networks. The principal objective is to reduce the risks, including prevention or mitigation of 
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cyber-attacks. This is in contrast to a safety standard where the focus is risks due to faults. However, lack of 
cyber security may pose a risk. The published standards consist of collections of tools, policies, security con-
cepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assur-
ance and technologies.  

Security standards in three categories are identified below as relevant (although other categories, such as 
process assurance, may be chosen): 

• The management system – the organisational capability to uphold security. An example is ISO/IEC 
27000, which is reviewed in the sub-sections below. 

• Product development – this gives requirements on implementations of a secure system. Information 
security related risks in the product are managed, i.e. systematic or random faults or mechanical risks 
that lead to safety issues are excluded. However, security risks can affect the safety of the product. 
Typically a management system is required. A safety standard, such as edition 2 of ISO 26262, 
points to the need to assess information security as a hazard. Examples are ISA/IEC 62443 and SAE 
J3061, which are reviewed in the below sub-sections. 

• Certification and evaluation of product – Assessment, verification and validation. Product assurance. 
An example is the Common Criteria, which is reviewed in the below sub-sections. 

A further overview of cyber security standards is found in (CyberSec). ETSI has issued technical report (i.e. 
not standards and hence not covered here) related to cyber security (ETSI cyber sec) 

4.4.1 ISO/IEC 27000 - Information Security Management System 

The ISO/IEC 27000-series of Information Security Management System comprises information security 
standards published jointly by the International Organization for Standardisation (ISO) and the International 
Electrotechnical Commission (IEC). 

The series provides best practice recommendations on information security management, risks and controls 
within the context of an overall information security management system (ISMS), similar in design to man-
agement systems for quality assurance (the ISO 9000 series) and environmental protection (the ISO 14000 
series). 

The series is deliberately broad in scope, covering more than just privacy, confidentiality and IT or technical 
security issues. It is applicable to organizations of all shapes and sizes. All organizations are required to as-
sess their information security risks, then implement appropriate information security controls according to 
their needs, using the guidance and suggestions where relevant. Given the dynamic nature of information se-
curity, the ISMS concept incorporates continuous feedback and improvement activities, summarized by a 
"plan-do-check-act" approach, that seeks to address changes in the threats, vulnerabilities or impacts of in-
formation security incidents. 

Selecting the proper framework can save a lot of trouble and hard work, and for cyber security one of the 
main sources of good practices are the standards of the ISO/IEC 27000 family: 
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The documents in the ISO/IEC 27000 family are (in order of relevance to cyber security): 

• ISO/IEC 27001 (requirements for information security systems management). This document pro-
vides a general framework to help protect information, including privacy aspects. Note that it is only 
27001 that contains actual requirements. The other documents are guidelines, code of practices, vo-
cabulary, etc. 

• ISO/IEC 27032 (guidelines for cyber security). This document provides guidance for improving the 
state of cyber security, considering the various security domains, like information security, network 
security, internet security, and critical information infrastructure protection. 

• ISO/IEC 27000 contains further supporting documents, such as ISO/IEC 27002: (code of practice for 
information security controls), which provides details on how to implement security controls defined 
in ISO/IEC 27001 Annex A.  

In the following sub-sections, ISO/IEC 27001 and ISO/IEC 27032 are presented in more detail.  

4.4.1.1 ISO/IEC 27001 

ISO/IEC 27001 defines how to implement and operate the Information Security Management System – it 
gives a good ground for building cybersecurity. ISO/IEC 27001 is the only document in the series with re-
quirements. The rest are guidance, terminology and sector specific documents. It offers a catalogue of securi-
ty controls, and offers flexibility to apply only those controls that are needed based on risk assessment. It de-
fines a management framework for controlling and directing the security issues; therefore, achieving security 
management becomes a part of the overall management in an organization. Certification is performed by ac-
credited certification bodies, such as SP –Technical Research Institute of Sweden. 

4.4.1.2 ISO/IEC 27032 

ISO/IEC 27032 provides guidelines for cybersecurity implementation, with focus on: information security, 
network security and internet security, and critical information infrastructure protection (CIIP). It functions 
as a supporting standard for ISO 27001 implementation, rather than as an independent framework. For ex-
ample, it is not possible to certify an organization against ISO/IEC 27032, since it does not describe the 
management system. 

It covers the baseline practices for cyber security, and provides an overview, an explanation of the relation-
ship between cyber security and other types of security, a definition of stakeholders and a description of their 
roles in cyber security, guidance for addressing common issues, and a framework to enable stakeholders to 
collaborate on resolving these issues. 

4.4.1.3 Discussion 

ISO/IEC is an appropriate management system for an organisation that deals with security and cyber security 
relevant issues or products. 
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4.4.2 ISA/IEC 62443 

ISA/IEC 62443 (formerly ISA 99) is a series of standards, technical reports, and related information that de-
fine procedures for implementing electronically secure Industrial Automation and Control Systems (IACS). 
The guidance applies to end-users (i.e. asset owner), system integrators, security practitioners, and control 
systems manufacturers responsible for manufacturing, designing, implementing, or managing industrial au-
tomation and control systems.  

All ISA-62443 standards and technical reports are organised into four categories (see also Figure 25):  

• General: concepts, models, terminology, security metrics and security life cycles for IACS. 
• Policies and Procedures: creating and maintaining an effective IACS security program (Owner) 
• System: system design guidance and requirements for the secure integration of control systems  
• Component: specific product development of control system products.  

 

Figure 28: The documents of the ISA/IEC 62443 series. 

Note in the figure that many of the documents do not contain requirements, but are rather guidelines etc. 
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4.4.2.1 Discussion 

The scope of the standard series (Industrial Automation and Control Systems) may imply that it can be awk-
ward to apply the standard to other domains such as automotive or maritime.  

4.4.3 SAE J3061 Cybersecurity Guidebook for Cyber-Physical Vehicle Systems  

Cybersecurity is relatively new to automotive, and most existing information does not address unique aspects 
of embedded controllers. The interconnectivity of today’s and future vehicles makes them potential targets 
for attack. SAE J3061 provides principles, process and terminology which can be commonly understood be-
tween OEMs, Tier 1 suppliers & key stakeholders. It provides a defined and structured process that aims to 
ensure that cybersecurity is built in to the design throughout product development. The standard has a lifecy-
cle that aims to be compatible with the ISO 26262 Functional Safety process framework, see Figure 26. Note 
the similarity with the ISO 26262 lifecycle. Just as no system can be 100% safe, no system can be guaranteed 
to be 100% secure. However, by following a structured process the likelihood of a successful attack is re-
duced. Hence, the likelihood of harm is reduced. A structured process provides a clear means to react to a 
continually changing security threat landscape. The standard is intended to be flexible, pragmatic, and adapt-
able in their further application to the vehicle industry as well as to other cyber-physical vehicle systems 
(e.g., commercial and military vehicles, trucks, buses). 

 

Figure 29: The SAE J3061 lifecycle. 

 

The concept phase, as shown in Figure 26, is further detailed in Figure 28. Management of cyber security 
addresses creation of, fostering, and sustaining a cybersecurity culture that supports and encourages effective 
achievement of cybersecurity within the organization. This includes  
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• Measuring conformance to the cyber security process 
• Identifying and establishing interface points to other processes (e.g. safety) 
• Developing and implementing training and mentoring  
• Operation and maintenance activities, including incident response and field monitoring 

The product development phases are detailed in Figure 27.  

 

 

Figure 30: The SAE J3061 Product development phases. 

4.4.3.1 Discussion 

This standard could be a good choice for use in the automotive sector since it is purposely developed with 
ISO 26262 in mind. It is planned in ISO 26262 Edition Two to identify the need for interface points between 
functional safety and related disciplines (e.g. cybersecurity), see Figure 28. The HARA in the safety process 
could hence include safety hazards that result from cyber security threat. Further, this would lead to security 
requirements among the FSRs.  
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Figure 31: SAE J3061 Concept phase flow diagram and Interface points to a safety processs. 

4.4.4 Common Criteria  

Common Criteria (ISO/IEC 15408) is a product assurance framework in which computer system users can 
specify their security functional and assurance requirements through the use of Protection Profiles. Vendors 
can then implement and/or make claims about the security attributes of their products, and testing laborato-
ries can evaluate the products to determine if they actually meet the claims. In other words, Common Criteria 
provides assurance that the process of specification, implementation and evaluation of a computer security 
product has been conducted in a rigorous, standard and repeatable manner at a level that is commensurate 
with the target environment for use. 

Common Criteria is used as the basis for a Government driven certification scheme and typically evaluations 
are conducted for the use of Federal Government agencies and critical infrastructure. Common Criteria is al-
so used for procurement for cyber security related products. 

4.4.4.1 Concepts  

Target Of Evaluation (TOE) – the product or system that is evaluated through 	

Protection Profile (PP) – a document, typically created by a user or user community, which identifies securi-
ty requirements for a class of security devices relevant to that user for a particular purpose. Product vendors 
can choose to implement products that comply with one or more PPs, and have their products evaluated 
against those PPs. In such a case, a PP may serve as a template for the product's ST (Security Target, as de-
fined below), or the authors of the ST will at least ensure that all requirements in relevant PPs also appear in 
the target's ST document. Customers looking for particular types of products can focus on those certified 
against the PP that meets their requirements.  

Security Target (ST) – the document that identifies the security properties of the target of evaluation  
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Security Functional Requirements (SFRs) – specify individual security functions which may be provided by 
a product. The Common Criteria presents a standard catalogue of such functions. 
 

Common Criteria provides seven predefined assurance packages known as Evaluation Assurance Levels 
(EALs); where EAL 1 is the lowest and EAL 7 is the highest assurance level. 

4.4.4.2 Discussion 

As Common Criteria is standard for computer security certification, focus is on the security requirements and 
the evaluation of the same, and little focus on the implementation. Common Criteria is generic; it does not 
directly provide a list of product security requirements or features for specific (classes of) products. 

Common Criteria certification cannot guarantee security, but it can ensure that claims about the security at-
tributes of the evaluated product were independently verified. In other words, products evaluated against a 
Common Criteria standard exhibit a clear chain of evidence that the process of specification, implementa-
tion, and evaluation has been conducted in a rigorous and standard manner. 

Typically, most PPs and most evaluated STs/certified products have been for IT components (e.g., firewalls, 
operating systems, smart cards). Common Criteria certification is sometimes specified for IT procurement. 
Other standards contain, e.g., interoperation, system management (e.g. IEC 27001), user training, supplement 
CC and product standard. 

	

4.5 Integrated	Software	Dependent	Systems	

4.5.1 ISDS	(DNV	OS-D203)	

4.5.1.1 DNV	RP	D201	-	Recommended	Practice	for	quality	assurance	of	integrated	software	systems	

In 2008, DNVGL introduced a recommended practice (DNV, 2008) to address quality and integration chal-
lenges of software intensive systems on-board ship and MOU (Mobile Offshore Unit). The recommended 
practice was later developed into a DNVGL class rule titled Integrated Software Dependent Systems (ISDS) 
(DNVGL, DNVGL-OS-D203: DNVGL class rules - Integrated software dependent systems (ISDS), 2015). 
DNVGL has piloted ISDS in several pilot and business projects. Based on experience and lessons learned, 
DNVGL has updated ISDS twice. The most recent version of the ISDS class rule was published in July 
2015.  

ISDS was inspired by the CMMI (Mary Beth Chrissis, 2011) process model and by the ISO/IEC 15288 sys-
tems engineering lifecycle (ISO/IEC/IEEE). Like the CMMI, ISDS is a collection of generally accepted good 
engineering practices. The practices of ISDS are organized into “process areas”.  ISDS includes the follow-
ing process areas shown in Figure 29. ISDS also covers all phases of the lifetime of a vessel, namely: the 
basic engineering phase, engineering phase, construction phase, acceptance phase, and operation phase.  
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Figure 32: ISDS process areas. 

 

CMMI is descriptive and defines the typical evolution of an organization towards higher levels of maturity. 
Unlike CMMI, ISDS is prescriptive. ISDS defines the practices or activities necessary to achieve a specified 
level of confidence. ISDS defines three confidence levels. Confidence levels are assigned by the owner to a 
selection of the system functions and sub-systems, based on evaluations of the importance of these functions 
in relation to reliability, availability, maintainability and safety. For example, the drilling control system is 
usually assigned confidence level two. The well control system, which is more safety critical, is often as-
signed confidence level three. Different confidence levels have different requirements on activities to be per-
formed. Usually, higher confidence level require more and stricter activities. The relationship between confi-
dence levels and activities is shown in Table 4.  

Table 4: The difference between the confidence levels. 

Confidence lev-
el 

Characteristics Focus Key activities 

1 Basic software 
confidence 

System Project management 
Defined ways of working 
Design and verification of software within a  
system 

2 Enhanced integra-
tion confidence 

Systems 
System integration 

Interface definition 
Describing interaction between systems 
Traceability of requirements 
Qualitative RAMS 
Obsolescence management 

3 Enhanced quanti-
fied confidence 

Systems 
System integration 
High dependability 

Quantitative RAMS 
High involvement of independent verifier 
Enhanced verification 

CMMI has an organizational focus and is intended to improve the ability of an organization to undertake fu-
ture projects. ISDS has a project focus and is intended to be used to monitor and control a vessel building 
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and operation project. In a lifecycle of a vessel building and operation, there are typically four roles in-
volved, namely owner, system integrator, supplier and Independent verifier.    

• Owner: In the context of this standard the owner is the organization which decides to develop the 

unit (ship, rig etc.), and provides funding. The operator of the system can be part of the owner's or-

ganization, or can be a subcontractor acting on behalf of the owner.  

• System integrator: Responsible for the integration of all systems included in the scope of this stand-

ard. The system integrator is normally the shipyard, but parts of the integration may be delegated to 

other parties.  

• Supplier: Responsible for the integration and delivery of one or more single systems (drilling control 

system, power management system etc.). If the supplier purchases products and services from other 

organizations, these are regarded as sub-suppliers, and are under the supplier's responsibility.  

• Independent verifier: An organization that is mandated to independently verify that the system is de-

veloped according to this standard. DNVGL usually takes the role of independent verifier. 

 
During different phases of the lifetime of a vessel, the responsibility for activities by different roles, and the 
assessment criteria are defined in the ISDS class rule. Some examples of requirements under suppliers’ re-
sponsibilities are shown in Table 5. 

Table 5 Example of required activity and acceptance criteria in ISDS. 

Required activi-
ty 

Acceptance criteria Contributor Phase Confidence 
level (CL) 

Select COTS 
products based on 
defined criteria 
Engineering CL2 

COTS product selection proce-
dure: obsolescence management. 

COTS product selection matrix: 
rationale for selection, selection 
criteria, evaluations and selection. 

 Engineering CL2 

Establish contract 
with sub-suppliers 

Supplier agreement: product or 
component specifications, func-
tional specifications, technical 
acceptance criteria, ownership 
transfer conditions, delivery strat-
egy, provisions for review of in-
termediate deliveries. 

 Engineering CL1 
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Establish base-
lines of require-
ments and design 

Baseline repositories.  

Identification of baselines. 

Approved and controlled docu-
ments (baselines) for: unit speci-
fications, unit design, system re-
quirements, system design, 
interface specifications and base 
products. 

Owner Engineering CL1 
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4.6 Interdependencies between Safety and Security in SoS  
Modern systems are becoming increasingly connected to public and semi-public networks. Interconnecting 
systems and devices provides manufacturers with the possibility to incorporate more advanced and value-
adding functionality in the products. As of today, safety assurance and certification of safety critical systems 
has mainly focused on the safety aspect of systems. The increasing interconnection of devices, through dif-
ferent type of networks, imposes new challenges that have not received enough attention in the safety do-
main. The primary challenge is to address security in combination with safety. Safety and security are not 
just complementary but also, to a high degree, interdependent in that security issues may affect safety, and 
vice versa. Experiments and research have shown that modern cars can be exposed to surprisingly simple se-
curity flaws giving an attacker the control of the safety-related functionalities, see for example (K. Koscher, 
2010) (C. Miller, 2015) . However, this has not resulted in standardized approaches to address safety and se-
curity in combination, even though a combined approach might be  a way to reduce the overall risks to ac-
ceptable levels. This is the general situation, cross-domain. Automotive slightly distinguishes itself because, 
as of Feb 2016, the SAE J3061 “Cybersecurity Guidebook for Cyber-Physical Vehicle Systems” has been 
published. As said in (SAEJ3061), the guide has already successfully attempted an integrated vision with 
(the ISO 26262-based) safety. Over the years, researchers have proposed approaches to harmonize activities 
within the safety and security disciplines. A harmonization of the activities within the practices has been a 
subject of research, since the early 90’s. A problem with extensive harmonization approaches is that they 
may invalidate recommended normative activities, recommendations or practices in the respective standards. 
This implies that they need to be adapted by the standardization authorities, i.e., they are generally not direct-
ly applicable in an industrial context, unless the normative standards are updated to support them. A typical 
example of this is the efforts in harmonization of risk classification schemes/procedures of different disci-
plines. The state of the art that focuses on safety and security generally covers specific parts of a safety life 
cycle, e.g., assessment of security aspects for safety critical systems (N. Nostro, 2014), combined Hazards 
and operability analyses (HAZOPs) (Winther, Johnsen, & Gran, 2001), combined hazard and threat analysis 
methods (Macher, Höller,, Sporer, Armengaud, & Kreiner, 2015), combined classification of risks (Macher, 
Höller,, Sporer, Armengaud, & Kreiner, 2015), alignments between safety and security standards (C. 
Schmittner, 2015), etc. In contrast to the majority of publications that focus on the impact of potential threats 
on systems, a new approach has been proposed by Leveson (W. Young, 2013): this advocates the shifting of 
security analyses from potential threats to vulnerabilities in safety critical systems. The approach is called 
STPA-Sec and extends the system theoretic analysis technique STPA in the sense that impacts that may 
place a system in vulnerable states are analyzed and the effects eliminated or reduced. 

Despite the academic efforts to identify interdependencies and to propose combined approaches for safety 
and security, there is still a lack of integration between safety and security practices in the industrial context, 
as they have separate standards and independent processes often addressed and assessed by different organi-
zational teams and authorities. Specifically, security concerns are generally not sufficiently covered in safety 
standards, potentially resulting in successfully safety-certified systems that still are open to security threats, 
e.g., from malicious intents, by internal and external personnel and hackers, that may jeopardize safety. To 
complicate matters, the meaning of the terms “safety” and “security” is not always clear enough, i.e., some-
times there is a considerable ambiguity in the terms (A. Burns, 1992) depending on the characteristics and 
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connotations of the concerned risks. This in turn might lead to uncertainties in responsibilities (i.e., who is 
responsible for what in case it is unclear whether a risk is safety- or security-related, or both) between the 
safety and security disciplines.   

4.6.1 System definition to include potential security threats 

The system definition is the foundation on which the succeeding functional safety work is based. It defines 
the scope and intended functionality of the product, its environment, as well as its interfaces. The risk analy-
sis is usually based on the system definition. Specifically, the hazards identification process starts from the 
system definition, by identifying all hazards that can lead to accidents, incidents, damages or significant fi-
nancial losses. It is therefore important that the system definition is complete and correct to facilitate the 
identification of all potential sources of hazards. With the increasing interconnectivity of modern automation 
control systems, the functional safety system definition must be extended to cover not only failures from 
within the product itself, but also intentional misuse and sabotage. This implies that the failure model of the 
environment and interface parts of the system definition will have to be extended with actors and assets be-
ing part of, or interfacing, the system (R. Bloomfield, 2013). With the complexity and interconnection of en-
tities within modern systems, the establishment of a system definition is however not trivial. To support the 
definition process, guidance on typical assets and actors that may affect operations are necessary. 

4.6.2 Similarities and differences in assessing security/safety risks according to standards 

The safety and security disciplines are governed by different standards. However, depending on the standard, 
there are sometimes similarities in the mandated activities between the functional safety standards and secu-
rity standards. For example, the relatively newly developed security standard IEC 62443 (ISA/IEC-62443) 
recommends the following activities to assess security risks:  

• A system definition shall be developed 
• A high level risk identification shall be performed (threats, vulnerabilities, and consequences shall be 

identified) 
• A risk classification shall be performed (considering likelihoods and consequences) 
• Risk levels shall be determined 
• Risk reduction by countermeasures shall be defined, in order to achieve: 

o Elimination/Reduction of the likelihood that a vulnerability is exploited 
o Elimination/Reduction of the likelihood that a threat realizes a vulnerability 
o Elimination/Reduction of possible consequences of a threat realizing a vulnerability 

Comparing with the risk assessment steps, according to the safety standard IEC 62061 (IEC/EN-62061) IEC 
62061, that are:  

• Definition of system(s) 
• Identification of hazards (failures and their consequences) 
• Classification of risk (addressing Severity, Frequency, Probability, Avoidance) 
• Determination of the Integrity level(s) (given by Severity + Combination of Fr+Pr+Av) 
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• Definition of risk reduction by measures and techniques outlined for the integrity level: 
• Hazards elimination (eliminating failure or consequence) 
• Hazards reduction (reducing the frequency or probability) 
• Hazard control (design safe states if hazards occur) 
• Damage minimization (reducing consequence or losses)  

We notice that the standards have somewhat similar structures for the recommended activities; however, they 
have different ways of classifying risks and different focuses for risk reduction. This is usually the case when 
comparing safety and security standards. As concerns the automotive domain, in (SAEJ3061) it has already 
been anticipated the recent publication of SAE J3061 (Cybersecurity Guidebook for Cyber-Physical Vehicle 
Systems), and thus of its intended similarity with ISO 26262. 

From a scientific point of view, there are some interesting publications that present approaches to harmonize 
safety and security standards. For example, in (A. Derock, 2010) the authors present an approach for a har-
monized process based on the ISO 27005 (ISO/IEC-27005, 2008) and ISO/IEC 15026 (ISO/IEC-15026, 
1998). In (G. Sabaliauskaite, 2014) the authors propose an approach for aligning safety and security, by syn-
chronizing safety and security lifecycles based on IEC 61511 (IEC61511) and IEC 62443 (ISA/IEC-62443). 
In (ISO-TS-16949) the authors propose a combined safety and security approach based on the requirements 
from ISO 15408 and ISO 26262. (Hafver, și alții, 2015) the authors propose a combined safety and security 
approach based on the requirements from ISO 15408 and ISO 26262. 

4.6.3 Combined hazard analysis, risk identification and classification 

In (Winther, Johnsen, & Gran, 2001) the authors present a security-aware HAZOP principle. Their approach 
focuses on identifying suitable guidewords and attributes to identify security risks that may affect safety dur-
ing the HAZOP. They present a way to combine guidewords with attributes for identifying security threats. 
The guidewords presented are “Deliberate” and “Unintentional”. These should be combined with the attrib-
utes “Disclosure”, “Manipulation”, “Disconnection”, “Fabrication”, “Delay”, “Corruption”, “Deletion”, 
“Removal”, “Stopping”, “Destabilization”, “Capacity reduction”, “Destruction” and “Denial”. The authors 
also show a practical use of their approach by applying the method on a safety related system 

In (Aven T. , 2007) Aven presents a framework to analyze both safety and security risks. The presented work 
is based on the concept of analyzing risks and vulnerabilities. The framework consists of the following activ-
ities, 1) Identification of functions to be analyzed, 2) definition of system, 3) Identification of threats and 
hazards, 4) Uncertainty analysis (identification of scenarios leading to unwanted consequences, resource 
need of potential threats, probability assignment of the likelihood of an attack and the uncertainties related to 
the claims of an attack), 5) Consequence analysis and 6) summary of steps 4 and 5. The novelty of this paper 
lies in the associated uncertainties related to analysis of potential risks and vulnerabilities. These uncertain-
ties may aid in prioritization of risk reduction activities (Aven T. , 2007).  

In (M. Steiner, 2013) the authors present an extended safety analysis that incorporates security aspects. They 
extend component fault trees (CFTs) with attack trees (ATs). The extension is performed by assessing the 
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possibility of manual intervention to cause any of the events in the CFT. If/when a security related attack is 
found to cause any of the faults in the CFT, the CFT event is extended with the security related event by a 
logical OR gate. The authors then propose a quality analysis of the CFT (searching for minimal cut sets, i.e., 
set of events which together can cause the top level event of the CFT). By doing this, single points of fail-
ures, including and due to possible security attacks, may be found.  

Risk classification is a typical problem that arises when combining safety and security risks. A risk classifi-
cation serves to classify the risk according to different attributes, e.g., severity, frequency etc. The main 
problem when classifying risks is that different standards propose different ways of classifying the risks and 
often towards different set of attributes. A number of publications have addressed this problem and have 
proposed approaches to harmonize the classification procedure. In (F. Reichenbach) the authors simply pro-
pose to add a safety integrity level (SIL) to typical threat vulnerability and risk assessment.  In (C. 
Schmittner, 2015) the authors simply propose to add a safety integrity level (SIL) to typical threat vulnerabil-
ity and risk assessment.  In (C. Schmittner, 2015) the authors present a translation (mapping) between the 
evaluation assurance levels (EAL from ISO 15408) and automotive safety integrity levels (ASIL in ISO 
26262). The mapping is based on the recommendations and requirements in the standards for the different 
EALs and ASILs. The authors simply propose to add a safety integrity level (SIL) to typical threat vulnera-
bility and risk assessment. 

4.6.4 Limitations 

In this section, we have provided an overview of the interdependencies between safety and security in SoS. 
As shown, system development has recently started to shift from the large traditional monolithic systems to-
wards SoS that combine autonomous and independently developed components, connected to public and 
semi-public networks. Having in mind the nature of such systems (i.e., emerging behavior, evolutionary na-
ture, number of devices connected through different types of networks, etc.) it is becoming a challenging task 
to enable safety and security assurance, especially if one thinks about providing combined assurance of these 
two attributes. 
 
There exist a number of research publications, where authors have identified the need to unify reasoning 
about safety and security within one framework or to provide unique methodology for risk assessment 
(Eames & Jonathan, 1999) (Paul, 2015) (Pietre-Cambacedes & Bouissou, 2013). Solutions that have been 
proposed are usually based on some of the existing approaches in the safety or security area, and are not de-
veloped towards supporting the paradigm of SoS to their full extent (Alexander & Kelly, 2013) (Winther, 
Johnsen, & Gran, 2001) (Macher, Höller,, Sporer, Armengaud, & Kreiner, 2015). Therefore, it is important 
to develop analysis methods able to accommodate both safety and security risk analysis. Also, it is para-
mount to provide methods to mitigate identified risks and provide countermeasures for the identified risks. 
 
On the other side, one has to think about certification process, and being able to incorporate both safety and 
security. At the moment, there is neither a standard that covers SoS, nor a standard that deals with safety and 
security in combination for SoS. The fact that the revision process for safety/security standards takes a long 
time, and at the same time we are faced with new technological development, means we might end up with 
systems that are certified with outdated standards. 
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4.7 Automotive:	ISO	26262		Road	vehicles	–	Functional	safety	
The standard ISO 26262  (Ref-A, 2011) is an adaptation of the Functional Safety standard IEC 61508 for 
Automotive Electric/Electronic Systems. ISO 26262 defines functional safety for automotive equipment ap-
plicable throughout the lifecycle of all the automotive electronic and electrical, safety-related systems. Func-
tional safety forms an integral part of each automotive product development phase, ranging from specifica-
tion, to design, implementation, integration, verification, validation, and production release.  

The first edition, published on 11 November 2011, was intended to be applied to electrical and/or electronic 
systems installed in "series production passenger cars" with a maximum gross weight of 3500 kg. It aims to 
address possible hazards caused by the malfunctioning behaviour of electronic and electrical systems. The 
standard consists of 9 normative parts, plus a guideline for the whole ISO 26262, as the 10th part. 

ISO 26262 defines an Automotive Safety Integrity Level (ASIL) to be one of four levels to specify the item's 
(26262-1.69) or element's (26262-1.32) necessary requirements within ISO 26262 and the safety measures 
(26262-1.110) to apply for avoiding an unreasonable residual risk (26262-1.97), with D representing the 
most stringent, and A the least stringent level. In case the element under consideration is judged as not safe-
ty-related, an additional 5th level is defined (“QM”, standing for Quality Management), implying that the el-
ement has to be developed following the ordinary ISO 9001-derived Quality Management requirements 
(namely, the ISO TS 16949). 

Like its parent standard, IEC 61508, ISO 26262 is a risk-based safety standard, where the risk of hazardous 
operational situations is assessed and safety measures are defined to avoid or control both systematic failures 
and random hardware failures, or mitigate their effects. In summary: 

ISO 26262 provides an automotive safety lifecycle (management, development - at system, hardware and 
software level -, production, operation, service, and decommissioning) and supports tailoring the necessary 
activities during these lifecycle phases. 

ISO 26262 covers functional safety aspects of the entire development process (including such activities as 
requirements specification, design, implementation, integration, verification, validation, and configura-
tion). 

ISO 26262 provides an automotive-specific risk-based approach for determining risk classes (Automotive 
Safety Integrity Levels, ASIL’s). 

ISO 26262 uses ASIL for specifying the item's necessary safety requirements for achieving an acceptable re-
sidual risk. For instance, and following the same approach as in parent ISO/IEC 61508, a number of pos-
sible methods and techniques are recommended, as taken from the automotive domain, in a sort of flexi-
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ble and prescriptive manner at the same time, and depending on the ASIL. These represent the known 
ASIL-dependent tables. Examples are in Figure 302: 

 

 

Figure 33: Example of ASIL-dependent tables in ISO 26262.ISO 26262 provides requirements for safety val-
idation and confirmation measures to ensure a sufficient and acceptable level of safety is eventually being 
achieved. 

A current automotive system (being part of an automobile) can also be considered as a network of embedded 
systems (i.e., Electronic Control Units, ECU’s) which are connected to each other via different bus systems. 
Therefore, security attacks on an automotive IT system can have negative implications on both the safety and 
reliability of the system itself. This subject (automotive cyber-security) has become increasingly under inves-
tigation in the recent years. Moreover, it has become clear that the ISO 26262 standard had to fill a recog-

																																																													

2	Leftmost	code	is	either	a	consecutive	entry	(e.g.	1,	2,	3),	indicating	that	the	corresponding	method/technique	shall	be	applied,	or	
an	alternative	entry	(e.g.	1a,	1b,	1c),	indicating	that	a	suitable	combination	of	methods/techniques	shall	be	applied.	The	ASIL-
dependent	recommendation	(in	the	four	rightmost	columns)	is	either	“++”	(highly	recommended),	“+”	(recommended),	or	“o”	(no	
recommendation	for	or	against	its	usage).	
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nized gap. Here a few key excerpts of a relevant paper (Christoph	 Schmittner,	 2014): "The standards are 
fragmented and incomplete, typically assuming that the “blind spots” are covered by others. For example, in 
ISO 26262, security as a risk factor is not included." Moreover, “Only hazards associated with the item itself 
can be considered, every other system (external measure) is presumed to be functioning correctly provided it 
is sufficiently independent.“ This last concept has to be thoroughly re-visited, being not compatible with 
cyber-security.  

In the recent past, and up until nowadays, a number of research projects have faced the subject of automotive 
cyber-security, such as the non-exhaustive list: CARONTE (“Creating an Agenda for Research ON Trans-
portation sEcurity”, http://www.caronte-project.eu), EVITA (“E-safety Vehicle Intrusion protected Applica-
tions”, http://www.evita-project.org), and SESAMO (“Security and Safety Modelling”, http://sesamo-
project.eu). From this latter project, led by Intecs, some early concepts have been proposed on how to recon-
cile safety and security in the automotive domain. In particular, how to minimally and effectively comple-
ment the ISO 26262 safety lifecycle in consideration of security aspects. See the yellow highlighted text in 
Figure 31; EVITA ( (SESAMO project, 2014) http://www.evita-project.org), and SESAMO (“Security and 
Safety Modelling”, http://sesamo-project.eu). 

 

Figure 34: Formalized V-Model for a safety-security combined process in ISO 26262  (SESAMO project, 
2014). 
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What is the essence of this newly proposed V-Model? A few excerpts from  (SESAMO project, 2014) sum-
marize this 

"It starts with the Concept Phase, which produces the Functional Safety & Security Concept. The System De-
sign activity takes this as an input in order to generate the Technical Safety & Security Concept. This con-
cept will directly influence the development and it is used later to integrate and test the implementation. The 
produced test results and the formerly defined requirements from the Functional Safety & Security Concept 
are the base for the safety and security validation activities". 

Then, in the concept phase, safety and security goals are derived, paying particular attention to their cross in-
terference: 

"The safety and security goals are now the input to derive functional safety and security requirements. In this 
phase, first interference analyses have to be undertaken in order to identify their impact on each other”. 

Lastly, “The found design solutions for safety and security have to undergo an interference and impact anal-
ysis. Thus it can be assured that some built-in security mechanisms do not cause a malfunctioning of the 
safety mechanisms and vice-versa”. 

It is likely that the appointed ISO 26262 Working Group, charged with extending/adapting the same standard 
for covering cyber-security matters, and with an indicative completion deadline in year 2018, will endorse 
this SESAMO model., besides taking into account the SAE. 

To summarize, it can be honestly stated that the automotive domain, dealing with the most vulnerable sys-
tems in terms of size of “target” (millions of vehicles worldwide), is among the most sensitive domains for 
the combined cyber-security and safety aspects. This is witnessed by both the number of papers having tack-
led the subject, the timely publication of the aforementioned SAE, and the ISO 26262 working group(s) 
commitment to cover security aspects in the next revision of the standard. Instead, considering the ISO 
26262 standard itself, being more goal-oriented rather than prescriptive, it has been sometimes criticized for 
leaving excessive room to discretion. In fact, most of the ASIL-dependent tables (see example in Figure 30)	
only indicate that a “suitable combination” of methods/techniques has to be proposed for each project.	

4.8 Aviation:	DO-178C	
DO-178C, dated December 2011, was developed by both the RTCA (Radio Technical Commission for Aer-
onautics), Special Committee 205 (SC-205) and EUROCAE (European Organization for Civil Aviation 
Equipment), Working Group 71 (WG-71), in order to establish guidelines for avionics software developers 
and governmental certifying agencies  (V. Hilderman, 2013). RTCA and EUROCAE are non profit organiza-
tions for the advancement of the science of aviation and its electronic systems, for the benefit of the public 
(among its members: Airbus, EADS, Boeing, Honeywell, Lockheed Martin, etc.).  

According to www.rtca.org, DO-178C “… provides recommendations for the production of software for air-
borne systems and equipment that performs its intended function with a level of confidence in safety that 
complies with airworthiness requirements. Compliance with the objectives of DO-178C is the primary means 
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of obtaining approval of software used in civil aviation products”. As for its predecessor (e.g. DO-178B), 
DO-178C has been endorsed by both the US Federal Aviation Authority (FAA) and the European Aviation 
Safety Agency (EASA). 

With respect to the former version DO-178B, and besides general improvements, DO-178C has been en-
riched by four Supplements, keeping the pace of technological evolution and gathering/harmonizing the re-
lated requirements: 

• DO-330, Tool Qualification 
• DO-331, Model-Based Development and Verification 
• DO-332, Object-Oriented Technology and Related Techniques 
• DO-333, Formal Methods 

DO-178C recognizes five criticality levels, with Level A the most critical and Level E the least. The levels 
are assigned based on the contribution of software to potential failure conditions:  
• Level A, Catastrophic, often resulting in total loss of plane and passengers. It can happen simply by 

putting too much workload on the crew. For instance, some functions fail, and suddenly the pilots are 
so worried dealing with the problem that it results in a catastrophic event. It doesn’t have to be a sys-
tem failure or faulty indicator that denies some piece of data. It could simply cause so much work that 
pilots can’t keep up with flying the airplane. 

• Level B, Hazardous/Severe, may not kill everybody, but there is potential for that hazard. 
• Level C, Major, may cause people to become injured and the aircraft uncontrollable. 
• Level D, Minor, may have some effect but it can be overcome by the aircraft, and pilots can maintain 

control. 
• Level E, has no effect (not safety-critical, and DO-178C requirements are not applicable). 
 
In one word, only with levels A, B “people can die”. The system safety assessment process determines these 
criticality levels. Each avionics function or system has one defined criticality level (which must be approved 
by the certification agency); however, different components within a system can have differing criticality 
levels, provided they are sufficiently separated. 

As for many other safety standards belonging to the “prescriptive” class, the higher the criticality level, the 
greater the amount of software development effort. In fact, DO-178C is organized onto some 71 objectives 
whose achievement shall either be: 
• Satisfied with independence (●) 
• Satisfied (○) 
• Satisfaction being at applicant's discretion (empty) 

See in fact the Applicability by Software Level column of an excerpt of Annex A of the standard itself, as in 
Figure 33: 
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Figure 35: Excerpt of Annex A of DO-178C. 

The Safety Assessment (specified in SAE ARP 4761,  (SAE ARP 4761, 1996)), part of the system processes, 
determines the software criticality level. This overall approach is outlined in Figure 33: 

 
Figure 36: Avionic software and hardware in the overall system development process. 

Ultimately, the same initially cited methods/techniques are required (FTA, FMEA, etc.). 

Lastly the cyber-security corner. Although aircraft are less vulnerable to cyber-attacks than automotive vehi-
cles and other ground systems, the avionics domain has not ignored the cyber-security aspects. This has giv-
en rise to a family of security-related standards, with root represented by the DO-326A (“Airworthiness Se-
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curity Process Specification”). The document is intended to augment current guidance for aircraft certifica-
tion to handle the threat of intentional unauthorized electronic interaction to aircraft safety. It adds data re-
quirements and compliance objectives, as organized by generic activities for aircraft development and certi-
fication. DO-326A represents the “core document” of a series of documents on Aeronautical Systems 
Security that together address information security for the overall Aeronautical Information System Security 
(AISS) of airborne systems, with related ground systems (e.g. Air Traffic Management) and environment. 

To summarize, the DO-178x (x: A, B, C) standard has been in place for a long time, as have the outer DO 
family of standards. Moreover, the said standards have been specified by industry itself (via RTCA and 
EUROCAE), and only endorsed by the certification agencies (e.g., FAA and EASA). Nevertheless, they 
have a prescriptive nature rather than goal-oriented: industry being prescriptive on itself! The certification of 
related equipment has been in place a long time too, and this has made the standards mature and proven-in-
use. This does not mean that their endorsement is disadvantage-free, however these standards are quite con-
solidated and their processes are nowadays largely tool-supported. 

4.9 Space:	ECSS	
The ECSS System has been developed as a cooperative effort between the European space agencies and 
space industries  (ECSS system, 2008). It comprises a comprehensive set of documents addressing all essen-
tial aspects of the four major branches for the successful implementation of space programmes and projects, 
namely: 
• Project Management, 
• Engineering 
• Product Assurance 
• Sustainability 

ECSS Documents are organized as in Figure 34: 
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Figure 37: ECSS tree overview. 

• The overall objectives of using the ECSS system of standards include: 
• Achieving more cost effective space programmes and projects in Europe, 
• Improving the competitiveness of European space industry, 
• Improving the quality and safety of space projects and products, 
• Facilitating clear and unambiguous communication between all parties involved, in a form suitable for 

reference or quotation in legally binding documents, 
• Reducing risk and guarantee interoperability and interface compatibility by applying proved and rec-

ognized requirements and methods. 

Security is also considered by ECSS. Starting from the definition of the security characteristic, taken from 
ISO 25010 (ISO, 2011) (replacing former and historical ISO 9126), ECSS addresses this in its metrication 
program, under the overall responsibility and supervision of the Software Product Assurance function (Soft-
ware Quality Assurance, in ECSS jargon). The specific ECSS-Q-HB-80-04A handbook (ISO, 2011) refers to 
a number of other internationally-recognized standards on security, and it requires that the software require-
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ments completely implement the security specifications (among many others). As a proof of that, the Soft-
ware Product Assurance function has to fill a specific Security Checklist, reported in table below: 

 

Table 4-4: Table A-8, ECSS security checklist (ISO,	2011). 

No Question Supporting 
Evidence 

Mark 
(Y, N, NA) 

1 The requirement baseline covers all project relevant information 
that is necessary to specify security related software requirements 
(on technical specification level). 

  

2 A systematic security analysis (to identify potential security prob-
lems) has been carried out, the results are documented and have 
been used to specify the security related software requirements on 
the technical specification level. 

  

3 Software security responsible is identified.   

4 A security level is assigned to each SW item, according to project 
security criteria. 

  

5 Security procedures are defined and applied to handle SW items at 
each security level. 

  

6 Verification that the above identified procedures are properly ap-
plied is performed. 

  

7 The security related software requirements (technical specification 
level) are sufficient to cover the security related information speci-
fied in the requirements baseline. 

  

8 All user interfaces (for installation, for operation, for maintenance, 
for updates, etc.) are specified in a self-contained manner and have 
each got assigned a security level (specifying the criticality with 
regards to security). 

  

9 Access to critical user interfaces (security) is limited by individual 
accounts that are secured against misuse by a password. 

  

10 An appropriate guideline for the selection of a suitable password is 
available (e.g. length of the password, usage of special characters, 
etc.). 

  

11 An appropriate guideline for the “superuser” responsibilities and 
interfaces to the software is available (e.g. for account and pass-
word management). 

  

12 The software design is justified (e.g. encapsulation of security rel-
evant software components). 

  

13 Methods to ensure integrity, availability and confidentiality of data   
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No Question Supporting 
Evidence 

Mark 
(Y, N, NA) 

have been defined and implemented. 

14 Verification and validation activities are performed to verify that 
all security requirements have been satisfied and that all security 
recommendations have been considered. 

  

15 The assignment of database read/write rights (to software units) 
have been reviewed for security related impacts. 

  

16 All activities carried out under a (security) critical account are 
logged such that the integrity of the logging files is ensured. 

  

17 Possible security flaws (i.e. security related abnormal conditions 
on software unit level) have been specified based on experience 
and on a systematic approach. 

  

18 Each identified security flaw has got assigned a justified counter 
measure (to be applied by the coder), spot checks are recommend-
ed. 

  

19 The software has been analyzed by a specialist (e.g. a vulnerability 
analyst) to identify not yet covered security flaws in the software. 

  

To summarize, initially born within the historical Procedures and Standards Specification (PSS) family of 
ESA standards, and relying on such consolidated experience, also the ECSS family of standards is quite es-
tablished and mature. As for the avionics, industry (via Eurospace, www.eurospace.org) is firmly part of the 
Working Groups for the specification and maintenance of the standards themselves. Differently from avion-
ics, instead, for some emerging software technologies (model-based engineering, formal methods, object-
orientation) and practices (tool qualification), the standard is not prescriptive (“normative”, according to 
ECSS terminology), rather only advisory (“informative”, according to ECSS terminology): in fact, those sub-
jects are described inside Handbooks, whose content can become normative only on a project-basis. Howev-
er, this leads to a possible discretion. This represents a known limitation, and perhaps it will be overcome in 
the near future, especially for key and emerging topics (e.g. model-based engineering). 

4.10 Medical	devices	
ISO IEC 62304:2006 provides a framework of life cycle PROCESSES with ACTIVITIES and TASKS nec-
essary for the safe design and maintenance of MEDICAL DEVICE SOFTWARE. This standard provides re-
quirements for each life cycle PROCESS. Each life cycle PROCESS is further divided into a set of 
ACTIVITIES, with most ACTIVITIES further divided into a set of TASKS. 

In the following figure an overview of software development PROCESSES and ACTIVITIES is shown in 
Figure 35, while Figure 36 details the software maintenance. Whether software is a contributing factor to a 
HAZARD is determined during the HAZARD identification ACTIVITY of the RISK MANAGEMENT 
PROCESS. 
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Figure 38: Software DEVELOPMENT process and activities 

	

Figure 39: Software MAINTENANCE process and activities 
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